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· Call to order

· Agenda – Document 11-04/1037r0

· Review operating rules for a Task Group.
· Review IEEE 802 policies and procedures for Intellectual Property.
· Any comments on the minutes in document 11-04/747r0 from the July meeting?

· Approve meeting minutes from last meeting 11-04/747r0.

No objections to approving the minutes.

· Discussion on the agenda for this meeting:
Presentations from the last session

Security adhoc sent updates to the Requirements document – we should discuss this topic at this meeting.
No joint presentations available for TGr and TGs – should have joint sessions with TGs only on a as needed basis.
Discussion on the scope and requirements documents – should limit the discussion to security and measurements.
Any submissions other then those already listed?
Call for presentations: None.
We need a discussion on what should be on the document server and whether the presentations alone are sufficient – add to the agenda.

We need to discuss the down-select process.
· Any objections to approving the agenda? None

· The agenda is unanimously approved.

· Discussion on the requirements for proposal submissions:

The “devil is in the details”. A proposal can sound good as a presentation but there are other technical challenges become evident once the text is written.

If we are going to expand the scope for the proposal submissions at the next meeting, everybody needs to follow that process.
Suggestion that everybody presents a brief description on their proposal at this meeting.  In that way we can create more opportunity for proposal groups to merge.

Why can’t the groups present brief presentations on their proposals at this meeting? Not all 13 proposals are here. 

Allow the groups who are here to present so that we can present the opportunity to consolidate proposals for the next meeting.

That’s fine, but there are many similar presentations.

STRAW POLL: How many of the proposal groups are attending this week?

5 out of 13

a) Number

Discussion:

· None

Result: a – 5 out of a possible 13 proposals.

STRAW POLL: How many people are ready to give a proposal this week?

a) Number

Discussion:

· None

Result: a – 4 out of a possible 13 proposals.

We can use our Thursday sessions to listen to the proposals.

The current dates we have decided for the proposal selection process is the following:

October 15: presentations available on the server

November 15: give presentations
January 15: give final proposals (draft text and slides)

It will be difficult to evaluate the technical proposals because the presentations won’t have enough details.

Not sure whether all the groups would be ready to submit text for the October deadline.
Are we going to begin the down-select process in November? No, we will not have enough information on the proposals until January, so the down-select process would make more sense to do in January.

We would begin the formal down-select process in the January session.

Propose that we would have draft text available for mid-December.

Concern that there won’t be enough time between mid-December and the November meeting to consolidate proposals.

You don’t get much writing time by pushing out the date. You could push out the down-select until March.

The assumption is that there would be in-formal down selection between the November meeting and the January meeting.

We could submit more extensive presentations in January with preliminary draft text; provide the draft text in February; and begin the formal down-select process in March.

The preliminary draft text would be required in December. The final/complete draft text would be available in January.

The January session could serve to give feedback to presenters before the formal down-select process begins.

We might want to submit to some cryptographic review during the process. This should likely be done after the selection process.

This should be done after we’ve down-selected to one or a few proposals.
We might want to investigate/review other components of the solution other than security.

We need to decide how much time we will give to each proposal in the November and January sessions.

MOTION: Move that we adopt the following schedule for proposal submissions.

September 16th: Give informal preliminary presentations (optional)

October 15th: Preliminary proposals will be available on the server.

November 15th: Give preliminary presentations.

December 15th: Preliminary draft text available on the server.

January 17th: Give extensive (two hour) presentations based on preliminary draft text.

February 14th: Have final draft text and presentations available on the server.

March 14th: Give final proposals and start the formal down-select process

By: Jesse Walker

Second: Henry Ptasinski
Discussion:

· None.

Result: 
Yes – 16; No – 0; Abstain – 2. Motion Passes.
Chair will post the schedule on the server.
· Presentation from Measurement Adhoc Group by Charles Wright – Document 11-04/989r1
You could instrument the AP’s to identify when the 802.1x controlled port is opened or closed.
The ACK frame means that the MSDU was received without error, it does not mean that the frame has been bridged to the DS.
The packet that is captured over the air would be an MPDU. 

MSDU is a packet that has made it through the AP.

Security and QoS state needs to be successfully completed prior to successful data transmission. 
It’s unreasonable to require that the implementations show metrics before March.

We need a methodology in place so that we can evaluate proposals with quantifiable metrics.

Looking at the number of messages is one way to do it. However that metric does not take into account the time it takes to generate the messages.

This method of monitoring data messages is still valid – successful transmission of invalid MSDU’s is a broken solution.
We may have to take PHY transmission rate into account in order to address its affect on fast BSS-Transition. We may need to address this in our requirements.

The roam was induced by decreasing the signal level thereby forcing the client to roam.
These results take scanning into result. The results show the last data packet transmitted to the first packet transmitted.

We need to take into account the probability of fast BSS-Transmission failure.
Discussion on this document will continue during the next session.
· Recess until the 1:30pm session
Monday September 13, 2004

1:30pm

· Call to order.
· We need to modify the agenda to include presentations by Marian Rudolf on Tuesday morning.

· Discussion on Fast BSS-Transition a low data rates:

Transmission at low data rates exceeds a Fast BSS-Transition budget.

We could decide that the proposals should be benchmarked at a particular data rates.

Some proposals may break at low data rates.

We should make it a requirement that the proposals state their data rate assumptions.
Don’t see the need to address large size packet transmissions. We should look at the canonical application, which we’ve decided was VoIP. VoIP uses small packet sizes.

The effect of packet size and rate on roaming latency is twofold: The amount of time it takes to transmit large packets; and the amount of latency introduced by message exchange sequences.

We need to consider any delays that are due to processing and key derivation.

Do we require final proposals to list the packets and their maximum sizes that are sent/received during the roaming process that would affect the roam times? Also delays between packets due to key derivation authorization processing, etc.

We need to consider how different proposals handle channel utilization.

Each proposal will have its own selection criteria which is specific to its details.

We will find a common set of criteria which is common to all proposals. 

The acceptance criteria may be broader than the selection criteria.
We have not made any conclusions on these issues. However we will likely gain consensus as we evaluate the proposals.

· Presentation from the Security Adhoc Group in document 11-04/1048 by Jesse Walker

The statement of more than two parties knowing the keys is invalid. 
The third party is a special case. It is trusted. It must make the assumption that the third party will not impersonate the other two parties, or transmit the PMK to another party.

You could make an assumption that the switch is also a trusted third party.

Algorithms that want to provide the same security as 802.11i cannot share PMK’s with other AP’s. A trusted third party cannot share PMK’s between other devices.

The context of the usage of the PMK’s can be only be used between two parties for a particular session. 

The MAC addresses are not very stable identifiers. 

The authentication credentials should include the MAC address and bind them to the key.

MAC addresses can always be changed by the bad guys. If the MAC address is bound in the authentication, the security will be maintained.
It is assumed that the authentication server will not share key with any other party other than the pair. If that is true, there is an end-to-end security relationship between the parties, and shared with the authentication server.

The problem is that there must be a trusted, secure relationship between the Authenticator and the Authentication Server.

This is a problem with RADIUS that was identified in 1996. DIAMETER solves this problem. EAP is a two-party protocol and has been applied in the trusted third-party case.

There is nothing binding the MAC address identities to the PMK, and that will be a problem for TGr.

This is an issue for TGr, which means we will have to define how the MAC address will be transmitted as part of EAP.

It’s very sophisticated to create a protocol that will use the keys in the correct context. Perhaps we need to agree on who can share what and define a threat model on who can access what information.
There are AP’s with multiple MAC addresses, which would violate this rule.

We need to comprehend the problem with 802.11i in understanding how the protocol and cryptography can be extended to address security.

This task group needs to solve the problem of mapping the keys to the MAC addresses.
Should TGr fix problems that TGi has introduced? TGr will have to address the problem to provide a secure solution.

If we try and define this problem in TGr, we will end up with a patchwork of multiple solutions to the problem.
One vendor has a product where the authenticator and the authentication server are co-located.

We need to capture these requirements and decide on what TGr will be solved.

We will need to demonstrate that the solution for TGr will not reduce the security that was introduced by 802.11i.

There is no provision for the STA to know whether the key is going to be valid. The solution should recover from a missing key.
A PMK timer could be introduced to solve this issue.

This document should use BSSID in all cases rather than AP MAC address.

There needs to be a handshake every time between key establishment and any break in communications.

Remembering the last key counter is not sufficient to synchronize the replay counters. A packet can be replayed later as it was a valid packet.
Is there a way of defining an acceptable time window where synchronization is valid? The system needs to be flexible enough to detect man in the middle attacks
There needs to be window where the liveness is considered to be valid.

This document lists the security requirements for 802.11 in general, not for TGr. These sound like the limitations for 802.11i.

The key scoping should be defined to address secure fast roaming.

This document should be cleaned up and clearly define what are going to be addressed for TGr. It should also clearly define what needs to be decided by the working group as a whole.
· Recess until the 8:00am session tomorrow.

Tuesday September 14, 2004

8:00am

· Call to order.

· Continue with Presentation by Charles Wright on Document 11-04/989r1

The scope document states that for the Fast BSS-Transition, the STA must come out of powersave. This would happen before the transition event.
AP aggregation architectures should not affect power-save.

For 802.11i, you can simply look at the four-way handshake. This needs to take place before (non-802.1x) data transmission can take place.

Any encrypted traffic after the four-way handshake will definitely be data traffic.

Once we go to 802.11r, we need to determine what the identifiable event will be that will allow data traffic to pass.

You will have to adapt the analysis mechanism to fit the BSS-Transition proposal.

The scan measurement time is measured between the last un-ACK’d data packet and the Authentication request.

The roaming times should be measured using packets on the wire.

The purpose of this presentation is to demonstrate how we can measure BSS-Transition times. How we can determine whether we are successful.

This presentation measures transition time. It assumes a successful BSS-Transition. It does not deal with failure cases.

This presentation does not deal with transitions that could fail because the AP cannot establish a QoS stream.

Need to consider transition times under load as well.

This methodology is a good basic method of measuring transition times. Other test and mechanisms of analysis could be used to evaluate BSS-Transition proposals.

· Discussion on adding preliminary presentations of proposals. Call for Proposals:

Jesse Walker

Jon Edney/Stephano Faccino – Flexible pre-key

Paul Newton – QoS Aspects of Fast Roaming

Pat Calhoun – VFF roaming

How much time is appropriate? We could simply limit each presentation to five minutes and discussion to ½ hour.
· Presentation by Marian Rudolf on Document 11-04/1052

If you deploy a VLAN-based ESS, everything belongs to the same ESS, therefore the TGr solution would be applicable. Scenario 2 is a logical representation of the physical network in Scenario 1.

The Mobile IP concept would be agnostic to the link layer. Mobile IP should not care.

Mobile IP sends out router updates so that the client knows it has moved across router boundaries. In 802.21, people in the Mobile IP community have asked for handoff triggers.

The Mobile IP community wants a trigger to push a message to the client when it moves between different L2 networks.

The scope of 802.21 includes support for Mobile IP, cellular to 802 roaming, and roaming between different 802 networks.
802.21 is still at the requirements stage at this time.

Groups such as 802.21 chartered with work across technologies often fail. If 802.21 want to make an exception to that rule. Then 802.21 should come to this meeting and present solutions to us. They should sell their solution to us.

If there is a typical trigger mechanism that is needed to make Mobile IP work, so 802.21 should work.

802.21 needs to determine how to roam between the 802.11 and 802.3 networks on the same network.
The purpose of this presentation is to demonstrate what 802.21 is looking to do.

802.21 have called security out of scope. But they are still looking to use the existing L2 security mechanisms.

If there is a conflict between 802.21 and 802.11. 802.21 should come to us so that we can resolve any potential overlap.

802.21 is very early in the process. It will be a long time before they will be entertaining proposals.

There is no confusion in TGr about what TGr is going to do.

If 802.21 stops trying to dig into 802.11, they won’t get confused on TGr scope versus 802.11 scope.
802.21 is looking to solve inter-domain roaming between different 802 technologies.

There needs to be a clearly defined boundary for 802.21.

· Presentation by Carlos Zuniga on Document 11-04/718r0

A lot of the tools to address scanning are already included in the TGk submission.

TGk has specified the tools. TGr needs to build on the work done by TGk. None of this functionality is mandatory in TGk.

We should mandate that all implementations do discovery in the same manner.

It is good to have effective discovery mechanisms, but it isn’t really part of this discovery work.

Roaming times will come down as implementers choose to address the discovery problems.

Recess until the 10:30am session.

 Tuesday September 14, 2004

10:30am

· Call to order.

· Presentation by Marian Rudolf on Document 11-04/719r0

TGk should give more consideration to mobility scenarios. We should bring these requirements to the attention of TGk.
There needs to be a mechanism to push RF information from the AP to the STA to trigger a handover.

TGr may want to mandate TGk features which are specified as optional.

This scanning mechanism should be informational.

The last two presentations have suggested that network discovery should be in scope. We could potentially modify our PAR to include network discovery or create a new PAR.

The network discovery issue may be in the scope of WNM, however currently the scope of WNM is quite large.

The line of BSS-Transition is fuzzy when QoS is taken into account. The interpretation of what’s in scope will need to be addressed as we evaluate proposals.

· Presentation by Haixiang He on Document 11-04/827

There are two types of pre-authentication in the standard. 802.11 pre-authentication and 802.1x pre-authentication. This presentation addresses 802.11 pre-authentication.
The idea of tentative association is that you can establish that state with multiple AP’s at the same times.

We can specify any group of messages in the tentative association state.

We need to define what a “secure channel” for communications in this case.

· Presentation by Florent Bersani on Document 11-04/1062r0

Section 8.1.4 is informative so that you cannot conclude that the PMK is explicitly prohibited.

The clause is accurate because it is based on the concept of a logical AP.

The intent of the section is to make a point that there is a key boundary between the Authenticator and the Supplicant.

We all agree that you can’t share the PMK. The issue is that we can’t agree on the boundary of the security relationship.
There is a binding of the key hierarchy with the MAC addresses. The AP is identified by its BSSID.

The PMKid’s were necessary to identify PMK sharing between neighbours.

Section 8.1.4 is important in that it describes the key relationships in 802.11i.

Section 8.1.4 is open to interpretation and it is therefore ambiguous.

The lifetime of the PTK is essentially the same as the PMK, because it’s derived from the PMK.
There is nothing to prevent the PTK from being used by another STA – there is not tie to the binding. The basic issue is that you are trying to use a two-party protocol for a three party problem.

We are trying to rely on 802.11i in the TGr solution, so we need to adapt the key mechanisms in 802.11i to TGr solutions.

We need to specify how keys are used in TGr.

We should think about whether we want to analyse proposals to address new classes of denial of service attacks that may result.

The proposals should address what denial of services attacks that they may introduce.

The re-associate message is a common method of denial of service attacks. It we want to address denial of service by protecting that message.
In 802.11i, the PMK is the token proving that you are authorised. The authorization completes after the four-way handshake. The RADIUS server can send back different attributes that could cause the AP not to authorize the station.

We don’t need to come to agreement on what is reasonable now. It would be a desirable goal to come to agreement on the security requirement for our solution.

Having this conversation is useful in getting everyone on the same page. We can use this as a foundation for discussing proposals as they come forward.

Every time you change the system, you change the security requirements.

This is not a security problem. TGr is tasked with making AP to AP transition fast. The key is that the transition must be secure.

At some point, QoS will introduce different requirements on TGr.

· Discussion on the down-select procedure for proposals:

The procedure for TGn will not work in TGr. You could potentially have multiple solutions adopted by TGr.

We haven’t defined any metrics for evaluating proposals for TGr.

We’ve talked about codifying the Acceptance Criteria for a proposal. We haven’t seen any proposals so far. It will be difficult to decide on the Acceptance Criteria beforehand.

It will be difficult to decide on how well our solution addresses market requirements. Perhaps we could look at how the solution addresses voice, video, and gaming applications.

TGr is implementation dependent, so somehow we have to measure that.

Deploying TGr in different environments will be have to be taken into account (e.g. hotspots, SOHO, and enterprise).

Complete versus partial proposals does not fit into TGr.
Ultimately there needs to be one proposal, even if it includes multiple solutions.
Are simulations useful in evaluating different proposals for TGr? Simulations are only valuable if they are done correctly.

TGn has a yes/no vote for each proposal. In that way, the windowing vote can be used to pair down the contending proposals.

There may be some interesting aspects of certain proposals that can be merged into others. The issue is how you decide on which combinations of proposals are viable.

It would be nice to settle on the down select procedure before we start hearing proposals.

We’ve done a lot of discussion but we haven’t made many motions.

The TGn voting mechanism seems reasonable for down selecting proposals.
We will have to delay the motion until either the afternoon session or Thursday.

MOTION: In Phase 1, every voting member present may vote yes/no for each proposal, and any proposal that does not receive at least 33% yes votes is eliminated. Phase 1 shall occur at the end of presentations in the November 2004 session. 

By: Jesse Walker

Second:
· This business will be discussed during the next available session.
· Recess until the 1:30pm session.

Tuesday September 14, 2004

1:30pm

· Call to order
· For the minutes of the combined TGr/TGs session, please see TGs meeting minutes which are included in document 11-04/831r6


MOTION: In Phase 1, every voting member present may vote yes/no for each proposal, and any proposal that does not receive at least 33% yes votes is eliminated. Phase 1 shall occur at the end of presentations in the November 2004 session. 
By: Jesse Walker

Second: Nancy Cam-Winget
Discussion:

· You may have different groups of people available at a given time on a particular proposal.

· The proposals are made available a month in advance.

· POINT OF INFORMATION: We will need to audit votes for the proposals so that they cannot be disputed.

· Don’t think proposals should be eliminated at this stage.

· It’s the responsibility of the chair to eliminate block voting, and this motion does not address that problem.

· We will naturally weed down to 2 or 3 proposals without this process.

· We need some sort of process to move things along. If this is not the correct process, please vote against it.

· It is important to record votes on proposals to gage support.

Result: 
Yes – 8; No – 8; Abstain – 6. Motion Fails.

We do need a process to proceed.

We could change the limit from 33% to 25% would we support it.

Instead of trying to tweak the motion, could the people who say they need a process present an alternative on Thursday?
Why don’t we use straw polls instead of voting?

Anyone who has a proposal for the first phase of the selection process can submit the process on Thursday for a vote.

Recess until the Thursday 4:00pm session.
Thursday September 16, 2004

4:00pm

· Call to order.
· Discussion on changes to the agenda.

· List of “Intent to Propose” submissions:
Bernard Aboba

Bob Beach

Bob Beach

Bob O'Hara

Donald Eastlake

Fujio Watanabe

Haixiang He

Juan Carlos Zuniga

Mike Moreton

Nancy Cam-Winget

Stefano Faccino

Steve Emeott

Xiaoning He

· IEEE 802.21 has an official response to 11-04/1052 which they will give at the next meeting.

Document 11-04/1052 does not accurately reflect the feelings IEEE 802.21

· The TGr activity in the joint TGr/TGs session is not an official TGr session. The minutes from the unofficial session are recorded clearly marked in the minutes.

· Continued discussion on the down-select process – Jesse Walker – document 11-04/1121

Jesse Walker withdraws his motion from the floor. No objections.

A proposal that misses Step 1 cannot be considered in Step 2.

Any proposals that have been voted out needs to combine with a proposal that has continued to the next step.

The motion is worded clearly to demonstrate that this is an elimination phase.

The reason why proposals are given re-consideration after step 3 to address the possibility that no proposals would be given the 75% vote after this step. 
The intent of the sunset rule was to address the case if all proposals fail to achieve the 75% vote.

There is a probability that we have a draft with two or more proposals. It will take a 75% vote to remove them. It will be difficult to put together a coherent draft at that time.

If TGr adopts one proposal, it will be unlikely to adopt a second one. If more than one proposal is adopted, TGr would work through compatibility mechanisms to allow for both proposals.

The editor would have to add potentially two incompatible proposals to the draft. One proposal would have to be selected first to provide the beginning of the draft text. The onus would be on the other proposals to suggest merges to the draft text.

The TG editor volunteers to combine the proposals in the draft text.

The changes must be editorial only. The editor will combine the drafts and submit a motion for the combined text.
POINT OF ORDER – this document does not have to sit on the server for four hours before we vote. We have spent the last time word-smithing the document.

The most likely result of step 2 is to have only one proposal going into step 3.
In other groups have always effectively had two proposals before one is selected.

There is a possibility that all proposals will be eliminated in step 2.

There would be nothing to stop TGr from modifying the process or deciding on any other remedy if all proposals are rejected.

This proposed process starts out in the right direction.

POINT OF INFORMATION: The chair prefers that this document is placed on the server before we vote on it.

If the group at the end of step 2 was happy with a single proposal before the end of the January meeting. Step 3 could be done in the January meeting.
If no proposal is chosen 75% after step 3, the vote to rescind the part is puts a very negative context on the work we are doing.

With our allotment at the November session, we will be given enough meeting time to give each proposal one hour.

There can be a motion to rescind the PAR at any time.

After step 3, any proposal under re-consideration must be presented as an edit to the TGr draft. 

MOTION: Adopt the process as defined in Document 11-04/1121r2 as the down-select process for proposals made to TGr.

By: Jesse Walker
Second: Bob O’Hara
Discussion:

· There are no distinctions between full and partial proposals.

Result: Yes – 17; No – 0; Abstain – 9. Motion passes.

· Discussion on presentation by Dan Harkins on document 11-04/1072r1:
When Bill Arbagh collected his results, he did not have any traffic load on the AP’s.
In Bill Arbagh’s work, his machine was a P4 machine. There are handheld devices that don’t have that processing power, and it would be useful to test it as well.

Pre-authentication would be a reasonable method for pre-loading the keys in the AP.

There are ways to solve the pre-authentication problems outside of the IEEE.

· The order of the presentations will be: 11-04/1127, 11-04/1089, 11-04/1117, and 11-04/1114.

· Discussion by Pat Calhoun on document 11-04/1127:
It’s unnecessary for the controller to derive PMK’s when the AAA server could accomplish the same thing. 

A RADIUS server does not currently perform this function.

The DPMK derivation could be done on a stand-alone AP.

The GTK should be in the re-association response.
The association can take place with either an Association or a Re-Association.

The MIC is keyed with the PTK during the Association response.

The PTK can be computed by both the AP and the STA.

The DPMK is a required component of this proposal.

The key hierarchy and the handshake are independent. However both are required to get the performance.
The context transfer has not been completely specified.
The DPMK limits the scope of compromise to a single AP.

· Recess until the 7:30pm session.

Thursday September 16, 2004

7:30pm
· Call to order

· Discussion by Paul Newton on document 11-04/1089r0:
The token has a new status field to address whether the ADDTS will be services once the STA associates.
The AP could negotiate the validity period in its response suggested by the STA.

This presentation is a pre-setup of TSPEC’s prior to roaming.

A new Ethernet type could be used to transmit packets through the DS to the new AP.

The timestamp attached to the TSPEC request could present a mechanism for a DoS attack by consuming resources on the AP.

The secondary timestamp seems to be redundant. The Activity Interval parameter in the ADDTS could be used as an alternative.
A number of products do not support pre-authentication for 802.11i. This would only work if the AP’s were installed on the same subnet.

· Discussion by Jesse Walker on document 11-04/1117r0:

This proposal is independent of how the PMK is delivered to the AP. There are a number of mechanisms that are being considered for PMK distribution. 

Different mechanisms for modification to the four-way handshake are being considered. They depend on the mechanism for the PMK distribution.

The aggregation of a number of requests in the re-association procedure will have to be explained and addressed in the full proposal.

The four-way handshake messages are triggered on the Authenticator state machine. It is possible but it is additional work.

· Discussion by Jon Edney on document 11-04/1114r0:

The SNONCE does not have to be in the 4-way handshake.
· Groups with similar proposals are welcome collaborate and merge their proposals.

· The Security Adhoc group for TGr will continue to complete their action from the last meeting.

· The meeting is adjourned.
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