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Abstract

The following document provides a more detailed overview of the problem of network discovery and selection (or more broadly network capability discovery), and discusses different alternative optimizations to the current network selection procedure that STAs go through when choosing which access point (and therefore, which network) with which to associate.

Introduction

The number of IEEE 802.11 networks is proliferating, and as the number of networks increases, so does the options for which network an STA should associate with.  Assuming a very simple business model, this problem may not seem too difficult, the user selects an AP with the appropriate capabilities, best signal strength, and possibly advertising an SSID that the user is familiar with.  However, as the business models become more complex, and access to these networks becomes more controlled (requiring suitable authentication credentials to be known in advance), the question as to which AP the STA should associate with becomes more difficult.  This is particularly true of the public WLAN hotspot scenario, where roaming agreements and the authentication model employed by the hotspot operator  all affect whether the user will gain access to the network or not, and additional information, such as pricing policy may influence the users decision as to which network to use.

Problem Statement

The problem that needs to be tackled is how to support more intelligent network selection based on more complex information that just signal strength and information provided by the AP in current beacon/probe response messages.  This more complex information is related to characteristics of the WLAN hotspot, the service provider network with which the user has a subscription, and the contractual relationship between the two.

In order to solve the overall problem of network capability discovery, there are a number of areas that need to be considered:

1) What information is provided by the network to the user

2) How is this information formatted, and how much is there

3) How is the information exchanged between the network and the user

4) How is the information managed in the network

These questions summarized in Figure 1, with some indication of their relevance to different parts of the network.
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Figure 1. Generic Model of the Network Capability Discovery Problem

AP Information represents information about a particular AP, such as its BSSID, and the authentication model supported.  This information is discovered via management frames exchanged with the AP.  Information about neighbor APs may also be discovered via the AP the STA is currently attached to (TGk neighbor reports).

The Network Information represents information about this particular hotspot network, such as roaming agreements, and pricing information.  One important issue is how this information is populated in the network, and possibly requires some dynamic discovery of established roaming agreements and pricing policy depending on with which network the user has a subscription.

When exchanging this information between STA and network, the protocol messages can either have explicit support for different pieces of information, or we can define a generic container into which different information can be placed that is handled opaquely by the network.  The latter option is most desirable from a future extensibility viewpoint, and was the model used when defining the authentication procedure of 802.11 (see Figure 2).
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Figure 2. Relationship between Information and Transport
Assuming that this is the approach selected, we can see that the solution to this problem occurs at many layers of the protocol stack.  So, referring back to the original four questions at the start of the problem statement, we can start to scope the investigation that should occur within WIEN.

Question 1: the information model (i.e. what information we want to provide) is something that should be based on operator requirements.  These requirements have been formulated within standardization bodies such as 3GPP, 3GPP2 and GSMA, and also within the WiFi Alliance.

Question 2: The format of this information should be generic across many different access technologies, i.e. should not be limited to use only in an IEEE802.11 hotspot.  As such, this issue could be tackled in groups such as the IETF, 802.21, or 802.1 (may depend on which technologies wish to make use of this, e.g. do cellular systems wish to reuse such a standard).

Question 3: There are a number of choices for mechanisms to support the exchange of information between the network and the STA.  These mechanisms may operate at different layers of the protocol stack and will occur at different times during the association/authentication procedures.  Some solutions impact the IEEE 802.11 standard, and these solutions should be considered within WIEN along with some assessment as to how they interact with higher layer mechanisms.

Question 4: Protocols to support the management of the network capability information in the network is out of scope of the WIEN activity, and any requirements should be discussed within the IETF.

What information is needed when?

Previous documents [1][2] have outlined the sorts of additional information that it is useful to make available to support network capability discovery and selection.  In addition, [3] provides some indication of the sizes of this information in terms of format and quantity.

 It is possible to subdivide the information that should be discovered by the STA into two categories:

1. That which is essential for STA establishing communications with the network.  This information includes all the standard IEEE 802.11 information that is currently made available by beacons and probe requests, with the addition of hints to the user as to whether an authentication attempt with this network will be successful (i.e. operator identity, roaming agreements, authentication mechanisms).

2. Nice to know information (hints), but does not prevent the STA from establishing communication with the network.  This could include cost, current AP loading, and possibly IP service information (see [4]).

The division of the information into these categories may help when trying to decide when the best time to make the information available is (pre or post association), and therefore, what mechanisms are possible

Given that it is useful to make all of this information available at some stage during attachment to the network, we are left with the question as to when this information is most useful.

In order to try and answer this question, Figure 3 illustrates a typical sequence of events when a STA enters an area with IEEE 802.11 coverage.  This example assumes that the STA is not currently associated with any other APs.
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Figure 3.  Sequence of events for an STA attaching to a hotspot

Starting at the base of the figure, the STA will scan for APs in the vicinity, either passively or actively, and will select an AP with which to associate based on a combination of operator identity (SSID), AP capabilities, signal strength etc.  The STA attempts to associate with the network and, based on the capabilities of the AP, decides which authentication mechanism to use.

In the case that the AP supports IEEE 802.11i extensions, the STA decides what credentials should be presented to the network, and uses these in an EAP exchange with their home service provider (assuming that suitable roaming agreements are in place).  If the authentication procedure fails, the STA may then loop back round to searching for an alternative AP with which to associate.  If authentication is successful, the network layer is configured (including acquisition of an IP address), and L3 communications can take place with the network.

In the case where the AP does not support 802.11i, access to the hotspot network is open, so the STA requests an IP address and begins communication with the network.  In hotspot environments, the user is expected to start a web browser, and authenticate via a portal page (browser hijack).  In this case, it is much easier to indicate what roaming agreements are in place (and also pricing policy associated with network use) for this network by indicating this on the portal page, and the user can select which credentials to use to authenticate.  In the case where the user does not have suitable credentials, they have the option to register with a service provider.  If authentication fails, the STA may loop back round to search for alternative networks.

Once network layer connectivity is in place, further network capabilities can take place, such as discovery of pricing information.  If this information does not conform to user preferences, the user may decide to go and find an alternative network (although this seems unlikely).

In order to prevent the sort of trial and error approach to finding a network with which the user can authenticate (or that has characteristics that conform to some user preferences e.g. price), it is possible to consider a number of different optimizations to support discovery of this additional AP and network information.

· Optimization 1: Support network capability discovery in class 3 data frames over the air interface, and build on the 802.1X model.  This provides a media independent way to access information, and can be implemented as either as extension to EAP (see [5]), or as further enhancements to the 802.1X model (see [6]).  The disadvantages of this approach when considering the goals of network capability discovery is that it occurs quite late on in the sequence of events, meaning that previous decisions have committed the STA to associating with a network where authentication might never have succeeded anyway.  In addition, this optimization may not integrate well with UAM style authentication.

· Optimization 2: Use class 1 data frames to discover information about the network from the AP.  This message is directed towards a particular AP, and can request the particular information that the STA is interested in (this has better scaling properties than putting all information into beacons that everyone receives).  The use of data frames as a transport mechanism means that this solution is generic to any link layer technology.

· Optimization 3: Enhance the current beacon and probe mechanism to discover network capability information.  For example, if the Probe Request is extended to allow the user to include NAI information, the AP can do a dynamic discovery of whether it is able to communicate with the users home network or not (i.e. are there suitable roaming agreements in place).  This would give the user almost immediate feedback on whether this was a good network to associate with.  By putting this in the probe request, it is possible to query a number of networks in parallel with minimal signaling across the air interface (just the usual Probe Request to a broadcast SSID).  However, there are obviously constraints as to the amount of information that could be exchanged with the STA in this way due to the scaling properties of these mechanisms.

None of these solutions are exclusive, it may well be that some information is most useful early on, and exchanged as an “optimization 3” message, whilst other information can be discovered later.  However, it does appear to be the case that there is a subset of information that the STA would like to know pre-association (optimization 2 or 3), the current assumption is that it includes:

· Hotspot operator identity

· Authentication method supported by the AP (UAM vs. 802.11i)

· Roaming agreements

· Cost of using this network

It is also useful to note that other means for discovering this information are possible based whether the STA is already associated with an AP, and is looking to roam.  For example, the information about neighbor AP capabilities and network information can be discovered using the TGk neighbor report (although this is limited to use within an “administrative domain”, and information such as roaming agreements would not need to be discovered as part of inter-BSS handover).

Impacts on 802.11 and next steps

The main conclusion of this document is that WIEN should investigate providing a generic transport for transferring a subset of network capability information to a STA.  To progress this work further, we need:

1) Further analysis of the performance gains of discovering this information at different stages of the attach procedure – pre-association versus post-association (i.e. performance requirements).  There is a trade-off between better quality decisions early on but with stricter constraints on how much information you can exchange, against later discovery of more information with fewer scalability concerns.

2) Requirements on the security/privacy/validation for the transport of this information across the air interface needs to be formulated, and the impacts on backhaul links need to be assessed.
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