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Abstract

This submission provides draft text for a mechanism to protect Measurement Request and Measurement Report frames, using a data frame encapsulation mechanism derived from that previously suggested by Microsoft.
.
Note that the presentation describing this submission is embedded in this document on page 2.
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Add the following new clause after clause 7.1.3 :
7.1.4 MAC Frame Encapsulation
This clause defines a mechanism by which an IEEE802.11 MAC frame may be encapsulated within the payload of an 802.11 frame of type Data.   Such encapsulation is used where frames of type other than Data need the protection or non-local delivery services available for frames of type Data.

Use of this mechanism is indicated by a unique SNAP protocol identifier (to be allocated during Sponsor Ballot), and hence frames using this mechanism are treated identically to all other frames of type Data, including use of protection as defined in clause 8 where configured.  For this reason, the encapsulation described in this clause can only be used where communication is between the SMEs of the involved STAs.  Furthermore, in an RSNA this protocol shall be a controlled port protocol, and hence shall be discarded when the controlled port is not authorised.
A STA shall discard any frame addressed to it that uses this encapsulation mechanism, except where use of this mechanism is described elsewhere in this standard.  Equally, unless specified elsewhere, a STA associated with an AP shall discard any frames using this encapsulation mechanism that do not originate from that AP.  

The encapsulation mechanism retains the Frame Control and Frame Body fields of the frame to be encapsulated, and carries them within the Frame Body of a frame of type Data.  Figure X shows the Frame Body of a frame of type Data used to encapsulate a frame in this manner.

	
	WEP/CCMP/TKIP Header (optional)
	802.2 LLC
	802.2 SNAP (Protocol Identifier XX:XX – to be allocated during sponsor ballot)
	Frame Control Field of Encapsulated Frame
	Frame Body of Encapsulated Frame
	WEP/CCMP/TKIP Trailer (optional)

	Octets:
	n
	4
	5
	2
	m
	p


Figure X: MAC Frame Encapsulation
All sub-fields of the encapsulated Frame Control field except for Type and Sub-Type shall be set to zero on transmission, and ignored on reception.

Add the following at the end of clause 7.4.2.1 Measurement Request frame format
Measurement Request frames may only be sent using the encapsulation defined in clause 7.1.4.  A STA shall discard any Measurements Request frames not encapsulated as described in clause 7.1.4.

Add the following at the end of clause 7.4.2.2 Measurement Report frame format
Measurement Report frames may only be sent using the encapsulation defined in clause 7.1.4.  A STA shall discard any Measurements report frames not encapsulated as described in clause 7.1.4.

Add the following at the end of clause 7.4.2.3 Site Report Request frame format
Site Report Request frames may only be sent using the encapsulation defined in clause 7.1.4.  A STA shall discard any Site Report Request frames not encapsulated as described in clause 7.1.4.

Add the following at the end of clause 7.4.2.4 Site Report Response frame format
Site Report Response frames may only be sent using the encapsulation defined in clause 7.1.4.  A STA shall discard any Site Report Response frames not encapsulated as described in clause 7.1.4.
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Requirements

		Need a mechanism for securing certain Action Frames

		Only need authentication

		Best to re-use existing functionality

		Try not to invent a new security algorithm just for this.
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Not a problem if existing mechanism being reused also provides encryption
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Basic Idea

		Take the frame body to be protected, and carry it inside a data frame (thanks Microsoft!)

		Automatically inherits data frame protection

		Also transport the Type and Sub-Type (Management/Action)

		Use a new SNAP Protocol Identifier (Ethertype) to identify this mechanism is being used.
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Don’t want to use an ethertype just for encapsulating action frames.  Retaining the type/sub-type field allows future extension.
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Encapsulated Action Frame





MAC Header (Type “Data”, Sub-Type “ANY”)

Protection Header (WEP, TKIP, CCMP)

LLC / SNAP (Ethertype XXX to be allocated)

Action Frame Body

Frame Control Field (Management / Action)

Protection Trailer (WEP, TKIP, CCMP)

FCS
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More Detail

		Mechanism for SME to talk to SME

		A “controlled port” protocol

		Will be discarded until keys are in place in an RSNA.

		Uses exactly the same protection as Data frames

		Even WEP or none.
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Configuration

		Each type of Action Frame will only use this format if so specified.

		Action Frames specified to be encapsulated will never be sent un-encapsulated

		So no configuration (=more secure!)
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There is no need to consider sending the frames un-encapsulated, as protection is determined by the data frame protection policy, not by a separate action frame protection policy.
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Advantages

		Guaranteed to work on all existing hardware

		To the MAC it’s just another data frame

		Which means no need to configure it on or off

		Makes the draft text much, much simpler (1 page)

		A service on top of data, so no need to define new protection mechanisms, replay counters etc.

		The frame type field is protected in TKIP

		Can be extended

		See Later 
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Disadvantages(?)

		This is an SME-SME protocol, not MAC-MAC.

		Some people like that, some people don’t
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Some Security Questions

		What’s to stop someone across the DS generating an Action Frame and sending it to one of the STAs?

		Only specified action frames can use this format

		The receiving STA discards frames not originating at the AP

		What’s to stop someone across the DS generating an Action Frame and sending it to the AP?

		Same answer…

		How do you stop these frames getting through before the keys are installed?

		It’s an 11i Controlled Port protocol, so they’ll get automatically dropped.
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An Extension - Probing

		Transporting the Type/Sub-Type field means other frames can be encapsulated.

		If you know the address of an AP (e.g. from 11k), why not use this facility to probe it?
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