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Abstract

This document contains instructions to the editor to add normative text to incorporate enhancements to the Neighbor  Report information element and related text. 
Add the following new definition to clause 3.
3. Definitions

Neighbor AP: A neighbor AP is defined as an infrastructure BSS where the BSA overlaps, or is adjacent to the BSA established by the AP sending the neighbor BSS report.
Replace the Site Report element clause with the following renamed Neighbor Report element clause in the latest TGk draft. Section numbering is harmonized with 802.11h. 
7.3.2.26 Neighbor Report element

The Neighbor Report element contains 
information on a collection of APs that are candidates to which  STAs can roam. 
 The information in the Neighbor Report should be considered as advisory, since it is possible for the information to be stale
.  The purpose of the Neighbor Report is to enable the STA to optimize aspects of neighbor BSS transition  prior to scanning The information obtained  through a scan or other sources shall be considered definitive, overriding information in the Neighbor Report..  For example, where information contained within a Neighbor Report is contradicted by information in the Beacon/Probe Response,  the Beacon/Probe Response information shall be considered definitive; similarly, where information is available within a 4-way handshake, it will be considered definitive.

A Neighbor Report element shall only contain entries  of neighboring APs that are  legitimate members of the ESS(es) satisfying the query.  

[Informative]: Determination of the neighbor APs can be accomplished be several means, including: 

a. Configuring an  AP with a list of BSSIDs that are neighbors. 

b. Utilizing the Beacon Report in order to determine which APs can be heard by STAs in the service area.  
To guard against pollution of the neighbor report by an erroneous (but not malevolent) STA, an AP may choose to only believe information corroborated by Beacon Reports from multiple STAs.  In addition, an AP should validate that BSSIDs returned in a Beacon Report represent legitimate members of an ESS before including them in a neighbor report.  

Determination of which neighboring APs are legitimate members of an ESS can be accomplished by several means, including: 

a. 
Configuring APs with a list of BSSIDs that are members of an ESS in order to allow screening out neighbor APs that are not legitimate members of an ESS. 

b. Utilizing a secure IAPP protocol such as IEEE 802.11F, in order to determine whether a Re-association Request has been sent to a legitimate member of the ESS.  

The format of the Neighbor Report element is shown in Figure 0-13.

	
	
	
	
	
	
	
	
	

	
	Element ID
	Length
	
	
	
	
	
	

	Octets:
	1
	1
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	BSSID
	BSSID Information
	Channel Number
	Channel Band 
	PHY Type
	Neighbor TBTT Offset 
	Beacon Interval
	The element contains zero or more septuples

	Octets:
	6
	2
	1
	1
	1
	2
	2
	


Figure 0.13 – Neighbor Report element format
The Element ID field shall be equal to the Neighbor Report value in Table 20.

The Length field is variable and shall be set to the number of septuples that follow multiplied by the size of the septuples (i.e., 15). Each septuple describes an AP and consists of BSSID, BSSID Match Status, Current Channel, Channel Band,  PHY type. Neighbor TBTT Offset, and Beacon Interval. The minimum value of the Length field is 0 (i.e., with no neighbor APs in the Neighbor Report element).

The BSSID is the address of the STA contained in the AP.  The subsequent fields: BSSID Match Status, Current Channel, Channel Band,  PHY Type, Neighbor TBTT Offset, and Beacon Interval are presumed to be for the corresponding BSSID.

The BSSID Information field shall be two octets in length and shall contain the subfields as shown in Figure 0-14.

	
	B0
B1
	B2
	B3     B4
	B5
B9
	B10
B15

	
	Reachability
	RSN
	Reserved
	Capabilities
	Reserved

	Bits:
	2
	1
	2
	5
	6


Figure ‑ 0.14 – BSSID Information field format

· The Reachability bits indicate whether the AP represented by this BSSID is reachable by the STA for the purposes of pre-authentication.  The values are as follows: 

00 -  Reserved
01 - Not Reachable
10 - Unknown
11 - Reachable 

The value "Reachable" implies that the AP represented by this BSSID is a member of the same VLAN as the STA.  For example, in the case where APs are only members of the default VLAN, an AP will be "Reachable" if the STA is also assigned to the default VLAN, but will otherwise be "Not Reachable".  Where the AP may be a member of multiple VLANs, but the VLAN membership of either the AP or the STA is not known, the value Unknown should be returned.

· The RSN bit, if set, indicates that the AP represented by this BSSID matches the current AP’s RSN IE capabilities..  If the bit is not set, it indicates that either the capabilities do not match or the information is not available to the AP at this time. 

· Bits 3 and 4 are reserved due to use by existing implementations (e.g. WPA and WMX). 

· The Capabilities Subfield contains selected capability information for the AP represented by this BSSID. The bit fields within this subfield shall have the same meaning and be set equal to the equivalent bits within the Capability Information field being sent by the AP being reported. The format of the Capabilities subfield is as follows:

	
	B5
	B6
	B7
	B8
	B9

	
	Spectrum Management
	QoS
	APSD
	Radio Measurement
	Block Ack

	Bits:
	1
	1
	1
	1
	1


Figure ‑4 – Capabilities Subfield
· Bits 10 – 15 are reserved and shall be set to 0 on transmission and ignored on reception

Channel Number indicates the current operating channel of the AP represented by this BSSID.



Channel Band shall contain an enumerated value from Table k1 specifying the frequency band in which the Current Channel is valid.

PHY Type is a field that represents the PHY type of the AP represented by this BSSID. If the BSSID has more than one PHY type there will be a duplicate BSSID entry in the Neighbor Report. The PHY type will be encoded as defined by dot11PHYType.

The Neighbor TBTT Offset field may be used to indicate relative timing information for a neighbor AP. The Neighbor TBTT Offset field is composed of three fields as shown in Figure 1: a 1 bit Accuracy Granularity field, a 5 bit TSF TU Accuracy field, and a 10 bit TSF TU Offset field. 

	
	B0
B9
	B10
B14
	B15

	
	TSF TU Offset
	TSF TU Accuracy
	Accuracy Granularity

	Bits:
	10
	5
	1


Figure 1 - Neighbor TBTT field format

· The 1 bit Granularity field pertains to the 5 bit TSF TU Accuracy field.  If the bit is set to zero, it indicates fine granularity.   If the bit is set to one, it indicates coarse granularity.

· The 5 bit TSF TU Accuracy field contains the TSF TU Accuracy of the TSF TU Offset field. If the Accuracy Granularity field indicates fine granularity, the TSF TU Accuracy field represents the number of bins in ¼ TU (256us) steps that indicate the accuracy of the TSF TU Offset field. If the Accuracy Granularity field indicates coarse granularity, the TSF TU Accuracy field represents the number of bins in 2 TU (2.048ms) steps that indicate the accuracy of the TSF TU Offset field starting at 8ms.  Below 8ms, the TSF TU Accuracy field can be represented using fine granularity.  A value of all zeros for the 6 bits composed of the Accuracy Granularity and TSF TU Accuracy fields shall mean that TSF offset information is not supported, not available, or that the accuracy is either not known or out of range. 

For example, if the Accuracy Granularity field indicates fine granularity and the TSF TU Accuracy field contains 00001, it means that the error of the TSF TU Offset field is less than ¼ TU. If the value is 11111, it means that the error of the TSF TU Offset field is less than 8 TUs. If Accuracy Granularity field indicates coarse granularity, and the TSF TU Accuracy field is 00001, it means the error of the TSF TU Offset field is less than 10 TUs. If the TSF TU Accuracy Field is 11111, it means that the error of the TSF TU Offset field is less than 68 TUs. 
· The 10 bit TSF TU Offset field contains the TSF TU Offset expressed in TUs. The TSF TU Offset field is calculated using the serving AP’s TSF as the reference and represents the TUs until a neighbor AP’s TBTT. 
The Neighbor TBTT Offset field results in a maximum TSF TU Offset of approximately 1.048 seconds and a minimum accuracy of 256us. The mechanisms employed by the equipment vendor of the sender of the Neighbor Report to acquire and maintain the Neighbor TBTT Offset field is outside the scope of this specification.  It is required in any algorithm adopted that the TSF TU Offset field must be accurate to within the TSF TU Accuracy field. 

The Beacon Interval field is the beacon interval of the Neighbor AP being reported.  This field is defined in clause 7.3.1.3 and illustrated in Figure 26.

Informative Note:

The following is an example of how a serving AP calculates the Neighbor TBTT Offset field of a Neighbor AP.  

At the time of the calculation, lets assume the serving AP has a TSF is equal to 0x0000 0000 AF55 0F10 and the neighbor AP has a TSF of 0x0000 0000 0011 F055 with a beacon interval of 0x64.   

To get the TSF TU Offset the serving AP should get difference between the two TSFs. It should subtract the neighbor AP’s TSF from its TSF:

0xAF550F10 – 0x0011F055 = 0xAF431EBB

To calculate the TSF to TU Transformation, the serving AP should divide by the number of microseconds in a TU:

0xAF431EBB / 0x400 = 0x2BD0C7  

The 10 bit TSF TU offset field is formed by the bitwise and of 0x2BD0C and 0x3FF = 0xC7

To determine how the TSF TU Accuracy field should be set, the serving AP should calculate the modulo of the TSF to TU Transformation:

0xAF431EBB mod 400 = 0x2BB

To determine which bin represents the accuracy of the TSF TU Offset field, divide by the bin granularity, rounding up:

0x2BB/ 100 = 3

The Accuracy Granularity field would be set to 0 for fine granularity in this example. Therefore the Neighbor TBTT Offset field is set to 0x0CC7. 

The following is an example of how a STA would use the Neighbor TBTT Offset field to calculate when the Neighbor TBTT will occur.

Using the same values as above, the STA will receive in a Neighbor Report Response frame which includes a Neighbor TBTT Offset field of0x0CC7.

To calculate the TU to TSF transformation, the STA should multiply the TSF TU Offset field by the number of microseconds in a TU.  

0xC7 * 0x400 = 0x31C00  

Add this value to STA TSF counter to get the current Neighbor TSF offset:

0xAF550F10 + 0x31C00 = 0x00000000AF582B10.

To determine when the next TBTT will occur, the STA should calculate the neighbor beacon interval in microseconds:

0x64 * 0x400 = 0x19000

Then, the STA should calculate the current Neighbor TSF offset modulo the neighbor beacon interval. This value represents the amount of time that has elapsed since the last neighbor TBTT:  

0xAF582B10 mod 0x19000 = 0xBF10 

The STA should then calculate when the next neighbor TBTT will occur by subtracting the value just calculated from the beacon interval of the neighbor. 

0x19000 – 0xBF10 = 0xD0F0 

So, the neighbor TBTT will occur in 0xD0F0 microseconds with an accuracy of 702us. Every subsequent TBTT will occur every 0x19000us thereafter.

Annex D – ASN.1 encoding of the MAC and PHY MIB
Replace the current dot11RRMSiteReport with the following text:

-- ********************************************************************

-- * dot11RRMNeighborReport
TABLE

-- ********************************************************************

dot11RRMNeighborReportNextIndex OBJECT-TYPE


SYNTAX Integer(0..255)


MAX-ACCESS
read-only


STATUS current


DESCRIPTION

"Identifies the next available index for managing the Neighbor Report table.  If this attribute is 0, it indicates that the Neighbor Report feature is not configurable via SNMP, or the table is full and new rows cannot be accepted."


::= { dot11RRMConfig 3 }

dot11RRMNeighborReportTable OBJECT-TYPE

        SYNTAX SEQUENCE OF dot11RRMNeighborReportEntry

        MAX-ACCESS not-accessible

        STATUS current

        DESCRIPTION

"Group contains pertinent information on a collection of BSSID’s that are candidates to which STA’s can roam. The rows are created using createAndWait method and fill in the attributes. When the rowStatus is set to active, the row can be included in Neighbor Report IEs. If there is an error, the rowStatus shall be set to notReady by SME. Since this table contains all Neighbor Report IE entries for all interfaces enabled with the Neighbor Report feature, it is possible to have too many entries for one interface, while still remaining under the MaxTableSize. In that situation, SME shall only include Neighbor Report entries with lower dot11RRMNeighborReportIFIndex up to the maximum possible number of entries for a particular interface identified by ifIndex. SME shall set the rowStatus to notInService for those rows that cannot be included in the Neighbor Report element for that interface."

    ::= { dot11RRMConfig 4 }

dot11RRMNeighborReportEntry OBJECT-TYPE

        SYNTAX dot11RRMiteReportEntry

        MAX-ACCESS not-accessible

        STATUS current

        DESCRIPTION

            "An entry in the dot11RRMNeighborReportTable"

        INDEX { dot11RRMNeighborReportIndex }

    ::= { dot11RRMNeighborReportTable 1 }

Dot11RRMNeighborReportEntry ::= 

        SEQUENCE {


Dot11RRMNeighborReportIndex


dot11RRMNeighborReportIfIndex


ifIndex,

dot11RRMNeighborReportBSSID


MacAddress,

dot11RRMNeighborReportCapSpectrumMgmt

TruthValue,

dot11RRMNeighborReportCapQoS


TruthValue,

dot11RRMNeighborReportCapAPSD


TruthValue,

dot11RRMNeighborReportCapRRM


TruthValue,

dot11RRMNeighborReportCapBlockAck

TruthValue,

dot11RRMNeighborReportChannelNumber

INTEGER,

dot11RRMNeighborReportChannelBand

INTEGER,

dot11RRMNeighborReportPhyType


INTEGER,

dot11RRMNeighborReportNeighborTBTTOffset
Unsigned32,

dot11RRMNeighborReportBeaconInterval

Unsigned32,
dot11RRMNeighborReportRowStatus

RowStatus

}

dot11RRMNeighborReportIndex OBJECT-TYPE

        SYNTAX Unsigned32

        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

"Index for Neighbor Report configuration table in dot11RRMNeighborReportTable, greater than 0."

    ::= { dot11RRMNeighborReportEntry 1 }

dot11RRMNeighborReportIfIndex OBJECT-TYPE

        SYNTAX ifIndex

        MAX-ACCESS read-create

        STATUS current

        DESCRIPTION

"The ifIndex for this row of Neighbor Report entry belongs to."

    ::= { dot11RRMNeighborReportEntry 2 }

dot11RRMNeighborReportBSSID OBJECT-TYPE

        SYNTAX MacAddress

        MAX-ACCESS read-create

        STATUS current

        DESCRIPTION

"The BSSID to which this row of Neighbor Report applies."

    ::= { dot11RRMNeighborReportEntry 3 }

Dot11RRMNeighborReportCapSpectrumMgmt OBJECT-TYPE

        SYNTAX TruthValue

        MAX-ACCESS read-write

        STATUS current

        DESCRIPTION

“Indicates the spectrum management capability of the AP represented by dot11NeighborReportBSSID”

    ::= {dot11RRMNeighborReportEntry 4}

Dot11RRMNeighborReportCapQoS OBJECT-TYPE

        SYNTAX TruthValue

        MAX-ACCESS read-write

        STATUS current

        DESCRIPTION

“Indicates the QoS capability of the AP represented by dot11NeighborReportBSSID”

    ::= {dot11RRMNeighborReportEntry 5}

Dot11RRMNeighborReportCapAPSD OBJECT-TYPE

        SYNTAX TruthValue

        MAX-ACCESS read-write

        STATUS current

        DESCRIPTION

“Indicates the APSD capability of the AP represented by dot11NeighborReportBSSID”

    ::= {dot11RRMNeighborReportEntry 6}

Dot11RRMNeighborReportCapRRM OBJECT-TYPE

        SYNTAX TruthValue

        MAX-ACCESS read-write

        STATUS current

        DESCRIPTION

“Indicates the RRM capability of the AP represented by dot11NeighborReportBSSID”

    ::= {dot11RRMNeighborReportEntry 7}

Dot11RRMNeighborReportCapBlockAck OBJECT-TYPE

        SYNTAX TruthValue

        MAX-ACCESS read-write

        STATUS current

        DESCRIPTION

“Indicates the BlockAck capability of the AP represented by dot11NeighborReportBSSID”

    ::= {dot11RRMNeighborReportEntry 8}

dot11RRMNeighborReportChannelNumber OBJECT-TYPE

        SYNTAX Integer (1..255)

        MAX-ACCESS read-create

        STATUS current

        DESCRIPTION

"This is the current operating channel of the STA returning the report"

    ::= { dot11RRMNeighborReportEntry 9 }

dot11RRMNeighborReportChannelBand OBJECT-TYPE

        SYNTAX INTEGER(0..255)

        MAX-ACCESS read-create

        STATUS current

        DESCRIPTION

"This corresponds to the frequency band for the channel list being reported as defined in Table [editor TBD]."

    ::= { dot11RRMNeighborReportEntry 10 }
dot11RRMNeighborReportPhyType OBJECT-TYPE

        SYNTAX INTEGER

        MAX-ACCESS read-create

        STATUS current

        DESCRIPTION

"The PHY type of the reporting STA."


::= { dot11RRMNeighborReportEntry 11 }

dot11RRMNeighborReportNeighborTBTTOffset OBJECT-TYPE

        SYNTAX Unsigned32

        MAX-ACCESS read-create

        STATUS current

        DESCRIPTION

"The Neighbor TBTT Offset field is as defined in clause 7.3.2.26."

    ::= { dot11NeighborReportEntry 12 }

dot11RRMNeighborReportBeaconInterval OBJECT-TYPE

        SYNTAX Unsigned32

        MAX-ACCESS read-create

        STATUS current

        DESCRIPTION

"The Beacon Interval field is as defined in clause 7.3.2.26."

    ::= { dot11NeighborReportEntry 13 }
dot11RRMNeighborReportRowStatus OBJECT-TYPE

        SYNTAX RowStatus

        MAX-ACCESS read-create

        STATUS current

        DESCRIPTION

"Contains the row status of the Neighbor Report, essentially used for indicating whether the row has all valid attributes filled in. Then set to active to be used in Neighbor Report information elements. If any parameter is invalid, the SME shall set this attribute back to notReady. It is the responsibility of the manager to correct the parameters."

    ::= { dot11RRMNeighborReportEntry 14 }

-- ********************************************************************

-- * End of dot11RRMNeighborReport 
TABLE

-- ********************************************************************


























































































































































�Not needed. Are we saying we know what is pertinent?


�Dangling preposition


�Doesn't add to meaning.


�Text repeated earlier and not required.


�Is still part of the information text? If it is please indent it to deliminate it.


�This should probably be changed to Channel Number to be more consistent with TGk draft and sentence revised
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