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Abstract

This submission provides new text for Clause 10 that extends the authenticate, associate and reassociate clauses to include the needed .response primitives.  The corresponding .indication primitives have also been revised to reflect the true purpose of the .indication primitives.

This submission provides new text for Clause 10 that extends the authenticate, associate and reassociate clauses to include the needed .response primitives.  The corresponding .indication primitives have also been fixed to reflect the true purpose of the .indication primitives.

Figure 1 shows the time sequence diagrams for a generic exchange between two parties, per X.210.  Two scenarios are shown: a two primitive sequence and a four primitive sequence.  The four primitive scenario applies to the authenticate, associate and reassociate procedures.
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Figure 5 — Time sequence diagrams for the simple two-party case





Figure 1  Time sequence diagrams for a generic exchange between two parties
Using MLME.ASSOCIATE as an example, the correct sequence for the X.210 four-primitive exchange is:

1.
Local SME submits an Associate.request to the local MLME.  Local MLME communicates to the peer entity MLME (sends an Association Request frame).

2.
Peer entity MLME delivers an Associate.indication to the peer entity SME.

3.
Peer entity SME submits an Associate.response to the peer entity MLME.  Peer entity MLME communicates to local MLME (sends an Association Response frame).

4.
Local MLME delivers a Associate.confirm to the local SME.

A message sequence diagram for the associate use case scenario is shown below in Figure 2.
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Figure 2  UML message sequence diagram for the associate use case scenario

The revised text follows.  MS Word revision marks have been used to highlight the altered text.

References:

1. ITU-T Recommendation X.210, 1993 Edition (dated 11/93), "INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION - BASIC REFERENCE MODEL: CONVENTIONS FOR THE DEFINITION OF OSI SERVICES"; identical to ISO/IEC International Standard 10731.
Editor: Make the following corrections and additions to the corresponding areas in clause 10:

1.1.1 Authenticate

This mechanism supports the process of establishing an authentication relationship with a peer MAC entity.

1.1.1.1 MLME-AUTHENTICATE.request

1.1.1.1.1 Function

This primitive requests authentication with a specified peer MAC entity.

1.1.1.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.request
(

PeerSTAAddress,

AuthenticationType,

AuthenticateFailureTimeout

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which to perform the authentication process.

	AuthenticationType
	Enumeration
	OPEN_SYSTEM,

SHARED_KEY
	Specifies the type of authentication algorithm to use during the authentication process.

	AuthenticationFailureTimeout
	Integer
	>= 1
	Specifies a time limit (in TU) after which the authentication procedure will be terminated.


1.1.1.1.3 When Generated

This primitive is generated by the SME for a STA to establish authentication with a specified peer MAC entity in order to permit Class 2 frames to be exchanged between the two STAs.  During the authentication procedure, the SME may generate additional MLME-AUTHENTICATE.request primitives.

1.1.1.1.4 Effect of Receipt

This primitive initiates an authentication procedure.  The MLME subsequently issues a MLME-AUTHENTICATE.confirm that reflects the results.

1.1.1.2 MLME-AUTHENTICATE.confirm

1.1.1.2.1 Function

This primitive reports the results of an authentication attempt with a specified peer MAC entity.

1.1.1.2.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.confirm
(

PeerSTAAddress,

AuthenticationType,

ResultCode

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which the authentication process was attempted. This value must match the PeerSTAAddress parameter specified in the corresponding MLME-AUTHENTICATE.request.

	AuthenticationType
	Enumeration
	OPEN_SYSTEM,

SHARED_KEY
	Specifies the type of authentication algorithm that was used during the authentication process. This value must match the authenticationType parameter specified in the corresponding MLME-AUTHENTICATE.request.

	ResultCode
	Enumeration
	SUCCESS,

INVALID_PARAMETERS,

TIMEOUT,

TOO_MANY_SIMULTANEOUS_REQUESTS,

REFUSED
	Indicates the result of the MLME-AUTHENTICATE.request.


1.1.1.2.3 When Generated

This primitive is generated by the MLME as a result of an MLME-AUTHENTICATE.request to authenticate with a specified peer MAC entity.

1.1.1.2.4 Effect of Receipt

The SME is notified of the results of the authentication procedure.

1.1.1.3 MLME-AUTHENTICATE.indication

1.1.1.3.1 Function

This primitive indicates receipt of a request from a specific peer MAC entity to establish an authentication relationship with the STA processing this primitive.
1.1.1.3.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication
(

PeerSTAAddress,

AuthenticationType

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which the authentication relationship was established.

	AuthenticationType
	Enumeration
	OPEN_SYSTEM,

SHARED_KEY
	Specifies the type of authentication algorithm that was used during the authentication process.


1.1.1.3.3 When Generated

This primitive is generated by the MLME as a result of the receipt of an authentication request from a specific peer MAC entity.
1.1.1.3.4 Effect of Receipt

The SME is notified of the receipt of the authentication request.

1.1.1.4 MLME-AUTHENTICATE.response

1.1.1.4.1 Function

This primitive is used to send a response to a specific peer MAC entity that requested authentication with the STA that issued this primitive.

1.1.1.4.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.response
(

PeerSTAAddress,

ResultCode

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which the authentication request was received.

	ResultCode
	Enumeration
	SUCCESS, REFUSED
	Indicates the result response to the authentication request from the peer MAC entity.


1.1.1.4.3 When Generated

This primitive is generated by the SME of a STA as a response to an MLME-AUTHENTICATE.indication primitive.

1.1.1.4.4 Effect of Receipt

This primitive initiates transmission of a response to the specific peer MAC entity that requested authentication.

1.1.2 Associate

The following primitives describe how a STA becomes associated with an access point (AP).

1.1.2.1 MLME-ASSOCIATE.request

1.1.2.1.1 Function

This primitive requests association with a specified peer MAC entity that is acting as an AP.

1.1.2.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.request
(

PeerSTAAddress,

AssociateFailureTimeout,

CapabilityInformation,

ListenInterval,
SSID,
SupportedRates
)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which to perform the association process.

	AssociateFailureTimeout
	Integer
	>= 1
	Specifies a time limit (in TU) after which the associate procedure will be terminated.

	CapabilityInformation
	As defined in Frame Format
	As defined in Frame Format
	Specifies the requested operational capabilities to the AP.

	ListenInterval
	Integer
	>= 0
	Specifies the number of beacon intervals that may pass before the STA awakens and listens for the next beacon.

	SSID
	Octet string
	0–32 octets
	Specifies the SSID requested by the STA that issued this primitive.

	SupportedRates
	Set of integers
	2-127 inclusive (for each integer in the set)
	The set of data rates (in units of 500 kb/s) that are supported by the STA that issued this primitive.


1.1.2.1.3 When Generated

This primitive is generated by the SME when a STA wishes to establish association with an Access Point.

1.1.2.1.4 Effect of Receipt

This primitive initiates an association procedure.  The MLME subsequently issues an MLME-ASSOCIATE.confirm that reflects the results.

1.1.2.2 MLME-ASSOCIATE.confirm

1.1.2.2.1 Function

This primitive reports the results of an association attempt with a specified peer MAC entity that is acting as an AP.

1.1.2.2.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.confirm
(

ResultCode,
CapabilityInformation,

AssociationID,

SupportedRates

)

	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS,

INVALID_PARAMETERS,

TIMEOUT,

REFUSED_REASON_UNSPECIFIED, REFUSED_NOT_AUTHENTICATED, REFUSED_CAPABILITIES_MISMATCH, REFUSED_EXTERNAL_REASON, REFUSED_AP_OUT_OF_MEMORY, REFUSED_BASIC_RATES_MISMATCH
	Indicates the result of the MLME-ASSOCIATE.request.

	CapabilityInformation
	As defined in Frame Format
	As defined in Frame Format
	Specifies the operational capabilities advertised by the AP.

	AssociationID
	Integer
	1-2007 inclusive
	If the association request result was SUCCESS, then AssociationID specifies the association ID value assigned by the AP.

	SupportedRates
	Set of integers
	2-127 inclusive (for each integer in the set), bit 7 is set to 1 to indicate that a rate is a member of the BBSBasicRateSet.
	The set of data rates (in units of 500 kb/s) that are supported by AP, including indication of which rates are part of the BSSBasicRateSet (per 7.3.2.2 “Supported Rates element”).


1.1.2.2.3 When Generated

This primitive is generated by the MLME as a result of an MLME-ASSOCIATE.request to associate with a specified peer MAC entity that is acting as an AP.

1.1.2.2.4 Effect of Receipt

The SME is notified of the results of the association procedure.

1.1.2.3 MLME-ASSOCIATE.indication

1.1.2.3.1 Function

This primitive indicates that a specific peer MAC entity is requesting association with the local MAC entity, which is acting as an AP.
1.1.2.3.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.indication
(

PeerSTAAddress,
CapabilityInformation,

ListenInterval,

SSID,
SupportedRates
)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which the association request was received.

	CapabilityInformation
	As defined in Frame Format
	As defined in Frame Format
	Specifies the operational capability definitions provided by the peer MAC entity as part of the association request.

	ListenInterval
	Integer
	>= 0
	Specifies the listen interval value provided by the peer MAC as part of the association request.

	SSID
	Octet string
	0–32 octets
	Specifies the desired SSID provided by the peer MAC as part of the association request.

	SupportedRates
	Set of integers
	2-127 inclusive (for each integer in the set)
	The set of data rates (in units of 500 kb/s) that are supported by the STA that is requesting association.


1.1.2.3.3 When Generated

This primitive is generated by the MLME as a result of the receipt of an association request from a specific peer MAC entity.
1.1.2.3.4 Effect of Receipt

The SME is notified of the receipt of the association request.

1.1.2.4 MLME-ASSOCIATE.response

1.1.2.4.1 Function

This primitive is used to send a response to a specific peer MAC entity that requested an association with the STA that issued this primitive, which is acting as an AP.

1.1.2.4.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-ASSOCIATE.response
(

PeerSTAAddress,

ResultCode,

CapabilityInformation,

AssociationID,

SupportedRates
)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which the association request was received.

	ResultCode
	Enumeration
	SUCCESS, REFUSED_REASON_UNSPECIFIED, REFUSED_NOT_AUTHENTICATED, REFUSED_CAPABILITIES_MISMATCH, REFUSED_EXTERNAL_REASON, REFUSED_AP_OUT_OF_MEMORY, REFUSED_BASIC_RATES_MISMATCH
	Indicates the result response to the association request from the peer MAC entity.

	CapabilityInformation
	As defined in Frame Format
	As defined in Frame Format
	Specifies the operational capabilities advertised by the AP.

	AssociationID
	Integer
	1-2007 inclusive
	If the association request result was SUCCESS, then AssociationID specifies the association ID value assigned to the peer MAC entity by the AP.

	SupportedRates
	Set of integers
	2-127 inclusive (for each integer in the set), plus bit 7 is set to 1 to indicate that a rate is a member of the BBSBasicRateSet.
	The set of data rates (in units of 500 kb/s) that are supported by AP, including indication of which rates are part of the BSSBasicRateSet (per 7.3.2.2 “Supported Rates element”).


1.1.2.4.3 When Generated

This primitive is generated by the SME of a STA that is acting as an AP as a response to an MLME-ASSOCIATE.indication primitive.

1.1.2.4.4 Effect of Receipt

This primitive initiates transmission of a response to the specific peer MAC entity that requested association.

1.1.3 Reassociate

The following primitives describe how a STA becomes associated with another AP.

1.1.3.1 MLME-REASSOCIATE.request

1.1.3.1.1 Function

This primitive requests a change in association to a specified new peer MAC entity that is acting as an AP.

1.1.3.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-REASSOCIATE.request
(

NewAPAddress,
CurrentAPAddress,
ReassociateFailureTimeout,

CapabilityInformation,

ListenInterval,
SSID,

SupportedRates
)

	Name
	Type
	Valid Range
	Description

	NewAPAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity with which to perform the reassociation process.

	CurrentAPAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the AP with which the station is currently associated.

	ReassociateFailureTimeout
	integer
	>= 1
	Specifies a time limit (in TU) after which the reassociate procedure will be terminated.

	CapabilityInformation
	As defined in Frame Format
	As defined in Frame Format
	Specifies the requested operational capabilities to the AP.

	ListenInterval
	Integer
	>= 0
	Specifies the number of beacon intervals that may pass before the STA awakens and listens for the next beacon.

	SSID
	Octet string
	0–32 octets
	Specifies the SSID requested by the STA that issued this primitive.

	SupportedRates
	Set of integers
	2-127 inclusive (for each integer in the set)
	The set of data rates (in units of 500 kb/s) that are supported by the STA that issued this primitive.


1.1.3.1.3 When Generated

This primitive is generated by the SME for a STA to change association to a specified new peer MAC entity that is acting as an AP.

1.1.3.1.4 Effect of Receipt

This primitive initiates a reassociation procedure.  The MLME subsequently issues a MLME-REASSOCIATE.confirm that reflects the results.

1.1.3.2 MLME-REASSOCIATE.confirm

1.1.3.2.1 Function

This primitive reports the results of a reassociation attempt with a specified peer MAC entity that is acting as an AP.

1.1.3.2.2 Semantics of the Service Primitive

The primitive parameters are as follows:

 MLME-REASSOCIATE.confirm
(

ResultCode,
CapabilityInformation,

AssociationID,

SupportedRates
)

	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS,

INVALID_PARAMETERS,

TIMEOUT,

REFUSED_REASON_UNSPECIFIED, REFUSED_NOT_AUTHENTICATED, REFUSED_CAPABILITIES_MISMATCH, REFUSED_EXTERNAL_REASON, REFUSED_AP_OUT_OF_MEMORY, REFUSED_BASIC_RATES_MISMATCH
	Indicates the result of the MLME-REASSOCIATE.request.

	CapabilityInformation
	As defined in Frame Format
	As defined in Frame Format
	Specifies the operational capabilities advertised by the AP.

	AssociationID
	Integer
	1-2007 inclusive
	If the association request result was SUCCESS, then AssociationID specifies the association ID value assigned by the AP.

	SupportedRates
	Set of integers
	2-127 inclusive (for each integer in the set), bit 7 is set to 1 to indicate that a rate is a member of the BBSBasicRateSet.
	The set of data rates (in units of 500 kb/s) that are supported by AP, including indication of which rates are part of the BSSBasicRateSet (per 7.3.2.2 “Supported Rates element”).


1.1.3.2.3 When Generated

This primitive is generated by the MLME as a result of an MLME-REASSOCIATE.request to reassociate with a specified peer MAC entity that is acting as an AP.

1.1.3.2.4 Effect of Receipt

The SME is notified of the results of the reassociation procedure.

1.1.3.3 MLME-REASSOCIATE.indication

1.1.3.3.1 Function

This primitive indicates that a specific peer MAC entity is requesting reassociation with the local MAC entity, which is acting as an AP.
1.1.3.3.2 Semantics of the Service Primitive

The primitive parameters are as follows:

 MLME-REASSOCIATE.indication
(

PeerSTAAddress,

CurrentAPAddress,

CapabilityInformation,

ListenInterval,

SSID,
SupportedRates
)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which the reassociationrequest was received.

	CurrentAPAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the AP with which the peer station is currently associated.

	CapabilityInformation
	As defined in Frame Format
	As defined in Frame Format
	Specifies the operational capability definitions provided by the peer MAC entity as part of the association request.

	ListenInterval
	Integer
	>= 0
	Specifies the listen interval value provided by the peer MAC as part of the association request.

	SSID
	Octet string
	0–32 octets
	Specifies the desired SSID provided by the peer MAC as part of the association request.

	SupportedRates
	Set of integers
	2-127 inclusive (for each integer in the set)
	The set of data rates (in units of 500 kb/s) that are supported by the STA that is requesting reassociation.


1.1.3.3.3 When Generated

This primitive is generated by the MLME as a result of the receipt of a reassociation request from a specific peer MAC entity.
1.1.3.3.4 Effect of Receipt

The SME is notified of the receipt of the reassociation request.

1.1.3.4 MLME-REASSOCIATE.response

1.1.3.4.1 Function

This primitive is used to send a response to a specific peer MAC entity that requested a reassociation with the STA that issued this primitive, which is acting as an AP.

1.1.3.4.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-REASSOCIATE.response
(

PeerSTAAddress,

ResultCode,

CapabilityInformation,

AssociationID,

SupportedRates

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which the reassociation request was received.

	ResultCode
	Enumeration
	SUCCESS, REFUSED_REASON_UNSPECIFIED, REFUSED_NOT_AUTHENTICATED, REFUSED_CAPABILITIES_MISMATCH, REFUSED_EXTERNAL_REASON, REFUSED_AP_OUT_OF_MEMORY, REFUSED_BASIC_RATES_MISMATCH
	Indicates the result response to the reassociation request from the peer MAC entity.

	CapabilityInformation
	As defined in Frame Format
	As defined in Frame Format
	Specifies the operational capabilities advertised by the AP.

	AssociationID
	Integer
	1-2007 inclusive
	If the reassociation request result was SUCCESS, then AssociationID specifies the association ID value assigned to the peer MAC entity by the AP.

	SupportedRates
	Set of integers
	2-127 inclusive (for each integer in the set), plus bit 7 is set to 1 to indicate that a rate is a member of the BBSBasicRateSet.
	The set of data rates (in units of 500 kb/s) that are supported by AP, including indication of which rates are part of the BSSBasicRateSet (per 7.3.2.2 “Supported Rates element”).


1.1.3.4.3 When Generated

This primitive is generated by the SME of a STA that is acting as an AP as a response to an MLME-REASSOCIATE.indication primitive.

1.1.3.4.4 Effect of Receipt

This primitive initiates transmission of a response to the specific peer MAC entity that requested reassociation.

Changes required in other clauses to correspond to the clause 10 corrections and additions cited above:

11.3.2 AP association procedures
c) The AP shall inform the distribution system (DS) of the association
.

11.3.4 AP reassociation procedures
c) The AP shall inform the DS of the reassociation.

Action items:

[x] rename file to 4/639
[x] change “MLME” to “MLME-” in the authenticate section

[x] synchronize the authentication text with 802.11-1999

[x] update the .indication primitives to reflect the addition of the .response primitives


[x]  authenticate

 
[x]  associate

 
[x]  reassociate

[x] add the .response primitives

 
[x]  authenticate

 
[x]  associate

 
[x]  reassociate

[x] update the .confirm primitives to reflect the addition of the .response primitives


[x]  authenticate

 
[x]  associate

 
[x]  reassociate

[x] followup in clause 11.3…. to correct any references to these primitives:

[x]  associate

 
[x]  reassociate
[x] followup in clause 8 …. to correct any references to these primitives


[x]  authenticate   - there were none.
[x] add an example sequence diagram (for the associate scenario)
[  ] remove the extraneous primitive parameters from the .request primitives, and add the following note in their place:
“Note: Additional parameters needed to perform the association procedure are not included in the primitive parameter list since the MLME already has that data (maintained as internal state).”

-end-
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