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Abstract

This following document outlines information that it is beneficial to discover from the network during the association and authentication phase to support intelligent mobile terminal operation.  Information includes authentication models, and roaming information.  This network information discovery process is discussed in terms of timing (i.e. when is it useful to discover the information), and impacts on the terminal device.

Introduction

As the number of 802.11 networks proliferate, users are faced with more choice about which networks they can attach to in order to gain access to network services.  With this comes more complex management and policy constraints on who can attach to the network, and what they are allowed to access whilst attached to the network.  To support more intelligent terminal operation, it is beneficial to discover certain characteristics about the network up front.  Such information includes authentication models, roaming information, and cost.

It is possible to discover this network information at a number of different times whilst attaching to a network:

· Pre-association

· Post-association/pre-authentication (assuming .11i)

· Post-authentication

Which of these options is used for particular pieces of information depends on when it is most valuable to know this information and how feasible it is to transfer the information in particular mechanisms (i.e. we cannot put vast amounts of information into beacon messages).

From a terminal perspective, the following goals can be considered when deciding when it is mot appropriate to make the information available.

· Low power consumption: it is better to select an AP based on more detailed information than have to attach to a number of APs in sequence before finding one via which you can authenticate.

· Ease of Use: complex requirements on user interaction should be avoided.

· Limited resource usage: Careful use of limited CPU and Memory resources

· Interoperability: there should be the behaviour requirements on the terminal regardless of who operates the network and with which networks they interwork.

Network Information

The following section highlights the network information it is useful to discover within the terminal.  Whilst discovery of some of this information is obviously a higher layer issue, it is included here to provide a more complete picture of the type of functionality that will ultimately be included in smart mobile devices.

Each type of information is assessed with regard to its importance, when it is most useful to discover it, and what the impacts are on the terminal.

Network Identification

Network Identification allows the user to determine the identity of the operator running the WLAN network

· Importance: Mandatory for network identification purpose

· When discovered: if the network identification has some meaning i.e. it is not just an arbitrary identifier, then this information can be used to support network selection. Therefore, this information should be discovered pre-association.

· Terminal impact: None, this information is already supported in 802.11

Roaming Agreements

This information specifies what roaming agreements are in place in the network.  This allows the terminal to determine whether it can authenticate with the network, and which subscription credentials to use.

· Importance: Mandatory for authentication purpose

· When discovered: Preferably pre-association, definitely pre-authentication.  It may not be feasible to transport roaming information before the terminal is associated with the network due to the size of the information.

· Terminal impact: Requires support for a new mechanism to determine this information.

Authentication Mechanisms

This information provides hints as to which authentication mechanism should be used to authenticate with the network.  

· Importance: Mandatory for terminal authentication purposes

· When discovered: Pre-association

· Terminal impact: None, this information is already supported in 802.11.  However, this may need to be extended to support new user sign up services, effectively secure anonymous access to the network.

Cost for Network Usage

This information provides hints to the user device about the cost of using this network.  It is useful to support terminals that base network selection services on more complex policies based on user preferences, such as always use the cheapest.

· Importance: Optional, it is nice to know, but will not prevent terminal operation if not present.

· When discovered: Preferably pre-association

· Terminal impact: Requires support for interpretation of this information and its discovery

Bearer Service / QoS availability

Bearer Service / QoS availability information provides some hints about the loading at the AP and the AP capabilities.

· Importance: Optional, this is a useful hint, especially for handover scenarios where some indication that sessions can be maintained at the new point of attachment are useful.

· When discovered: Pre-association with the new point of attachment, but information could be discovered via old point of attachment in the case where the terminal is handing over.

· Terminal impact: QoS capability advertisement and resource measurement are already addressed within the 802.11 specifications.

Conclusion / Next steps

This paper has highlighted requirements for network information discovery to support more intelligent terminal operation, and has outlined when this information should be discovered and what the impacts on terminal implementation are when supporting this functionality.  It is suggested that the information discussed here for discovery pre-association should be considered within WIEN as potential area where further work is required.
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