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4:00 PM – 6:00 PM 
1. Chair calls the conference to order at 4:00 PM
2. Attendance

3. Review IEEE 802 & 802.11 Policies and Rules
a. Patent Policy – none seen
b. Inappropriate Topics

c. Documentation
d. Voting

e. Roberts Rules
4. Objectives for Meeting 04-505r2

a. Complete D0.14 Review
b. Measurement Security Inputs
c. Site Report to Support Handoff

d. Letter Ballot Vote 

5. Technical Presentation Review
a. Black – Comment Resolution
b. Kwak – (4) - Periodic Measurements
c. Qi 

d. Walker 
e. Aboba

6. Move to accept modified agenda

7. Technical Presentation – RRM Security Requirement Assessment- Jesse Walker - 11-04/482r0 
a. Comment – All of the measurement requests have identical analysis of not requiring confidentiality.
b. Question – How could do a denial of service attack on “Load Report”?  Answer – if you use a “Load Report” to convince clients to migrate to another access point.  

c. Comment – How about the Beacon Report.  Answer – it is in the report.   
8. Technical Presentation - Limiting Degrees of Freedom for Measurement Requests – 11-04/519r0 - Edney
a. Question – does “states” mean dot11 “states”. Answer – yes.
b. Comment – It will be good to have the use case scenarios.
9. Technical Presentation – Measurement Protection – Jesse Walker – 11-04/264r4
a. Action frames that are sent prior to 4-way handshake can’t be protected.

b. Goal is to reuse 11i the way it is.

c. We would have to introduce a management replay counter.
d. Intend to bring proposal later in the week.

e. Comment – 11h did not want to protect action frames. 

f. Question – Is the security header in this proposition the 11i header.   Answer – TKIP protects source, destination, and priority.   Need different set of rules for muting management bits.

g. Comment – This defines action categories that can decide if it is protection capable.  If a station is not capable then it does not get these action frames.
h. Comment – This proposal treats action frames as a new form of data frames with a new replay space.

10. Technical Presentation – Use of EAPOL-Key messages – Tim More – 11-04/534r0

a. 11i defines how and when keys material is available for protection & encryption.
b. 11i EAPOL-Key frame is extendable
c. Secure channel exists between STA and AP as soon as PTK is available
d. Do not need a new encryption mechanism for 802.11k.
e. Question – does it work for broadcast?  Answer – send an unprotected frame with the data protected.  

f. Question – Are the 2 proposals heard today new security mechanisms outside 802.11i?  Answer - 802.11i explicitly describes how it applies to data frames and nothing else. These proposals are new applications of existing encryption mechanisms.

g. Question – Is there precedence for this? Answer – yes.

h. Comment – Wouldn’t this be a candidate for denial of service.  Answer – if keys are in place, somebody would have to know your key.  If a malicious attacker was in same broadcast group, then they would have your key.

i. Comment – we must assume that 11i is in the baseline text.

j. Comment – in the action frame there is a dialogue token.

11. Technical Presentation – Site Report Conceptual Model – Bernard Aboba – 11-04/565r0

a. Problem Statement - The primary purpose of the Site Report is to provide measurements to the STA prior to scanning, which enable the STA to optimize aspects of roaming:
· Scanning

· Pre-authentication

· Others

b. The information is only a hint; you will always need something else prior to roaming.
c. Station may choose to ignore part or all of site report.
d. Must be robust against misleading information.
e. Bad hints

· STA headed north, AP provided info on APs to south

· AP provide information on 802.11a APs, STA only supports 802.11b

f. Still scanning low priority APs can be very valuable.
g. Information needed early (pre-authentication and optimized scanning)

h. Question – Is the thrust of the presentation that you should be weary of the site report.  Answer – Yes, and you need information early.
i. Question – Are there things missing in the site report?  Answer – RSN IE Match and Reach ability.  For a power STA they can gather all information required from scanning and utilizing cache.
12. Chair we should get a straw poll on three security mechanisms.
13. Meeting in recess until 7:30 PM tonight.
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7:30 PM – 9:30 PM 
1. Chair calls meeting to order at 7:32 PM

2. Motion to amend agenda to go into comment resolution until more people return from dinner.  Motion passes unopposed.
3. Clause 11.7.2 – Black
a. Problem - "How does the need to return to the serving channel for a particular length of time between measurements relate to periodic measurements? This could result in no periodic measurements being able to be made.

b. Remedy – Clarify
c. Comment – Should we put this comment aside.

d. Resolution – Open - Assign team leader
4. Assigning team leaders to D0.14 comment categories
a. MLME – Black

b. Periodic Measurements – Kwak

c. Beacon Reports -.
d. Busy Time Histogram
e. Dot11CurrentChannel used for Serving Channel – Johnson

f. Remove TPC – Kwak

g. Consistent power –RCPI (suspend until after duplicate review)

h. Definitions 

i. Security

j. MIB & PICs

k. General Description Text

l. Start Times

m. ANA

n. Miscellaneous

o. Agarwal Comments

5. Technical Presentation Simplified 11k Security – 11-04/552r0 - Kwak
a. Require TKIP MIC in all action frames – transmitting STA computers/encrypts/appends TKIP MIC to allow receiving STA to authentication both message and sender before acting on contents of received frame. TKIP MIC is modified for use with group key(s) for broadcast/multicast frames.
b. User frame-based encryption as option for all action frames.  Add new security bit.  Frames which carry useful information for STAs not yet associated should not be encrypted, e.g. Beacons, Probe Responses, Site Report, new System Information, etc.
c. The transmitter of the action frame decides when to encrypt.

d. The receiver of the action frame uses TKIP MIC to decide whether to respond or take any action.

e. Benefits
· Avoids discussion/disagreements concerning mandatory data encryption.

· Do not need to impose encryption on operators or users.

· Relies on integrity of existing security protocols.

· Relatively easy to draft text.  The procedures section describes intended use of data encryption but includes no requirement “shall”.

f. Comment – if these action frames were data frame; we would not have to do anything at all.  It would also be forwardable on the DS.  Make all TGk action frames data frames.
g. Comment – The cryptography does not work with this proposal.  If you reuse a key in a different ways then you’re exposed to attacks.

h. Comment – The entire data packets has to be encrypted as defined in TKIP.

i. Comment – The data has value and because it has value it should be protected.

j. Comment – 802.11i already contains an Encrypted/Clear bit.
k. Straw Polls related to protecting action frames
(Walker/Qi 264r4)

Should TGk utilize the TGi mechanism for protecting action frames?
Yes:  9






No: 9







Abstain: 8
(Tim Moore 534r0)

Should TGk utilize the EAPOL/Ether type mechanism for protecting action frames?
Yes:  13





No: 2







Abstain: 9

(Joe Kwak 552r0)

Should TGk require a security header and TKIP MIC on all 11k action frames?

Yes:  3  




No: 17







Abstain: 3

(Joe Kwak 552r0)

Should the TGk security header contain an Encrypted/Clear bit to permit optional encryption of frame body for all 11k action frames?

Yes:  1  




No: 17







Abstain: 7
6. Straw Poll - Should unsecured requests/reports be sent by the same data mechanism as secure requests/reports [rather than action frames]?
a. Comment – Jess Walker speaks against the straw poll.  
b. Comment - we did define this in the primitives between SME and MIB.

c. Comment – we should be very careful on forwarding these packets.  

d. Comment – we could have 2 mechanisms (1) unprotected or the current action frame format and (2) protected would utilize the data frame tunneling mechanism.
e. Comment – Two mechanisms require a great deal of normative text.
f. Comment – Having tow delivery mechanisms, could lessen the burden of existing 802.11 deployments.  You solve 2 problems with a single approach.  
g. Question – what happens to legacy clients?  Do they drop the Ether types that they don’t understand?
(Joe Kwak)

Should unsecured requests/reports be sent by the same data mechanism as secure requests/reports [rather than action frames]?



Yes: 12    




No: 0  







Abstain: 10
7. Meeting in recess until 8:00 AM tomorrow morning.
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