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· Roll Call

· Agenda – doc 11-04/515r1

· Review operating rules for a Study Group

· Review IEEE 802 procedures and patent bylaws

· Status update for FRSG: 3 comments from NESCOM  

Contact information was wrong

Acronyms were not described

Some scope material should be in the purpose of the PAR

NESCOM recommended approval – final Approval would be Thursday

If approved, we will be meeting as a task group in the July Plenary

· Last Meeting Minutes doc 11-04/287r0

· Review agenda and objectives 
Any decision we make at this meeting will need to be affirmed when we meet as a Task Group

Comments/Objections to the agenda?  None.
Agenda is approved unanimously.
· Presentations from Adhoc Groups:

· Presentation on Task Group deliverables – doc 11-04/517r0

Break Current-BSS-Transition Orthodoxy into two parts: “what is specified?” versus “what is implicit?”
We shouldn’t have to complete the entire test methodology. We need to take it far enough that we have context for the solution.

We should have a definition of roaming before we get a test methodology. The test methodology should not be our objective.

This is a complex area and it will likely lead to multiple solutions. We need to make up our mind that we will accept multiple solutions.

If we have multiple solutions, they could be either complementary or contradictory.

This presentation will be updated after this session.
· Presentation on  BSS Transition architecture – doc 11-04/503r0 
Sometimes Discovery stops the data flow. When a STA scans, it stops transmission/communication – sometimes scan times can be small and insignificant, at other times it can be significant.
Slide 10 – last message on left should be SET PROTECTION rather than SET KEYS

Slide 14 – what does “handover” mean? The term refers to information transferred from one AP to the other.

Is there anything in this presentation limit transition to BSS’s with the same SSID?

Scanning and Re-associate mechanisms are specific to BSS-transition rather than an ESS-transition.

We need to limit the scope even more to the same SSID plus some other factors.

We should consider the roaming interval from the perspective of the old AP.

Should we consider the network infrastructure components in the transition?
The first data frame should not include admission control or the 802.1x four-way handshake. The first user data frame through the network.

Any STA that relies on a discovery process that takes place before the association will take longer to roam. 

The intent was to walk through the typical steps for roaming. There are likely exception under certain roaming conditions.

This document is a good base to work with for a base architecture document.

· Presentation on Key Requirements for BSS Transition – doc 11-04/516r0 
Has there been any consideration for the network managing the roaming rather than the STA? It’s possible for the network to make a decision to roam.
This point has been talked about before. The WNM study group is looking into the network forcing a station to roam from one AP to another.

The key is to pick the “right” AP to roam to. The network can certainly help the STA to make that decision.

The summary should include a point do address the infrastructure learning about the roaming event.

We need to decide whether we are going to address a change in IP address (layer 3 considerations)

Layer 3 considerations are not part of the scope for IEEE 802.11. However Layer 3 information could be used to determine when/where to roam?

ESS’s are not globally assigned. The same SSID could advertise different networks.

We have defined in our par roaming between AP’s in a common ESS. However there could be disjoint networks with a common ESS.

The SSID may in practice refer to more than one ESS. However everything in an ESS is addressable.

The mechanisms for deciding whom to roam to are out of scope of the PAR. However, we may discover that we may have to put some constraints on roaming decisions in order to complete the PAR.

The presentation should be updated to reflect the discussion and used as a canonical discussion.

· Are there any other presentations that should be concluded as part of the discussion?

· Recess until the afternoon session.

Monday May 10

1:30pm 
·  Presentation on using EAPoL-key messages for roaming – doc 11-04-542r0 – Tim Moore

You can insert any IE information in the EAPoL-key message during the 4-way handshake.

Would we end up defining a generic mechanism? We could modify the existing EAPoL-key method or we could define a new, generic method.

At the moment we have security information in the EAPoL-key method. We could transfer other types of information that would be relevant to roaming. 

One of the problems that pre-authentication has is that there is no limits on how many pre-authentication sessions a STA could hold and how valid they are at the AP. 

Two things we need to know is: Does the AP still have the key? When was the last time the AP aged the key?

This presentation does not address improving the 4-way handshake. There are likely a couple of ways of helping the 4-way handshake as well.

There are other submissions that deal with improving the 4-way handshake.

This proposal only deals with exchanging information between an AP and a STA after it has been pre-authenticated.

This submission implies that a pre-authenticated session exists before any other information is exchanged between the STA and the AP.

802.11k has a mechanism for an AP to advertise all nearby stations.

This proposal gives the security IE’s, the load information, and the bandwidth capabilities over what 802.11k provides.

Eventually you have to get some information on the RSSI. Eventually you have to go to that channel to get the RSSI information.

· We already have proposal for some of the deliverables outlined this morning – we need volunteers for team leads for each of these deliverables.

Bob Love volunteers to lead Functional Requirements and Acceptance Criteria. The Functional Requirements work leads on to the Acceptance Criteria.
· We haven’t discussed and documented key decisions that we have made up to now. 

· Presentation on multiple concurrent associations – doc 11-04-549r0 by Bob Beach

Bridging tables update slowly, but typically data traffic will only go through one AP because of the network infrastructure 
As a thought experiment, we actually eliminate association altogether
The STA would hear broadcast packets from each AP that it is associated. It would receive multiple copies of the same broadcast.

Originally, Associations were restricted because of the issues with a hub environment. If you assume a switching infrastructure, there is no reason to restrict a STA from concurrent associations.

There are things like 802.11g compatibility modes and preamble type which would need to be addressed for every AP that the STA was connected to. We need to define a new state to address these types of issues.
The switched Ethernet assumption is a dangerous one. Wired Ethernet is not the only way that an AP can be connected. We would need to address other Later 2 Architectures.

Power-save Poll mode could be used to force communications between the STA and one AP (without buffering).

There are concepts in other wireless technologies where the STA could be associated with its existing AP and the AP that it’s roaming to.

If the STA is moving at a higher velocity, it may be impractical to associate with multiple AP’s.

Duplicate detection could not be done with the sequence number. You could not determine that you are receiving duplicate detection. That could be a problem with UDP packets.

It is conceivable that people could use 802.11 for voice applications out of the Enterprise environment. We would have to include that application as well.

Is the assumption that a VoIP station is spending its time authenticating and associating with other AP’s in the background.

The process of authentication is not atomic. It could be interleaved with other data transmission.

You might want to define a “lease” mechanism so that the association could be timed out by the AP or the STA.

This scheme is an alternative to pre-authentication. It is not needed.
This scheme would not be applicable to mesh networks.

Mesh works with un-modified STA’s. 

STRAW POLL: How many people are prevented from attending 802.21 or 802.11 this week because they will impact voting rights in their own respective group?
a) Impacted

b) Not Impacted

Result: a – 33; b – 23.
· Back to looking for volunteers and the tasks at hand for the group:

The process for adhoc groups do not necessarily to be formalized

Do we want to keep the process informal?

We are beginning to get proposals. At some point we need a decision process for acceptance of proposals – and that could be done by supplying normative text.

The presentations so far haven’t addressed how bad the roaming problem is. We don’t have any hard requirements.

It would be good to quantify how bad the problem is now. 

Everybody has the responsibility to meet the deliverables.

We should establish a timeline with goals for when we want to be done.
Could we establish a forcing function to ensure we deliver a standard or practice as quickly as possible?

We can’t have informal process and meet a schedule.
The first milestone is to determine whether we have a problem. We have results, but the results cannot be compared because they were tested in a different manner.

Rate Adaptation could be a big issue. We are still feeling around. The proposed solution has not been listed as part of the deliverables. 

We need to look at solutions to better define the problem. The process should not be serialized.

We put out a call for proposals in July 2004; proposals come in September and November; and in January 2005 we select proposals and start Draft 0.
Formal proposal means normative text.

Formal scope and requirements should be defined by November 2004.

What would we like to have done to entertain and decide on different proposals? We need metrics before we can evaluate proposals.

It may not be possible to know what all the feature and requirements are before we entertain and decide on proposals. Since we are dealing with security, we will not know what all the requirements are before we are done.

If we are going to define a process, we need the Use Cases, followed by Requirements, followed by Proposals

Do we want to expand calls for Use Cases to Test Methodologies and Test Plans at the end of this meeting?

The job of this body is to try and define a solution to the problem. It’s not our job to define how to test the solution. We don’t have time to test every solution. 
Is it possible that we could do this on an adhoc basis? Do we need to define everything up front? We should at least start thinking about test cases. We should go through the process but we can’t be too rigid with the process.

We are not trying to add more functionality. 

We reached our time limit. We will recess until Wednesday morning at 8am.

Wednesday May 12

8:00am

· Final PAR has been posted as document 11-04/576r0
· The agenda has been updated as document 11-04/542r2

· Presentation on Fast Roaming Applications – document 11-04/579r0 – Roaming Applications Team
How can you Guarantee Bandwidth in this wireless medium? You can’t, but this requirement puts a restriction on roaming times.

None real-time streaming sensitivity it packet loss should be “high”

There are three mechanisms possible for moving link state during roaming: STA-AP messaging; AP-AP messaging; AP-AP messaging through an intermediate entity.
· Presentation on Inter-working with External Networks (WEIN) – document 11-04/607r0 – Stephen McCann
IEEE 802.11 specifies communications over the air – not integration with the DS

The 3GPP document number is 23-274 and its publicly on http://www.3gpp.org
· Presentation on Pre-Keying – document 11-04/476r3 – Jesse Walker
This group exists because TGi could not come to a resolution on secure fast roaming.

There was debate in TGi whether roaming in a secure network could be fast enough

Have we sufficiently defined what we mean by “make before break”? Not at this time.
Does “make before break” establish keys before transition? Perhaps you could establish keys at any time.

Slide 12 – Identity Modifications – Originally, 802.11i needed changes from 802.1x in order to work. Will we have to do it again? We don’t know yet. 

At a minimum, some of the timeouts would need to change. This proposal splits Authentication from Key Establishment, so some of the timeouts for the 802.1x state machine may need to change.
It may be in the 802.11i state machine so 802.1x may not need to change. 

We originally put the 4-way handshake after the re-association for liveliness concerns. Now we would need to have some liveliness proof during the re-association.

The real problem is the definition of association. Right now it has two meanings: STA-AP and STA-DS. We need to break apart these two relationships and allow the STA to maintain the forwarding function.

One question when does the PTK expire? We may have to make the EAPoL-Logoff message work.

Multiple association or two-phase associations look attractive.
Communicating through the DS solves a number of the channel functions and has a few advantages.

· Presentation on Tentative Association – document 11-04/606 – Clint Chaplin

Tentative Association is likely a better alternative to pre-keying and pre-authentication through the DS.
Un-associated state refers to an AP that you are not Associated or Tentatively Associated.

Don’t we have this now? Right now, the initial Association with the new AP breaks the association with the old AP. 
This problem is exacerbated by 802.11F by sending the “bogus” packet to the switch to trigger a bridge update.

The notion of AP-AP communication should be thrown away.

Perhaps the STA should send the packet to update the DS infrastructure.
The “tentative” state exists in the 802.11 state diagram as “Authenticated-Not Associated”

How is the forwarding state managed in the AP? We need to explicitly decide how we want to manage state.

The final confirm message could come on a secure channel. The question comes to whether the PTK is live.

The question is “what do we do with the GTK?” Do we update AP’s with the GTK?
The AP can keep the STA updated by doing the GTK update. 

On an Associate rejection, the STA would stay in Tentative Associated state.

There needs to be an explicit change between Associated to Tentatively Associated.

There needs to be an explicit message to update the DS when a STA enters the Associated state.

Schemes similar to this have been proposed in other groups independently.

· We could hold off the next presentation to the afternoon session.

· There are issues in 802.11i that have come up on PMK cache management. Would this group handle these issues?

· If there are issues with PMK caching, Fast Roaming would be impacted. Therefore this issue would be within scope.
· Recess until 1:30pm.

Wednesday May 12

1:30pm 

· Review Agenda for this meeting
· Presentation on Quick Scan Mechanisms – Document 11-04/487r0 – Peyush Agarwal
The “modified beacon” from AP to AP is over the air – fast BSS transitions can only take place between AP’s that can see each other.
There needs to be a mechanism to secure the information – there needs to be a mechanism to protect this information – this method is fragile to attack

How is this different from the modified site report in 802.11k? This mechanism doesn’t rely on a request/response mechanism for the site report.

If you collect this information on initialization, it will get stale. 

What metrics does the STA use to sort the table? The sorting mechanism is not specified.

The AP’s in the list for the STA are continually updated.

Need to do more work to quantify the transmit time saved by reducing the size of the probe response.
Need to quantify how much extra memory this scheme will take on the STA and the AP

What would happen if all AP’s start at a time. We would need a mechanism to address this. Some random delay would have to stagger the AP scans when they start up.

The AP only caches the fixed information on the network.
There is also time savings in allowing the STA to scan only specific channels.

Even though you have the information you propose, in practice, you would need to do a full scan. These issues are currently being addressed by 802.11k and a submission by Bernard Aboba

Need to quantify the size of the “modified beacon” at startup.

This proposal may work for 802.11b or 802.11g. However it would be difficult to implement for 802.11a.

It would be attractive to preserve the static information in the Beacon.

· Presentation on the definition of an ESS – Document 11-04/614r0 – Jon Edney

There is another technique which involves tunnelling packets back to the original AP. Is that roaming?
Prior to the hierarchical solutions over the last 18 months, there have never really been true implementations of a DS.
You could possibly have multiple portals on a single AP.

There are no mappings between IP subnets and DS’s or Portals.

The purpose of this presentation is to clarify the definition of an ESS and show why Fast BSS-Transition should not be addressing roaming where a STA moves from one IP subnet to another.

The important point is note that the standard states “no non-802.11 terminations are allowed”.

This group should define what it means to roam between a connected group of Access Points

Multiple portals can be could exist, each connected to different networks.

We should drop the term ESS and define a new term.
If the access points are separated by a router and they advertise the same SSID, then they are part of the same logical wireless LAN. However they are not a part of the same ESS.

Maybe we need to change the definitions in the base standard.

· Call for volunteers on positions of Secretary and Editor once we officially become a Task Group.
· No objections to recess until next meeting.

Wednesday May 12

4:00pm

· Some remarks regarding discussions during the last meeting:
The term ESS in the PAR was used to state that we are not addressing roaming in an IBSS.

We can always define ESS in the standard.

· Brainstorming on the scope of our work as recorded in  Document 11-04/608r1
Document is being updated as part of discussion.

There are two cases – roaming between two access points with different PHY’s versus two PHY’s on the same access point.

IP address considerations are out of scope – cross-subnet roaming is out of scope

There are session oriented contents that are within scope. What session state occurs before the roam? What session state is preserved?

Do we need to define what we mean by a connected group of AP’s?
We may have to interact with liaisons with TGk, Mesh SG, WNM SG

Self-healing – if a STA goes away, how does persistent state timeout?

Do we have to address 802.11F?
Do we want to be wireless switch agnostic?

The STA makes the decision to roam, but it can use information from the AP

The reason why STA roaming decisions are out of scope is because vendors use roaming features as a differentiator.

The AP provides helpful information for the STA to roam.

Need to minimize the time the STA spends looking for other possible AP’s to roam to.

Need to make sure the DS is notified when a STA roams from one AP to another.

It appears that there are a number of issues with roaming in general, not simply fast roaming. The base standard does not address or describe BSS-transitions well.
There are a number of cases for BSS-Transition that is not specified. We are going to need to clean up the BSS-Transition description.

We are going to have to supply both Normative and Informative (recommended practice and clarification) text to address BSS-Transition

· Discussion on Roaming Requirements – to be submitted as document 11-04/617r0

Document is being updated as part of the discussion.
· No objections to recess until 4pm tomorrow.

Thursday May 13

4:00pm
· Opening comments
· Call for new additional content for the Scope Document – None.

· Call for new additional content for the Requirements Document:

Requirement for backward compatibility disclaimers:
If both AP’s in a roaming scenario do not support 802.11r, then fast BSS-transition would not be supported.

If the STA does not support 802.11r in a roaming scenario, then fast BSS-transition would not be supported.

The fast BSS-transition solution is not restricted to STA-only or AP-only.
Requirement for AP’s to exist in the same administrative domain and support 802.11r
The 802.11r solution will not decrease the total time available to transfer data. Need to define a metric to capture this requirement.

· Schedule for deliverables:
Updated use cases, scope, and requirements documents to be finalized in July 2004.

We need a straw man proposal for selection criteria for the July 2004 meeting.

Call for formal solution proposals in July 2004.
Start selection process in November 2004.
Task group internal ballot on draft in March 2005.

Address comments from letter ballot in May 2005.

There is an explicit performance goal for this work, therefore prototype or simulation results should be included with the submission.
Performance metrics should be finalised for the July 2004 meeting.
Can we solicit proposals now?

Do we have enough information to evaluate these proposals?

So we need security or QoS analysis? Do the people who submit proposals do that work?

We want all people submitting proposals to do this analysis.

The process is getting heavier. The process is going to slow down our Standards development progress.

We would allow people to submit incomplete submissions and build in all required pieces over time.
The task group does not have to build synergistic proposals. Task group members should collaborate to submit synergistic proposals.

There is a possibility that we may select multiple proposals.

We have not fully characterized the pieces that we have now in the standard. 

There definitely is a problem to solve, particularly with VoIP applications.

We now have a schedule for the next year.

With this schedule, the standard would not be complete until late 2006, early 2007. Is this good enough?

· How do we execute on this? Do we have teleconferences? Particularly concerning Requirements, Use Cases, and Scope.

MOTION: Move to ask the Working Group to authorize teleconferences to be held by TGr no more than once every two weeks starting no earlier than May 29, 2004, and prior to July 31, 2004.
By: Jesse Walker
Second: Bob Love
Discussion: None.
Results:  24 – Yes; 0 – No; 0 – Abstain.

· We need a sponsor for teleconferences. 

· Also we need to know the times and dates.

Tentative dates: June 1,  June 15, and June 29

Possible Times:

 Noon PDT; Noon UK; Noon Japan

 3pm PDT; 3pm UK; 3pm Japan
STRAW POLL: What times would people prefer for the teleconference meetings?

c) Noon PDT (3pm EDT);  Noon UK (8am EDT); Noon Japan (11pm EDT)
d) 3pm PDT (6pm EDT); 3pm UK (11am EDT); 3pm Japan (2am EDT)
By: Clint Chaplin

Discussion: None.

Result: a – 14; b – 11.
· The teleconferences will be held at Noon. The order would be of Pacific, UK, 
STRAW POLL: How many people are willing to participate in the teleconference?

By: Clint Chaplin

Discussion: None

Result: 16.

· First teleconference sponsor will be Jesse Walker.

· Second teleconference sponsor will be Stephano Fassin.

· Third teleconference sponsor will be Jim Wendt.

· The agenda for the teleconferences will be determine by email.

· Agenda for July will be as discussed in the schedule discussion.

· Call for other business.

MOTION: To adjourn for this session.
By: Bob Love

Second: Nancy Cam Winget

Discussion: None.

Result: Unanimous.

· Session end.
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