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Abstract

TGk has defined various messages for use in soliciting and delivering radio resource information. The delivery mechanisms for these messages use management frames which are allowed to be sent in any state. However, it is not clear that all messages should be allowed in all states. This document proposes a set of rules to define the conditions required to send each type of message.

Limiting degrees of freedom on measurement requests
The sending of radio resource messages should be restricted to certain allowed conditions. For example is it acceptable for a station to send a broadcast measurement request from one BSS to another BSS? The use of Action Management frames makes such a transmission acceptable under the standard but is it appropriate for the goals of TGk? This submission seeks to identify the degrees of freedom available to a station in preparing to send a message. The object is to define and limit the degrees of freedom to obtain a defined subset of possible communication modes. This is needed to establish a security threat model and subsequent security protection scheme.

IEEE802.11h defines Action frames to be permitted in any state. This means that they can be sent at any time and to any station without restriction. It is even possible for an associated station to send an action frame to an IBSS station.
IEEE802.11k-Draft0.14 allows measurement requests to be sent to any destination (Caluse 11.7.6) but restricts the types of message that can be sent in infrastructure mode (Table 12):

· non-AP STA to non-AP STA requests not allowed

Based on the current draft, Table 1 shows all the allowed communications modes for measurement requests. 
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Table 1. Allowed modes of communication

Table 1 reflects the flexibility of the action frame allowing communications between a wide range of devices. It is our contention that such a wide range of possibilities is undesirable. For example it is not desirable that a station, associated to access point ‘A’ would send measurement requests to access point ‘B’.
We here propose to restrict the allowed modes of communication for measurement requests to only those modes which are necessary for intended operation. This is a required step is a security framework is to be defined. To determine the correct requirements we will start with the minimum set and add only those which we feel to be needed for the goals of TGjk.

Level 1

Level 1 includes the communication modes needed for IBSS communication and AP centric communication. Measurements cannot be initiated by a station in an infrastructure network. Table 2 show the connectivity table.


[image: image2.emf]IBSS

STA AP STA AP STA AP STA STA AP

STA

AP

STA

AP

STA

AP



STA



STA

AP

ESS

Infrastructure

IBSS

State 1

State 2

State 3

State1 State2 State 3 Any State

ESS

DEST

SOURCE

Infrastructure (BSS)

Any State


Here it will be seen that only two cases are allowed:

· IBSS:
STA to STA (implicit is that the two STA should be members of the same IBSS)

· BSS:
AP to one of its its associated STAs

Level 2
Level 2 adds the ability for a station to send measurement requests to its associated AP.
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Level 3

Level 3 further adds the ability for a station to send measurement requests to an AP in any state. By necessity this means it is able to send to any AP and not just the one it is associated with (if in state 3).
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Conclusion
It is our contention that, unless a scheme is introduced to secure the link prior to association, the desired level for TGk is level 2 because level 3 introduces significant complexity and many of the communications modes cannot be protected using security mechanisms currently envisaged by the working group. If a scheme to secure the link prior to association is introduced then the desired level for TGk is level 3.
We further contend that requests sent by an AP shall be only to associated stations and shall be unicast, multicast or broadcast; whereas requests made but a STA shall only be unicast (both the IBSS abd BSS case)
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