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Abstract

This document includes text to be added to IEEE 802.11e draft to specify security related QOS field processing. 

To the extent that the changes are within TGe’s PAR, TGe can vote to modify any text in the base specification. Once Revcom approves the IEEE 802.11i amendment, the IEEE 802.11i amendment is considered part of the base spec. 

The authors acknowledge comments/contributions from Thomas Maufer, Tim Moore and Clint Chaplin, Mike Moreton, Jesse Walker, Nancy Cam-Winget and Jouni Malinen.

1.0 CCMP QC processing

.

In Clause 8.3.3.3, “CCMP encapsulation”, change list item 3 as follows:

Construct the CCM Nonce block from the PN, A2 and the Priority of the MPDU where A2 is MPDU Address 2. The Priority is a reserved value set to zero.

In Clause 8.3.3.3.2, Change the text in list item 7 as follows:

QC – The Quality of Service Control, if present, a two-octet field that includes the MSDU priority; this field is reserved for future use. The QC TID is used in the construction of the AAD and the remaining QC fields are set to zero for the AAD calculation (bits 4 to 15 are set to zero).

Change the figure and preceeding paragraph in Clause 8.3.3.3.2 as shown below, moving the second sentence to follow the figure, and inserting the phrase “bits 4 to 15=0” in the QC block, below “QC” in the “AAD Figure”, and adding the “AAD Length” table, numbering the table as appropriate, as shown:

The format of the AAD is shown in Figure . The length of the AAD is 22 octets when there is no A4 field and no QC, and 28 octets long when the MPDU includes A4. 
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Figure 109—AAD Construction with QC

The length of the AAD varies depending on the presence or absence of the QC and A4 fields as follows:

	QC field
	A4 field
	AAD Length

	Absent
	Absent
	22 Octets

	Present
	Absent
	24 Octets

	Absent
	Present
	28 Octets

	Present
	Present
	30 Octets





Table xx – AAD Length 

In Clause 8.3.3.3.3, delete the sentence 

This Priority octet shall be 0 and reserved for future use with IEEE 802.11 frame prioritisation.

and insert the following sentence in its place:

The Priority Octet shall be set to the fixed value 0 (0x00) when there is no QC field present in the MPDU header.  When the QC field is present, bits 0 to 3 of the Priority Octet shall be set to the value of the QC TID (bits 0 to 3 of the QC field).  Bits 4 to 7 of the Proirity Octet are reserved and shall be set to zero.
Clause 8.3.3.4

Change list item 3 as follows:

3) The Nonce value is constructed from A2, the PN, and Priority Octet(reserved and set to zero).

2.0 TKIP Priority Processing

Delete the following sentence from Clause 8.3.2.3.4, list item 7 as shown below:

IEEE 802.11 does not define a method to signal frame priority.
3.0 Block Ack Processing
Insert the following sentence as list item 9 in clause 8.3.2.3.4 and as list item 7 in Clause 8.3.3.4.3:

“Block ACK re-ordering must be completed prior to replay detection.

4.0 Priority of 802.1X EAPOL-Key Frames
Insert one sentence following the first paragraph and four-item bulleted list of Clause 8.5.2 as shown below:

IEEE 802.11 uses EAPOL-Key frames to exchange information between STAs’ Supplicants and Authenticators that result in cryptographic keys and synchronization of security association state. EAPOL-Key frames are used to implement three different exchanges:

· 4-Way Handshake, to confirm that the PMK between associated STAs is the same and live and to transfer the GTK to the STA.

· The Group Key Handshake, to update the GTK at the STA.

· The STAKey Handshake, to deliver the STAKey to the intiating and peer STAs.

When priority processing of data frames is supported, a STA’s SME should send EAPOL-Key frames at the highest priority.

5.0 DLP and STAKey State Synchronization
In Clause 11.7, first paragraph, delete the last two sentences, as shown below:

In general, STAs are not allowed to transmit frames directly to other STAs in a BSS and should always rely

on the AP for the delivery of the frames. However, STAs with QoS facility (i.e., QSTAs) may transmit frames 
directly to another QSTA by setting up such data transfer using Direct Link Protocol (DLP). The need for this 
protocol is motivated by the fact that the intended recipient may be in Power Save Mode, in which case it can 
only be woken up by the QAP. The second feature of DLP is to exchange rate set and other information 
between the sender and the receiver. Finally, DLP messages can be used to attach security information 
elements. The security elements and the associated security handshake are not part of this standard. 

Insert the following new section, as clause 11.7.5 with three paragraphs of text as follows:

11.7.5 Secure DLP Operation

STAKey EAPOL-Key frames, defined in Clause 8.5.2. are used to establish the keys needed to enable secure DLP operation. The STAKey message exchange, described in Clause 8.5.2.1, shall be completed prior to initiation of the DLP exchange.  When the STA’s SME determines that a secure DLP connection to a peer STA is to be established, it sends the STAKey Request message to the QAP. It must receive and validate STAKey Message 1, prior to invoking the MLME-DLP.request primitive to initiate the DLP frame exchange. 

If the QAP does not receive STAKey Message 2 from a STA, it shall attempt dotRSNAConfigPairwiseUpdateCount transmits of STAKey Message 1, plus a final timeout. If it still has not received a response after these retries, then the initiating QAP shall send a DLP teardown message to the applicable STA. The retransmit timeout value shall be 100 milliseconds for the first timeout, half the listen interval for the second timeout, and the listen interval for subsequent timeouts. If there is no listen interval, then 100 milliseconds shall be used for all timeout values.
The initiating STA, shall wait for the QAP to complete both timeouts before it may re-transmit the STAKey Request Mesage The initiating STA may send a DLP teardown message to the QAP at any time. The DLP STAKeys shall be deleted when the DLP teardown message is sent or received. 
In Clause 7.3.2.25.3, change the following sentence just above Table 24 as follows:

The number of Replay Counters per STAKeySA is the same as the number of Replay Counters per PTKSA or GTKSA.

In Clause 8.1.4, change the following list as follows:

The STAKeySA consists of the following elements:

— STAKey.

— Pairwise STAKey cipher suite selector.

— Initiator MAC address.

— Peer MAC address.

6.0 Security for Local Multicast 
TBD. Security for Local Multi-cast might not be supported. A new mechanism must be defined to support local Multi-cast. The GTK cannot be used directly by the STAs, since PN re-use would occur, and this is insecure.
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