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Abstract

This document includes text to be added to IEEE 802.11e draft to specify security related QOS field processing. 

To the extent that the changes are within TGe’s PAR, TGe can vote to modify any text in the base specification. Once Revcom approves the IEEE 802.11i amendment, the IEEE 802.11i amendment is considered part of the base spec. This imples July adoption of these changes at the earliest.

The authors acknowledge comments/contributions from Thomas Maufer.

1.0 CCMP QC processing

.

In Clause 8.3.3.3, “CCMP encapsulation”, change list item 3 as follows:

Construct the CCM Nonce block from the PN, A2 and the Priority of the MPDU where A2 is MPDU Address 2. The Priority is a reserved value set to zero.

In Clause 8.3.3.3.2,

Change the text in list item 7 as follows:

QC – The Quality of Service Control, if present, a two-octet field that includes the MSDU priority; this field is reserved for future use. The QC TID is used in the construction of the AAD and the remaining QC fields are set to zero for the AAD calculation (bits 4 to 15 are set to zero).

Change the figure and preceeding paragraph in Clause 8.3.3.3.2 as shown below, moving the second sentence to follow the figure, and inserting the phrase “bits 4 to 15=0” in the QC block, below “QC” in the “AAD Figure”, and adding the “AAD Length” table, numbering the table as appropriate, as shown:

The format of the AAD is shown in Figure . The length of the AAD is 22 octets when there is no A4 field and no QC, and 28 octets long when the MPDU includes A4. 
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Figure 109—AAD Construction with QC

The length of the AAD varies depending on the presence or absence of the QC and A4 fields as follows:

	QC field
	A4 field
	AAD Length

	Absent
	Absent
	22 Octets

	Present
	Absent
	24 Octets

	Absent
	Present
	28 Octets

	Present
	Present
	30 Octets





Table xx – AAD Length 

Clause 8.3.3.3.3

Delete the sentence 

This Priority octet shall be 0 and reserved for future use with IEEE 802.11 frame prioritisation.

and insert the following sentence in its place:

The Priority Octet shall be set to the fixed value 0 (0x00) when there is no QC field present in the MPDU header.  When the QC field is present, bits 0 to 3 of the Priority Octet shall be set to the value of the QC TID (bits 0 to 3 of the QC field).  Bits 4 to 7 of the Proirity Octet are reserved and shall be set to zero.
Clause 8.3.3.4

Change list item 3 as follows:

3) The Nonce value is constructed from A2, the PN, and Priority Octet(reserved and set to zero).

2.0 TKIP Priority Processing

Delete the following sentence from Clause 8.3.2.3.4, list item 7 as shown below:

IEEE 802.11 does not define a method to signal frame priority.
3.0 Block Ack Processing
Insert the following sentence as list item 9 in clause 8.3.2.3.4 and as list item 7 in Clause 8.3.3.4.3:

“Block ACK re-ordering must be completed prior to replay detection.

4.0 Priority of 802.1X EAPOL-Key Frames
Must the priority of 802.1X frames be specified? Yes – want the keying messages to have highest priority. No – let the application decide, a good idea to have .1X messages at high priority, but don’t need to mandate this. 

Proposal: Insert one sentence following the first paragraph and four-item bulleted list of Clause 8.5.2 as shown below:

IEEE 802.11 uses EAPOL-Key frames to exchange information between STAs’ Supplicants and Authenticators that result in cryptographic keys and synchronization of security association state. EAPOL-Key frames are used to implement three different exchanges:

· 4-Way Handshake, to confirm that the PMK between associated STAs is the same and live and to transfer the GTK to the STA.

· The Group Key Handshake, to update the GTK at the STA.

· The STAKey Handshake, to deliver the STAKey to the intiating and peer STAs.

When priority processing of data frames is supported, an implementation should process and send EAPOL-Key frames at the highest priority.

5.0 DLP and STAKey State Synchronization
Synchronize theTGe DLP state machines with the TGi STAKey mechanisms

6.0 Security for Local Multicast 
Address security of local multicast capability  
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