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Abstract

This document contains comment resolution proposals for 802.11i Sponsor Ballot. Contributors to this document are Tim Moore.

Secure bit text inconsistent with change of 4-way to include gtk

8.5.2

Replace the text describing the secure bit in section 8.5.2
Secure (bit 9): this bit is set once the initial key exchange is complete.
The Authenticator shall set the secure bit to 0 in all EAPOL-Key frames sent before the Supplicant has the PTK and GTK. The secure bit is set to 1 in the EAPOL-Key frame to the Supplicant with the last key needed to complete the Supplicant’s initialization, i.e. message 3 of the 4-Way Handshake. The Authenticator shall then set the secure bit in all EAPOL-Key frames it sends until there is no longer a security association with the Supplicant. 

The Supplicant will set the secure bit to 0 in all EAPOL-Key frames sent before it has the PTK, GTK and received an EAPOL-Key frame from the Authenticator with the secure bit set to 1 (this should be on receiving message 3 of the 4-Way Handshake). The secure bit is set to 1 in all EAPOL-Key frames sent after this until there is no longer a security association with the Authenticator. 
8.3.2.3.2

Change

The Supplicant uses a single Michael MIC Failure Report frame to report a Michael MIC failure event to the  Authenticator.  A  Michael  MIC  Failure  Report  is  an  EAPOL-Key  frame  with  the  following  Key Information field bits set to 1: MIC bit, Error bit, Request bit. The Supplicant protects this message with the current PTK; the Supplicant uses the KCK portion of the PTK to compute the IEEE 802.1X EAPOL MIC.  

To

The Supplicant uses a single Michael MIC Failure Report frame to report a Michael MIC failure event to the Authenticator.  A  Michael  MIC  Failure  Report  is  an  EAPOL-Key  frame  with  the  following  Key Information field bits set to 1: MIC bit, Error bit, Request bit, Secure bit. The Supplicant protects this message with the current PTK; the Supplicant uses the KCK portion of the PTK to compute the IEEE 802.1X EAPOL MIC.  
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