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Abstract

This document contains comment resolution proposals for 802.11i Sponsor Ballot. Contributors to this document are Tim Moore, Mike Moreton and Henry Ptasinski .

8.7.2.1

else if (MPDU has individual RA and Pairwise key exists for the MPDU’s RA) or (MPDU has a 
multicast or broadcast RA and network type is IBSS and IBSS GTK exists for MPDU’s TA) then
8.7.2.3

if key is null then
discard the frame body and increment dot11WEPUndecryptableCount 

else if entry has an AES-CCM key  

decrypt frame using AES-CCM key 
discard the frame if the integrity check fails and increment dot11RSNAStatsCCMPDecryptErrors 
      else if entry has a TKIP key 
        
prepare a Temporal Key from the TA, TKIP key and PN 
        
decrypt the frame using RC4 
        
discard the frame if the ICV fails and increment dot11RSNAStatsTKIPLocalMicFailures
      else if entry has a WEP key 
        
decrypt the frame using WEP decryption 
        
discard the frame if the ICV fails and increment dot11WEPICVErrorCount
      else 
discard the frame body and increment dot11WEPUndecryptableCount 
endif 
11.3.2
Delete text from amd including

“In an IBSS, authentication is optional.”
To end of 11.3.2

Annex D

Dot11PrivacyEntry ::= 

        SEQUENCE {


dot11PrivacyInvoked        
TruthValue,

        
     
dot11WEPDefaultKeyID       
INTEGER,

        
     
dot11WEPKeyMappingLength
Unsigned32,

        
     
dot11ExcludeUnencrypted 
TruthValue,

            
dot11WEPICVErrorCount      
Counter32,

                  dot11WEPExcludedCount         Counter32,

                  dot11RSNAEnabled              TruthValue,

                  dot11RSNAPreAuthenticationEnabled
TruthValue
                  }

dot11RSNAadditions OBJECT-GROUP

OBJECTS { dot11RSNAEnabled,

dot11RSNAPreAuthenticationEnabled,
dot11RSNAConfigNumberOfReplayCounters }

STATUS current

DESCRIPTION

"This object class provides the objects from the IEEE 802.11 MIB required to manage RSNA functionality.  Note that additional  objects for managing this functionality are located in the IEEE 802.11 RSN MIB."

::= { dot11Groups 25 }

Insert the following attributes to the dot11PrivacyTable in Annex D:
dot11RSNAEnabled OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"When this object is set to TRUE, this shall indicate that RSNA is enabled on this entity. The entity will advertise the RSN Information Element in its Beacons and Probe Responses. Configuration variables for RSNA operation  are found in the dot11RSNAConfigTable. 

This object requires that dot11PrivacyInvoked also be set to TRUE. "

::= { dot11PrivacyEntry 7 }

dot11RSNAPreAuthenticationEnabled OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"When this object is set to TRUE, this shall indicate that RSNA Preauthentication is enabled on this entity. 

This object requires that dot11RSNAEnabled also be set to TRUE. "

::= { dot11PrivacyEntry 8 }
Dot11RSNAConfigEntry ::= 

SEQUENCE {

dot11RSNAConfigVersion


Integer32,

dot11RSNAConfigPairwiseKeysSupported
Unsigned32,

dot11RSNAConfigGroupCipher


OCTET STRING,

dot11RSNAConfigGroupRekeyMethod

INTEGER,

dot11RSNAConfigGroupRekeyTime

Unsigned32,

dot11RSNAConfigGroupRekeyPackets

Unsigned32,

dot11RSNAConfigGroupRekeyStrict

TruthValue,

dot11RSNAConfigPSKValue


OCTET STRING,

dot11RSNAConfigPSKPassPhrase

DisplayString,

dot11RSNAConfigTSNEnabled


TruthValue,

dot11RSNAConfigGroupMasterRekeyTime
Unsigned32,

dot11RSNAConfigGroupUpdateCount

Unsigned32,

dot11RSNAConfigPairwiseUpdateCount
Unsigned32,

dot11RSNAConfigGroupCipherSize

Unsigned32,

dot11RSNAConfigPMKLifetime


Unsigned32,

dot11RSNAConfigPMKReauthThreshold

Unsigned32,

dot11RSNAConfigNumberOfReplayCounters
INTEGER,

dot11RSNAConfigSATimeout


Unsigned32,

dot11RSNAAuthenticationSuiteSelected
OCTET STRING,

dot11RSNAPairwiseCipherSelected

OCTET STRING,

dot11RSNAGroupCipherSelected

OCTET STRING,

dot11RSNAPMKIDUsed



OCTET STRING,

dot11RSNAAuthenticationSuiteRequested
OCTET STRING,

dot11RSNAPairwiseCipherRequested

OCTET STRING,

dot11RSNAGroupCipherRequested

OCTET STRING,
dot11RSNATKIPCounterMeasuresInvoked
OCTET Counter32,
dot11RSNA4WayHandshakeFailures

OCTET Counter32
}

dot11RSNAConfigGroupCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This object indicates the Group cipher suite selector the entity must use. The Group cipher suite in the RSN Information Element shall take its value from this variable. It consists of an OUI (the first three octets) and a cipher suite identifier (the last octet).

The network administrator can always override the automatically selected Group cipher suite by writing this object."

::= { dot11RSNAConfigEntry 4 }

dot11RSNATKIPCounterMeasuresInvoked OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION


"Counts the number of times a MIC failure occurred two times within 60 seconds and countermeasures were invoked. This variable counts this for both local and remote. It increments every time countermeasures are invoked. "

::= { dot11RSNAConfigEntry 27 }

dot11RSNA4WayHandshakeFailures OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS

current

DESCRIPTION

"Counts the number of 4-Way Handshake failures."

::= {dot11RSNAConfigEntry 28}
Dot11RSNAStatsEntry ::= 

SEQUENCE {

dot11RSNAStatsIndex




Unsigned32,

dot11RSNAStatsSTAAddress



MacAddress,

dot11RSNAStatsVersion



Unsigned32,

dot11RSNAStatsSelectedPairwiseCipher

OCTET STRING,

dot11RSNAStatsTKIPICVErrors


Counter32,

dot11RSNAStatsTKIPLocalMICFailures

Counter32,

dot11RSNAStatsTKIPRemoteMICFailures

Counter32,

dot11RSNAStatsCCMPFormatErrors


Counter32,
dot11RSNAStatsCCMPReplays



Counter32,

dot11RSNAStatsCCMPDecryptErrors


Counter32,

dot11RSNAStatsTKIPReplays



Counter32,

dot11RSNAStatsTKIPFormatErrors


Counter32 }
dot11RSNAStatsCCMPFormatErrors OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The number of MPDUs received with an invalid CCMP format, such as no Extended IV."

::= { dot11RSNAStatsEntry 8 }

dot11RSNAStatsCCMPReplays OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The number of received MPDUs discarded by the replay mechanism."

::= { dot11RSNAStatsEntry 9 }

dot11RSNAStatsCCMPDecryptErrors OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The number of received MPDUs discarded by the CCMP decryption algorithm."

::= { dot11RSNAStatsEntry 10 }

dot11RSNAStatsTKIPReplays OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS

current

DESCRIPTION

"Counts the number of TKIP replay errors detected."

::= {dot11RSNAStatsEntry 11}

dot11RSNAStatsTKIPFormatErrors OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The number of MPDUs received with an invalid TKIP format, such as no Extended IV."

::= { dot11RSNAStatsEntry 8 }
-- **********************************************************************

-- * Groups - units of conformance

-- **********************************************************************

dot11RSNBase OBJECT-GROUP

OBJECTS { 

dot11RSNAConfigVersion,

dot11RSNAConfigPairwiseKeysSupported,

dot11RSNAConfigGroupCipher,

dot11RSNAConfigGroupRekeyMethod,

dot11RSNAConfigGroupRekeyTime,

dot11RSNAConfigGroupRekeyPackets,

dot11RSNAConfigGroupRekeyStrict,
dot11RSNAConfigPSKValue,

dot11RSNAConfigPSKPassPhrase,

dot11RSNAConfigTSNEnabled,

dot11RSNAConfigGroupMasterRekeyTime,

dot11RSNAConfigGroupUpdateCount,

dot11RSNAConfigPairwiseUpdateCount,

dot11RSNAConfigGroupCipherSize,
dot11RSNAConfigPairwiseCipher,

dot11RSNAConfigPairwiseCipherEnabled,

dot11RSNAConfigPairwiseCipherSize,

dot11RSNAConfigAuthenticationSuite,

dot11RSNAConfigAuthenticationSuiteEnabled,

dot11RSNAConfigNumberOfReplayCounters,

dot11RSNAConfigSATimeout,

dot11RSNAAuthenticationSuiteSelected,

dot11RSNAPairwiseCipherSelected,

dot11RSNAGroupCipherSelected,

dot11RSNAPMKIDUsed,

dot11RSNAAuthenticationSuiteRequested,

dot11RSNAPairwiseCipherRequested,

dot11RSNAGroupCipherRequested,

dot11RSNAStatsSTAAddress,

dot11RSNAStatsVersion,

dot11RSNAStatsSelectedPairwiseCipher,

dot11RSNAStatsTKIPICVErrors,

dot11RSNAStatsTKIPLocalMICFailures,

dot11RSNAStatsTKIPRemoteMICFailures,

dot11RSNATKIPCounterMeasuresInvoked,
dot11RSNAStatsCCMPFormatErrors,

dot11RSNAStatsTKIPFormatErrors,
dot11RSNAStatsCCMPReplays,

dot11RSNAStatsCCMPDecryptErrors,

dot11RSNAStatsTKIPReplays,

dot11RSNA4WayHandshakeFailures}
STATUS current

DESCRIPTION

"The dot11RSNBase object class provides the necessary support for managing RSNA functionality in the STA"

::= { dot11Groups 26 }
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