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Abstract

This document looks at some requirements on IEEE 802.11 technology that have been identified within 3GPP for WLAN-3G interworking.

The intention of this document is threefold:

1) To highlight an emerging requirement for interworking capability advertisement from 3GPP

2) To assess the different proposals that have been suggested to address this requirement

3) To discuss potential impacts on the IEEE 802.11 standard

Introduction

3GPP SA2 (System Architecture Study Group 2) have identified a requirement to advertise to STAs that a WLAN hotspot is capable of offering 3G interworking.  The following document describes the different proposals for supporting this functionality that are the subject of on-going discussion within 3GPP. 

Cellular network operators (PLMNs) would like to extend their service offering to include and provide WLAN access for their customers. This includes a whole range of services, starting from plain internet access to seamless interaction of the different radio technologies. 

One important aspect that 3GPP requires is the ability to advertise that a particular hotspot supports some interworking capability.  This indication informs the user that PLMNs and associated services are accessible via a particular hotspot, and allows the user to decide if it is worth associating with the particular WLAN hotspot (network selection pre-association).

To achieve this end, 3GPP have proposed a number of solutions to allow advertisement of “3G interworking capability”.  The following document summarizes these solutions, and provides a quick assessment of the advantages and disadvantages of such as approach.  It then goes on to highlight where the solution might impact the IEEE 802.11standard, with a view to determining whether this is an issue that would benefit from some consideration within IEEE802.11. 

This document focuses on the issue of announcing 3G interworking capability pre-authentication as this is the area which impacts the IEEE 802.11standard.  Alternative methods for discovering 3G interworking capability are possible at higher layers e.g. via EAP or an extended 802.1X, but these require the STA to have associated with the AP before hand.

Proposals

The following section highlights the different alternatives for supporting interworking capability advertisement that have been proposed within 3GPP SA2 [1].

Special Service Set Identifier (S-SSID) – Clear Capability Advertisement

IEEE 802.11 specifies the SSID, which is defined as any ASCII string with the length of 32 octets. The content of this field can be arbitrary, and only has local significance.  This field is often used by the hotspot operators to indicate the operator’s name. 

The proposal is to extend this field to encode some information about the services access-able via this WLAN.   In the case of 3G interworking capability, a PLMN would indicate interworking capability by adding e.g. a “3G”- extension behind or before the providers name. This gives us something like “sainsburys.3G”.

(This concept could also be extended to advertise other hotspot capabilities, such as authentication method in use or data rates available.)

Analysis

 This solution does not scale well for a number of reasons:

1. It is based on use of fields within the Beacon/Probe response mechanism, which in itself has some scalability issues [3]

2. If the advertised capability information is extended to include other information (e.g. 3GVodafone, WPA), and operators wish to advertise different capabilities within the hotspot, then there may be a need for multiple SSID advertisement, e.g. using virtual APs.  The number of virtual APs per AP that can be supported is restricted.

Impact on IEEE 802.11

Support for this option requires some consideration of several aspects of the IEEE 802.11standard:

1. The SSID format needs to be formalized in some way.  This technique may be utilized by groups other than 3GPP for capability (or other) advertisement.  Therefore, some standard way to specify capabilities in the SSID is required to allow STA software to properly process and interpret this information is required.  In addition, some coordination of suggested SSID enhancements between various standardization bodies is required.

2. If multiple capabilities are being advertised per physical AP, then multiple SSID support is needed.  Currently, there is no consistent implementation of this feature to ensure interoperability between STAs and APs, and to facilitate correct processing of the SSID information.

It may be that a solution along these lines is an appropriate interim solution for network capability discovery to support network selection.

Special Service Set Identifier (S-SSID) – Hidden Capability Advertisement

This proposal is similar to the previous option, but it is suggested that the capability information is “hidden” in the SSID after the null character after the original ASCII SSID string.

Analysis

The solution has the same drawbacks as the previous solution, plus introducing some non-standard behavior in relation to SSID usage i.e. the previous solution reuses SSIDs as standardized, but needs some enhancements for the semantics of the SSID (which can be implemented above the device driver).  This solution requires enhancements to device drivers to interpret information after the NULL character and some way to delimit this additional information.

Impact on IEEE 802.11

As for the previous solution.

Capability Advertisement in other Parts of the broadcast beacon

The broadcast frame does include more possibilities for transmitting information regarding the network capabilities. This option proposes the introduction of a new management frame components, or tweaks to other existing management components to carry this information. 

Analysis 

This proposal does allow a generic view and a long term specification on network capability discovery aspects, which allows a more scaleable design.  However, this solution again only scales as well as the Beacon/Probe response mechanism on which it is based.

Impact on IEEE802.11

Taking this approach, the current 802.11 standard has to be modified.  This solution may be a better long term option, but may not be available in time to meet the short term requirements of 3GPP.

Capability Advertisement in Probe Response

In this option, the beacon only transmits a single SSID (as currently implemented), but responds to probe requests that may include additional semantics requesting confirmation of a capability, e.g. broadcast SSID = sainsburys, probe request = 3g.sainsburys.

Analysis

This option is fairly straight forward as long as some support for multiple SSIDs is available in the AP.  However, this option has the following drawbacks:

1. To probe the AP (in the presence of many clients) does take some time. For time sensitive applications like streaming or real-time applications it might be necessary to design an enhanced mechanism.

2. Probing the network means using frequency and time resources, which decreases the overall efficiency of the WLAN network.

Impact on IEEE802.11

Some formal guidelines on supporting the use of multiple SSIDs in this fashion, and some specification related to the format of the information exchanged within these messages; need to be defined to ensure interoperability and consistent network behavior.

Static SSID-list in WLAN device

The last proposal suggests the use of an internal stored list of SSIDs, which contains information related to a known set of operators that have the necessary capability available in their hotspots.   The broadcast SSID is compared to this internal list to determine if it worth attaching to the network.  

Analysis

Whilst this is sufficient for the case where the user just wants to determine 3G interworking capability, this solution does not extend to network selection based on multiple capability characteristics.   In addition, the list in the WLAN device needs memory storage and needs to be updated from time to time. A mechanism to update this information does not exist at the moment.

Impact on IEEE802.11

This solution has no direct impacts on IEEE802.11, but does make certain assumptions about SSID scope beyond just local significance.  As pointed out in [3], the SSID can at best be considered a hint about the identity of the network operator.

Conclusion / Next steps

This paper has introduced the different options for supporting 3G capability advertisement that are being discussed within 3GPP SA2.  Whilst most options performing capability advertisement pre-association have some impact on the IEEE 802.11standard, it is necessary to determine which of these actually require work within IEEE 802.11, which solutions are not feasible and whether the activities ongoing within 3GPP require some support from IEEE.
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