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8.4.8

The Authenticator shall use MLME-DEAUTHENTICATE.request primitive to deauthenticate the STA if message 2 of the Group Key Handshake has not been received by the Authenticator after the timeout period of dot11RSNAConfigGroupUpdateCount times dot11RSNAConfigGroupUpdateTimeOut after initiating the Group Key Handshake. The Authenticator may fail to complete the Group Key Handshake because the AP is unable to transmit the message for a period of time due to signal fading, multipath or other transient signal interference. 

To

The Authenticator shall use MLME-DEAUTHENTICATE.request primitive to deauthenticate the STA if message 2 of the Group Key Handshake has not been received by the Authenticator after attempting dot11RSNAConfigGroupUpdateCount transmits of message 1 plus a final timeout. The retransmit timeout value shall be 100ms for the first timeout, half the listen interval for the second timeout and the listen interval for subsequent timeouts. If there is no listen interval then 100ms shall be used for all timeout values. The Authenticator may fail to complete the Group Key Handshake because the AP is unable to transmit the message for a period of time due to signal fading, multipath or other transient signal interference. 

8.5.3.5

If the Authenticator does not receive a reply to its messages, it shall retry per the configured intervals established by dot11RSNAConfigPairwiseUpdateTimeOut and dot11RSNAConfigPairwiseUpdateCount. If it still has not received a response after these retries, then the Authenticator should deauthenticate the STA.

To

If the Authenticator does not receive a reply to its messages, it shall attempt dot11RSNAConfigPairwiseUpdateCount transmits of the message plus a final timeout. The retransmit timeout value shall be 100ms for the first timeout, half the listen interval for the second timeout and the listen interval for subsequent timeouts. If there is no listen interval then 100ms shall be used for all timeout values. If it still has not received a response after these retries, then the Authenticator should deauthenticate the STA.

8.5.4.3

If the Authenticator does not receive a reply to its messages, its should retry per the configured intervals established by dot11RSNAConfigGroupUpdateTimeOut, dot11RSNAConfigGroupUpdateCount; if it still has not received a response after this, then the Authenticator’s should disassociate/deauthenticate the STA. 

To

If the Authenticator does not receive a reply to its messages, it shall attempt dot11RSNAConfigGroupUpdateCount transmits of the message plus a final timeout. The retransmit timeout value shall be 100ms for the first timeout, half the listen interval for the second timeout and the listen interval for subsequent timeouts. If there is no listen interval then 100ms shall be used for all timeout values. If it still has not received a response after this, then the Authenticator’s should disassociate/deauthenticate the STA. 
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10.3.16.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-SETPROTECTION.request 
(
Protectlist

)

Each Protectlist consists of the following elements:
	Name
	Type
	Valid range
	Description

	Address
	MAC Address
	Any valid individual MAC address
	This parameter is valid only when the key type is Pairwise, STAKey, or when the key type is Group and is from an IBSS STA

	ProtectType
	Enum
	None, Rx, Tx, Rx_Tx
	The protection value for this MAC

	Key Type
	Integer
	Group, Pairwise, or STAKey
	Defines whether this key is a Group, Pairwise, or STAkey key.


10.3.16.1.4 Effect of Receipt

Receipt of this primitive causes the MAC to set the protection and to protect Data frames as indicated:

· None: Specifies that neither Data frames to and from MAC address shall be protected.

· Rx: Specifies that Data frames from MAC address shall be protected. 

· Tx: Specifies that Data frames to MAC address shall be protected.

· Rx_Tx: Specifies that Data frames to and from MAC address shall be protected.

Once it is specified that a Data frame is protected to or from a MAC address, this shall be reset by the MLME-SETPROTECTION.request interface. The state set by MLME-SETPROTECTION.request shall not be deleted unless the state is None. 

11.3.3 Deauthentication – Originating STA

Upon receipt of an MLME-DEAUTHENTICATE.request primitive, the STA shall deauthenticate with the indicated STA using the following procedure.

a) If the state variable for the indicated STA is in state 2 or state 3, the STA shall send a Deauthentication frame to the indicated STA. 

b) The state variable for the indicated STA shall be set to State 1.

c) The STA shall issue an MLME-DEAUTHENTICATE.confirm primitive to inform the SME of the completion of the deauthentication.

The STA’s SME shall delete any PTKSA and Temporal Keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (See Clause 8.4.10) and by using MLME-SETPROTECTION.request(None) primitive before invoking MLME-DEAUTHENTICATE.request primitive. 

11.3.4 Deauthentication – Destination STA

Upon receipt of a Deauthentication frame, the STA shall deauthenticate with the indicated STA using the following procedure.

a) The state variable for the indicated STA shall be set to State 1.

b) The STA shall issue an MLME-DEAUTHENTICATE.indication primitive to inform the SME of the deauthentication.

The STA’s SME shall delete any PTKSA and Temporal Keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (See Clause 8.4.10) and by using MLME-SETPROTECTION.request(None) primitive upon receiving a MLME-DEAUTHENTICATE.indication primitive. 

11.4.5 STA Disassociation Procedures

Upon receipt of an MLME-DISASSOCIATE.request primitive, an associated STA shall disassociate from an AP using the following procedure. 

a) The STA shall transmit a Disassociation frame to the AP with which that STA is associated.

b) The state variable for the AP shall be set to 2.

c) The MLME shall issue an MLME-DISASSOCIATE.confirm primitive indicating the successful completion of the operation.

The STA’s SME shall delete any PTKSA and Temporal Keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (See Clause 8.4.10) and by using MLME-SETPROTECTION.request(None) primitive before invoking MLME-DISASSOCIATE.request primitive. 

11.4.6 AP Disassociation Procedures

Upon receipt of a Disassociation frame from an associated STA, the AP shall disassociate the STA via the following procedure. 

a) The state variable for the STA shall be set to 2.

b) The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the disassociation.

c) The SME will update the DS.

The STA’s SME shall delete any PTKSA and Temporal Keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (See Clause 8.4.10) and by using MLME-SETPROTECTION.request(None) primitive upon receiving a MLME-DISASSOCIATE.indication primitive. 
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11.3.2 Authentication – Destination STA

Upon receipt of an Authentication frame with Authentication transaction sequence number equal to 1, the STA shall authenticate with the indicated STA using the following procedure.

a) The STA shall execute the authentication mechanism described in Clause 8.2.2.1. 

b) The STA shall issue an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication.

The STA’s SME shall delete any PTKSA and Temporal Keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (See Clause 8.4.10) upon receiving a MLME-AUTHENTICATE.indication primitive. 

If the STA is in an IBSS and the SME decides to initiate an RSNA and it does not know the security policy of the peer, it may issue an unicast Probe Request to the peer by invoking an MLME-SCAN.request to find out the peer’s security policy.
Annex D

497, 259, 521, 522, 269, 521, 522
Annex D (normative) ASN.1 encoding of the MAC and PHY MIB

Change dot11smt  as follows:

-- dot11MultiDomainCapabilityTable ::= { dot11smt 7 }
-- dot11RSNAConfigTable ::= { dot11smt 8 }

-- dot11RSNAConfigPairwiseCiphersTable ::= { dot11smt 9 }

-- dot11RSNAConfigAuthenticationSuitesTable ::= { dot11smt 10 }

-- dot11RSNAStatsTable ::= { dot11smt 11 }
Change dot11Compliance as follows:

dot11Compliance MODULE-COMPLIANCE

STATUS current

DESCRIPTION

"The compliance statement for SNMPv2 entities that implement the IEEE 802.11 MIB."

MODULE  -- this module

MANDATORY-GROUPS {


dot11SMTbase24,

        
dot11MACbase, dot11CountersGroup,

        
dot11SmtAuthenticationAlgorithms, 

        
dot11ResourceTypeID, dot11PhyOperationComplianceGroup 

}

In the “OPTIONAL-GROUPS” Clause of the dot11Compliance object, add a new object “dot11RSNAadditions” to the end of the list.

Change the status of dot11SMTbase2 from “current” to ”deprecated”.

Change the description of dot11WEPICVErrorCount to:

"This counter shall increment when a frame is received with the

WEP subfield of the Frame Control field set to one and the value

of the ICV as received in the frame does not match the ICV value

that is calculated for the contents of the received frame. ICV errors for TKIP are not counted in this variable but in dot11RSNAStatsTKIPICVErrors"

Change Dot11StationConfigEntry to:

Dot11StationConfigEntry ::=

        SEQUENCE {


dot11StationID                      
MacAddress,

            dot11MediumOccupancyLimit          

INTEGER,

            dot11CFPollable                    

TruthValue,

            dot11CFPPeriod                     

INTEGER, 

            dot11CFPMaxDuration                

INTEGER,

            dot11AuthenticationResponseTimeOut 

Unsigned32,

            dot11PrivacyOptionImplemented      

TruthValue,



dot11PowerManagementMode
   

INTEGER,



dot11DesiredSSID

   


OCTET STRING,


      dot11DesiredBSSType

   

INTEGER,


      dot11OperationalRateSet



OCTET STRING,


      dot11BeaconPeriod

   


INTEGER,


      dot11DTIMPeriod


   

INTEGER,


      dot11AssociationResponseTimeOut
    
Unsigned32,

            dot11DisassociateReason                 
INTEGER,

            dot11DisassociateStation                
MacAddress,

            dot11DeauthenticateReason               
INTEGER,

            dot11DeauthenticateStation              
MacAddress,

            dot11AuthenticateFailStatus             
INTEGER,

            dot11AuthenticateFailStation            
MacAddress,

            dot11MultiDomainCapabilityImplemented
TruthValue, 


      dot11MultiDomainCapabilityEnabled

TruthValue, 

            dot11CountryString                      
OCTET STRING,

            dot11RSNAOptionImplemented              
TruthValue
                         }

Change Dot11PrivacyEntry to:

Dot11PrivacyEntry ::= 

        SEQUENCE {


dot11PrivacyInvoked        
TruthValue,

        
     
dot11WEPDefaultKeyID       
INTEGER,

        
     
dot11WEPKeyMappingLength
Unsigned32,

        
     
dot11ExcludeUnencrypted 
TruthValue,

            
dot11WEPICVErrorCount      
Counter32,

                  dot11WEPExcludedCount         Counter32,

                  dot11RSNAEnabled              TruthValue

                  }

After the definition of dot11PhyHRDSSSComplianceGroup, add the following new objects:-
dot11SMTbase4 OBJECT-GROUP

OBJECTS { dot11MediumOccupancyLimit,

dot11CFPollable,

dot11CFPPeriod,

dot11CFPMaxDuration,

dot11AuthenticationResponseTimeOut,

dot11PrivacyOptionImplemented,

dot11PowerManagementMode,

dot11DesiredSSID, dot11DesiredBSSType,

dot11OperationalRateSet,

dot11BeaconPeriod, dot11DTIMPeriod,

dot11AssociationResponseTimeOut,

dot11DisassociateReason,

dot11DisassociateStation,

dot11DeauthenticateReason,

dot11DeauthenticateStation,

dot11AuthenticateFailStatus,

dot11AuthenticateFailStation,

dot11MultiDomainCapabilityImplemented,

dot11MultiDomainCapabilityEnabled, 

dot11CountryString, 

dot11RSNAOptionImplemented }

STATUS current

DESCRIPTION

"The SMTbase4 object class provides the necessary support at the IEEE STA to manage the processes in the STA such that the STA may work cooperatively as a part of an IEEE 802.11 network."

::= { dot11Groups 26 }

dot11RSNAadditions OBJECT-GROUP

OBJECTS { dot11RSNAEnabled,

dot11RSNAConfigNumberOfReplayCounters }

STATUS current

DESCRIPTION

"This object class provides the objects from the IEEE 802.11 MIB required to manage RSNA functionality.  Note that additional  objects for managing this functionality are located in the IEEE 802.11 RSN MIB."

::= { dot11Groups 25 }

Update following MIB entries in Annex D:

Insert the following attribute to the dot11StationConfigTable in Annex D:

dot11RSNAOptionImplemented OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"This variable indicates whether the entity is RSNA-capable."

::= { dot11StationConfigEntry 26 }

Insert the following attribute to the dot11PrivacyTable in Annex D:

dot11RSNAEnabled OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"When this object is set to TRUE, this shall indicate that RSNA is enabled on this entity. The entity will advertise the RSN Information Element in its Beacons and Probe Responses. Configuration variables for RSNA operation  are found in the dot11RSNAConfigTable. 

This object requires that dot11PrivacyInvoked also be set to TRUE. "

::= { dot11PrivacyEntry 7 }

Change the DESCRIPTION clause of object dot11PrivacyInvoked in Annex D from:

"When this attribute is trueTRUE, it shall indicate that the IEEE 802.11 WEP mechanism is usedsome level of security is invoked for transmitting frames of type Data. For IEEE 802.11-1999 clients, the security mechanism used is WEP. 

For RSNA-capable clients, an additional variable dot11RSNAEnabled indicates whether RSNA is enabled. If dot11RSNAEnabled is FALSE or the MIB variable does not exist, the security mechanism invoked is WEP; if dot11RSNAEnabled is TRUE, RSNA security mechanisms invoked are configured in the dot11RSNAConfigTable. The default value of this attribute shall be FALSE."

Incorporate the following text as the IEEE 802.11 RSN MIB (in the correct Annex: D)

--

--  Robust Security Network Association (RSNA and TSN) Configuration

--

dot11RSNAConfigTable OBJECT-TYPE

SYNTAX

SEQUENCE OF Dot11RSNAConfigEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION


"The table containing RSNA configuration objects."

::= { dot11smt 8 }

dot11RSNAConfigEntry OBJECT-TYPE

SYNTAX

Dot11RSNAConfigEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"An entry in the dot11RSNAConfigTable."

INDEX { ifIndex }

::= { dot11RSNAConfigTable 1 }

Dot11RSNAConfigEntry ::= 

SEQUENCE {

dot11RSNAConfigVersion


Integer32,

dot11RSNAConfigPairwiseKeysSupported
Unsigned32,

dot11RSNAConfigGroupCipher


OCTET STRING,

dot11RSNAConfigGroupRekeyMethod

INTEGER,

dot11RSNAConfigGroupRekeyTime

Unsigned32,

dot11RSNAConfigGroupRekeyPackets

Unsigned32,

dot11RSNAConfigGroupRekeyStrict

TruthValue,

dot11RSNAConfigPSKValue


OCTET STRING,

dot11RSNAConfigPSKPassPhrase

DisplayString,

dot11RSNAConfigTSNEnabled


TruthValue,

dot11RSNAConfigGroupMasterRekeyTime
Unsigned32,

dot11RSNAConfigGroupUpdateCount

Unsigned32,

dot11RSNAConfigPairwiseUpdateCount
Unsigned32,

dot11RSNAConfigGroupCipherSize

Unsigned32,

dot11RSNAConfigPMKLifetime


Unsigned32,

dot11RSNAConfigPMKReauthThreshold

Unsigned32,

dot11RSNAConfigNumberOfReplayCounters
INTEGER,

dot11RSNAConfigSATimeout


Unsigned32,

dot11RSNAAuthenticationSuiteSelected
OCTET STRING,

dot11RSNAPairwiseCipherSelected

OCTET STRING,

dot11RSNAGroupCipherSelected

OCTET STRING,

dot11RSNAPMKIDUsed



OCTET STRING,

dot11RSNAAuthenticationSuiteRequested
OCTET STRING,

dot11RSNAPairwiseCipherRequested

OCTET STRING,

dot11RSNAGroupCipherRequested

OCTET STRING

}

dot11RSNAConfigVersion OBJECT-TYPE

SYNTAX

Integer32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The highest RSNA version this entity supports. See Section 7.3.2.9."

::= { dot11RSNAConfigEntry 2 }

dot11RSNAConfigPairwiseKeysSupported OBJECT-TYPE

SYNTAX

Unsigned32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"This object indicates how many pairwise keys the entity supports for RSNA. "

::= { dot11RSNAConfigEntry 3 }

dot11RSNAConfigGroupCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This object indicates the Group cipher suite selector the entity must use. The Group cipher suite in the RSN Information Element shall take its value from this variable. It consists of an OUI (the three most significant octets) and a cipher suite identifier (the least significant octet).

The network administrator can always override the automatically selected Group cipher suite by writing this object."

::= { dot11RSNAConfigEntry 4 }

dot11RSNAConfigGroupRekeyMethod OBJECT-TYPE

SYNTAX

INTEGER { disabled(1), timeBased(2), packetBased(3),



   timepacketBased(4) }

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This object selects a mechanism for rekeying the RSNA GTK. The default is time-based, once per day. Rekeying the GTK is only applicable to an entity acting in the Authenticator role (an AP in an ESS)."

DEFVAL

{ timeBased }

::= { dot11RSNAConfigEntry 5 }

dot11RSNAConfigGroupRekeyTime OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The time in seconds after which the RSNA GTK must be refreshed. The timer shall start at the moment the GTK was set using the MLME-SETKEYS primitive.

The fine granularity (seconds) also enables the network Administrator to ‘immediately’ refresh the GTK."

DEFVAL

{ 86400 } -- once per day

::= { dot11RSNAConfigEntry 6 }

dot11RSNAConfigGroupRekeyPackets OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"1000 packets"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"A packet count (in 1000s of packets) after which the RSNA GTK shall be refreshed. The packet counter shall start at the moment the GTK was set using the MLME-SETKEYS primitive and it shall count all packets encrypted using the current GTK."

::= { dot11RSNAConfigEntry 7 }

dot11RSNAConfigGroupRekeyStrict OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This object signals that the GTK shall be refreshed whenever a STA leaves the BSS that possesses the GTK."

::= { dot11RSNAConfigEntry 8 }

dot11RSNAConfigPSKValue OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(32))

MAX-ACCESS
read-write  

STATUS

current


DESCRIPTION

"The Pre-Shared Key (PSK) for when RSNA in PSK mode is the selected AKM suite. In that case, the PMK will obtain its value from this object. 

This object is logically write-only. Reading this variable shall return unsuccessful status or null or zero."

::= { dot11RSNAConfigEntry 9 }

dot11RSNAConfigPSKPassPhrase OBJECT-TYPE

SYNTAX

DisplayString

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The PSK, for when RSNA in PSK mode is the selected AKM suite, is configured by dot11RSNAConfigPSKValue.

An alternative manner of setting the PSK uses the password-to-key algorithm defined in Annex I.5. This variable provides a means to enter a passphrase. When this object is written, the RSNA entity shall use the password-to-key algorithm specified in Clause I.5 to derive a Pre-Shared and populate dot11RSNAConfigPSKValue with this key.

This object is logically write-only. Reading this variable shall return unsuccessful status or null or zero."

::= { dot11RSNAConfigEntry 10 }

dot11RSNAConfigTSNEnabled OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"When dot11PrivacyInvoked and dot11RSNAEnabled are both set to TRUE, signaling that RSNA is enabled on this entity, this object shall indicate whether association with pre-RSNA STAs is also allowed.  If set to TRUE, such associations are allowed, if set to FALSE, no such associations are allowed.  The default value of this object shall be FALSE."

::= { dot11RSNAConfigEntry 11 }

dot11RSNAConfigGroupMasterRekeyTime OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The time in seconds after which the RSNA Group Master Key must be changed. The timer shall start at the moment the Group Master Key was set.

A GTK refresh will occur on a Group Master Key change.

The fine granularity (seconds) also enables the network Administrator to ‘immediately’ refresh the Group Master Key."

DEFVAL

{ 604800 } -- 604800 = 7*86400, once per week

::= { dot11RSNAConfigEntry 12 }

dot11RSNAConfigGroupUpdateCount OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The number of times message 1 in the RSNA Group Key Handshake will be retried per GTK Handshake attempt."

DEFVAL

{ 3 } -- 

::= { dot11RSNAConfigEntry 13 }

dot11RSNAConfigPairwiseUpdateCount OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The number of times message 1 and 3 in the RSNA 4-Way Handshake will be retried per 4-Way Handshake attempt."

DEFVAL

{ 3 } -- 

::= { dot11RSNAConfigEntry 14 }

dot11RSNAConfigGroupCipherSize OBJECT-TYPE

SYNTAX

Unsigned32 (0..4294967295)

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"This object indicates the length in bits of the Group cipher key."

::= { dot11RSNAConfigEntry 15 }

dot11RSNAConfigPMKLifetime OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The maximum lifetime of a PMK in the PMK cache."

DEFVAL

{ 43200 } -- 

::= { dot11RSNAConfigEntry 16 }

dot11RSNAConfigPMKReauthThreshold OBJECT-TYPE

SYNTAX

Unsigned32 (1..100)

UNITS

"percentage"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The percentage of the PMK lifetime that should expire before an IEEE 802.1X re-authentication occurs."

DEFVAL

{ 70 } -- 

::= { dot11RSNAConfigEntry 17 }

dot11RSNAConfigNumberOfReplayCounters OBJECT-TYPE

SYNTAX INTEGER

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Specifies the number of replay counters per association: 

0 –> 1 replay counter, 

1 –> 2 replay counters, 

2 –> 4 replay counters,

3 –> 16 replay counters"

::= { dot11RSNAConfigEntry 18 }

dot11RSNAConfigSATimeout OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

UNITS

"seconds"

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"The maximum time a security association must take to setup."

DEFVAL

{ 60 } -- 

::= { dot11RSNAConfigEntry 19 }

dot11RSNAAuthenticationSuiteSelected OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of the last AKM suite negotiated."

::= { dot11RSNAConfigEntry 20 }

dot11RSNAPairwiseCipherSelected OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of the last Pairwise Cipher negotiated."

::= { dot11RSNAConfigEntry 21 }

dot11RSNAGroupCipherSelected OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of the last Group cipher negotiated."

::= { dot11RSNAConfigEntry 22 }

dot11RSNAPMKIDUsed OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(16))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of the last PMKID used in a 4-way Handshake."

::= { dot11RSNAConfigEntry 23 }

dot11RSNAAuthenticationSuiteRequested OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of the last AKM suite requested."

::= { dot11RSNAConfigEntry 24 }

dot11RSNAPairwiseCipherRequested OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of the last Pairwise cipher requested."

::= { dot11RSNAConfigEntry 25 }

dot11RSNAGroupCipherRequested OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of the last Group cipher requested."

::= { dot11RSNAConfigEntry 26 }

--

--  Pairwise Cipher Suite configuration table

--

dot11RSNAConfigPairwiseCiphersTable OBJECT-TYPE

SYNTAX

SEQUENCE OF Dot11RSNAConfigPairwiseCiphersEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"This table lists the Pairwise ciphers supported by this entity. It allows enabling and disabling of each Pairwise cipher by network management. The Pairwise Cipher Suite list in the RSN Information Element is formed using the information in this table."

::= { dot11smt 9 }
dot11RSNAConfigPairwiseCiphersEntry OBJECT-TYPE

SYNTAX

Dot11RSNAConfigPairwiseCiphersEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"The table entry, indexed by the interface index (or all interfaces) and the Pairwise cipher."

INDEX { dot11RSNAConfigIndex, dot11RSNAConfigPairwiseCipherIndex }

::= { dot11RSNAConfigPairwiseCiphersTable 1 }

Dot11RSNAConfigPairwiseCiphersEntry ::= 

SEQUENCE {

dot11RSNAConfigPairwiseCipherIndex
Unsigned32,

dot11RSNAConfigPairwiseCipher

OCTET STRING,

dot11RSNAConfigPairwiseCipherEnabled
TruthValue,

dot11RSNAConfigPairwiseCipherSize

Unsigned32  }

dot11RSNAConfigPairwiseCipherIndex OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"The auxiliary index into the dot11RSNAConfigPairwiseCiphersTable."

::= { dot11RSNAConfigPairwiseCiphersEntry 1 }

dot11RSNAConfigPairwiseCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of a supported Pairwise cipher. It consists of an OUI (the three most significant octets) and a cipher suite identifier (the least significant octet)."

::= { dot11RSNAConfigPairwiseCiphersEntry 2 }

dot11RSNAConfigPairwiseCipherEnabled OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This object enables or disables the Pairwise cipher."

::= { dot11RSNAConfigPairwiseCiphersEntry 3 }

dot11RSNAConfigPairwiseCipherSize OBJECT-TYPE

SYNTAX

Unsigned32 (0..4294967295)

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"This object indicates the length in bits of the Pairwise cipher key. This should be 256 for TKIP and 128 for CCMP."

::= { dot11RSNAConfigPairwiseCiphersEntry 4 }

--

--  The Authentication and Key Management Suites Table

--

dot11RSNAConfigAuthenticationSuitesTable OBJECT-TYPE

SYNTAX 
SEQUENCE OF Dot11RSNAConfigAuthenticationSuitesEntry

MAX-ACCESS 
not-accessible

STATUS 
current

DESCRIPTION

"This table lists the AKM suites supported by this entity. Each AKM suite can be individually enabled and disabled. The AKM Suite List in the RSN IE is formed using the information in this table."

::= { dot11smt 10 }

dot11RSNAConfigAuthenticationSuitesEntry OBJECT-TYPE

SYNTAX 
Dot11RSNAConfigAuthenticationSuitesEntry

MAX-ACCESS 
not-accessible

STATUS 
current

DESCRIPTION

"An entry (row) in the dot11RSNAConfigAuthenticationSuitesTable."

INDEX { dot11RSNAConfigAuthenticationSuiteIndex }

::= { dot11RSNAConfigAuthenticationSuitesTable 1 }

Dot11RSNAConfigAuthenticationSuitesEntry ::= 

SEQUENCE {

dot11RSNAConfigAuthenticationSuiteIndex

Unsigned32,

dot11RSNAConfigAuthenticationSuite

OCTET STRING,

dot11RSNAConfigAuthenticationSuiteEnabled
TruthValue }

dot11RSNAConfigAuthenticationSuiteIndex OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"The auxiliary variable used as an index into the dot11RSNAConfigAuthenticationSuitesTable."

::= { dot11RSNAConfigAuthenticationSuitesEntry 1 }

dot11RSNAConfigAuthenticationSuite OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The selector of an AKM suite. It consists of an OUI (the three most significant octets) and a cipher suite identifier (the least significant octet). "

::= { dot11RSNAConfigAuthenticationSuitesEntry 2 }

dot11RSNAConfigAuthenticationSuiteEnabled OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This variable indicates whether the corresponding AKM suite is enabled/disabled."

::= { dot11RSNAConfigAuthenticationSuitesEntry 3 }

--

--  RSNA statistics 

--

dot11RSNAStatsTable OBJECT-TYPE

SYNTAX

SEQUENCE OF Dot11RSNAStatsEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"This table maintains per-STA statistics for SN. The entry with dot11RSNAStatsSTAAddress set to FF-FF-FF-FF-FF-FF shall contain statistics for broadcast/multicast traffic."

::= { dot11smt 11 }

dot11RSNAStatsEntry OBJECT-TYPE

SYNTAX

Dot11RSNAStatsEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"An entry in the dot11RSNAStatsTable."

INDEX { dot11RSNAConfigIndex, dot11RSNAStatsIndex }

::= { dot11RSNAStatsTable 1 }

Dot11RSNAStatsEntry ::= 

SEQUENCE {

dot11RSNAStatsIndex




Unsigned32,

dot11RSNAStatsSTAAddress



MacAddress,

dot11RSNAStatsVersion



Unsigned32,

dot11RSNAStatsSelectedPairwiseCipher

OCTET STRING,

dot11RSNAStatsTKIPICVErrors


Counter32,

dot11RSNAStatsTKIPLocalMICFailures

Counter32,

dot11RSNAStatsTKIPRemoteMICFailures

Counter32,

dot11RSNAStatsTKIPCounterMeasuresInvoked
Counter32,

dot11RSNAStatsCCMPFormatErrors


Counter32,

dot11RSNAStatsCCMPReplays



Counter32,

dot11RSNAStatsCCMPDecryptErrors


Counter32,

dot11RSNAStatsTKIPReplays



Counter32,

dot11RSNAStats4WayHandshakeFailures

Counter32  }

dot11RSNAStatsIndex OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"An auxiliary index into the dot11RSNAStatsTable."

::= { dot11RSNAStatsEntry 1 }

dot11RSNAStatsSTAAddress OBJECT-TYPE

SYNTAX

MacAddress

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The MAC address of the STA the statistics in this conceptual row belong to."

::= { dot11RSNAStatsEntry 2 }

dot11RSNAStatsVersion OBJECT-TYPE

SYNTAX

Unsigned32 (1..4294967295)

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The RSNA version which the STA associated with."

::= { dot11RSNAStatsEntry 3 }

dot11RSNAStatsSelectedPairwiseCipher OBJECT-TYPE

SYNTAX

OCTET STRING (SIZE(4))

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The AKM Suite the STA selected during association. The value consists of a three octet OUI followed by a one octet Type as follows:

OUI      Value Cipher Type       

-------- ----- -------------------

XX-XX-XX 0     Reserved                     

XX-XX-XX 1     WEP-40                          

XX-XX-XX 2     TKIP                                             

XX-XX-XX 3     Reserved

XX-XX-XX 4     CCMP

XX-XX-XX 5     WEP-104

XX-XX-XX 6-255 Reserved                     

Vendor   any   Vendor Specific              

other    any   Reserved"

::= { dot11RSNAStatsEntry 4 }

dot11RSNAStatsTKIPICVErrors OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"Counts the number of TKIP ICV errors encountered when decrypting packets for the STA."

::= { dot11RSNAStatsEntry 5 }

dot11RSNAStatsTKIPLocalMICFailures OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"Counts the number of Michael MIC failure encountered when checking the integrity of packets received from the STA at this entity."

::= { dot11RSNAStatsEntry 6 }

dot11RSNAStatsTKIPRemoteMICFailures OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"Counts the number of Michael MIC failures encountered by the STA identified by dot11StatsSTAAddress and reported back to this entity. "

::= { dot11RSNAStatsEntry 7 }

dot11RSNAStatsTKIPCounterMeasuresInvoked OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION


"Counts the number of times a MIC failure occurred two times within 60 seconds and countermeasures were invoked. This variable counts this for both local and remote. It increments every time countermeasures are invoked. "

::= { dot11RSNAStatsEntry 8 }

dot11RSNAStatsCCMPFormatErrors OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The number of MSDUs received with an invalid CCMP format."

::= { dot11RSNAStatsEntry 9 }

dot11RSNAStatsCCMPReplays OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The number of received unicast fragments discarded by the replay mechanism."

::= { dot11RSNAStatsEntry 10 }

dot11RSNAStatsCCMPDecryptErrors OBJECT-TYPE

SYNTAX

Counter32

MAX-ACCESS
read-only

STATUS

current

DESCRIPTION

"The number of received fragments discarded by the CCMP decryption algorithm."

::= { dot11RSNAStatsEntry 11 }

dot11RSNAStatsTKIPReplays OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS

current

DESCRIPTION

"Counts the number of TKIP replay errors detected."

::= {dot11RSNAStatsEntry 12}
dot11RSNAStats4WayHandshakeFailures OBJECT-TYPE

SYNTAX Counter32

MAX-ACCESS read-only

STATUS

current

DESCRIPTION

"Counts the number of 4-Way Handshake failures."

::= {dot11RSNAStatsEntry 13}

-- **********************************************************************

-- * Conformance Information

-- **********************************************************************

-- **********************************************************************

-- * Compliance Statements

-- **********************************************************************

dot11RSNCompliance MODULE-COMPLIANCE

STATUS current

DESCRIPTION

"The compliance statement for SNMPv2 entities

that implement the IEEE 802.11 RSN MIB."

MODULE -- this module

MANDATORY-GROUPS {

dot11RSNBase }

-- OPTIONAL-GROUPS {dot11RSNPMKcachingGroup }

::= { dot11Compliances 2 }

-- **********************************************************************

-- * Groups - units of conformance

-- **********************************************************************

dot11RSNBase OBJECT-GROUP

OBJECTS { 

dot11RSNAConfigVersion,

dot11RSNAConfigPairwiseKeysSupported,

dot11RSNAConfigGroupCipher,

dot11RSNAConfigGroupRekeyMethod,

dot11RSNAConfigGroupRekeyTime,

dot11RSNAConfigGroupRekeyPackets,

dot11RSNAConfigGroupRekeyStrict,
dot11RSNAConfigPSKValue,

dot11RSNAConfigPSKPassPhrase,

dot11RSNAConfigTSNEnabled,

dot11RSNAConfigGroupMasterRekeyTime,

dot11RSNAConfigGroupUpdateCount,

dot11RSNAConfigPairwiseUpdateCount,

dot11RSNAConfigGroupCipherSize,

dot11RSNAConfigPairwiseCipher,

dot11RSNAConfigPairwiseCipherEnabled,

dot11RSNAConfigPairwiseCipherSize,

dot11RSNAConfigAuthenticationSuite,

dot11RSNAConfigAuthenticationSuiteEnabled,

dot11RSNAConfigNumberOfReplayCounters,

dot11RSNAConfigSATimeout,

dot11RSNAAuthenticationSuiteSelected,

dot11RSNAPairwiseCipherSelected,

dot11RSNAGroupCipherSelected,

dot11RSNAPMKIDUsed,

dot11RSNAAuthenticationSuiteRequested,

dot11RSNAPairwiseCipherRequested,

dot11RSNAGroupCipherRequested,

dot11RSNAStatsSTAAddress,

dot11RSNAStatsVersion,

dot11RSNAStatsSelectedPairwiseCipher,

dot11RSNAStatsTKIPICVErrors,

dot11RSNAStatsTKIPLocalMICFailures,

dot11RSNAStatsTKIPRemoteMICFailures,

dot11RSNAStatsTKIPCounterMeasuresInvoked,

dot11RSNAStatsCCMPFormatErrors,

dot11RSNAStatsCCMPReplays,

dot11RSNAStatsCCMPDecryptErrors,

dot11RSNAStatsTKIPReplays,

dot11RSNAStats4WayHandshakeFailures}

STATUS current

DESCRIPTION

"The dot11RSNBase object class provides the necessary support for managing RSNA functionality in the STA"

::= { dot11Groups 26 }

dot11RSNPMKcachingGroup OBJECT-GROUP

OBJECTS { 

dot11RSNAConfigPMKLifetime,

dot11RSNAConfigPMKReauthThreshold 

}

STATUS current

DESCRIPTION

"The dot11RSNPMKcachingGroup object class provides the necessary support for managing PMK caching functionality in the STA"

::= { dot11Groups 27 }

END
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8.5.2

An ESS Supplicant’s SME shall insert the RSN IE it sent in its (Re)Associate Request. The RSN IE is included as transmitted in the management frame. On receipt of the second message the Authenticator’s SME shall bit-wise compare this against the RSN IE received in the IEEE 802.11 (Re)Association Request.

To

An ESS Supplicant’s SME shall insert the RSN IE it sent in its (Re)Associate Request. The RSN IE is included as transmitted in the management frame. On receipt of the second message the Authenticator’s SME shall validate the selected security configuration against the RSN IE received in the IEEE 802.11 (Re)Association Request.

An Authenticator’s SME shall insert the RSN IE it sent in its Beacon or Probe Response. The Supplicant’s SME shall bit-wise compare the required RSN IE against the RSN IE received in the Beacon or Probe Response. If the second optional RSN IE is present, the STA shall either use that cipher suite with its pairwise key, or it shall deauthenticate. When both Beacon and Probe Response RSN IEs are received by the STA, the Probe Response RSN IE shall be used for the bit-wise compare. In either case, if the values do not match, then the receiver shall consider the RSN IE modified and shall use the MLME-DEAUTHENTICATE.request primitive to break the association. A security error should be logged at this time. 

To

An Authenticator’s SME shall insert the RSN IE it sent in its Beacon or Probe Response. The Supplicant’s SME shall validate the selected security configuration against the RSN IE received in message 3. If the second optional RSN IE is present, the STA shall either use that cipher suite with its pairwise key, or it shall deauthenticate. In either case, if the values do not match, then the receiver shall consider the RSN IE modified and shall use the MLME-DEAUTHENTICATE.request primitive to break the association. A security error should be logged at this time. 

8.4.4

When an IBSS STA’s SME wants to setup a security association with a peer STA, it must first obtain the peer’s security policy using a Probe Request if necessary. The SME entities of the two STAs negotiate pairwise key cipher suites using one of the 4-Way Handshakes. Each pair of STA’s SMEs within an IBSS may use the EAPOL-Key 4-Way Handshake to negotiate a pairwise key cipher suite. As specified in Clause 8.5.2, Messages 2 and 3 of the 4-Way Handshake convey an RSN IE. The Message 2 RSN IE includes the list of pairwise key cipher suites enabled by its sender, and the RSN IE in Message 3 reports the selected pairwise key cipher suite; the Message 3 RSN IE shall specify a single pairwise key cipher suite from those suggested in Message 2, or else the 4-Way Handshake shall fail.

To

When an IBSS STA’s SME wants to setup a security association with a peer STA, it must first obtain the peer’s security policy using a Probe Request if necessary. The SME entities of the two STAs selects the pairwise key cipher suite using one of the 4-Way Handshakes. Each pair of STA’s SMEs within an IBSS may use the EAPOL-Key 4-Way Handshake to select a pairwise key cipher suite. As specified in Clause 8.5.2, Messages 2 and 3 of the 4-Way Handshake convey an RSN IE. The Message 2 RSN IE includes the selected pairwise key cipher suite, and Message 3 includes the RSN IE that the STA would send in a Probe Response.
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