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Abstract

Motions drafted to address Sponsor Ballot Comments on Clause 7 802.11i draft 7.0.

Clause 7
Comment: Moreton-18

In Clause 7.3.2.9.3, change the Bit 0 bullet from:

Bit 0 – Pre-authentication

An AP sets the Pre-authentication Subfield (Bit 0) of the RSN Capabilities field to one to signal it supports Pre-Authentication (See Clause 8.4.6.1), and sets the subfield to zero when it does not support Pre-Authentication. A STA sets the Pre-authentication subfield to zero.
To:
Bit 0 – Pre-authentication

An AP sets the Pre-authentication Subfield (Bit 0) of the RSN Capabilities field to one to signal it supports Pre-Authentication (See Clause 8.4.6.1), and sets the subfield to zero when it does not support Pre-Authentication. A non-AP STA sets the Pre-authentication subfield to zero.

Comment: Moreton-51 Reject
Reject - The proposed information would be of no use unless similar information was provided for all the information elements which is outside the scope of our PAR.
Comment: Moreton-89 Accept
In Clause 7.3.2.9.1, add the following paragraph after the second paragraph:

The Pairwise Key Cipher Suite List contains a series of cipher suite selectors that indicate the pairwise cipher suites contained in the RSN IE.
Comment: Moreton-92 Accept
In Clause 7.3.2.9.1, replace the following paragraph:

The cipher suite selectors XX-XX-XX-1 “WEP-40” and XX-XX-XX-5 “WEP-104” are only valid as a group cipher suite when communicating with pre-RSNA devices.
With:

The cipher suite selectors XX-XX-XX-1 “WEP-40” and XX-XX-XX-5 “WEP-104” are only valid as a group cipher suite in a TSN, to allow pre-RSNA devices to join the BSS.

Comment: Moreton-93 Accept
In Clause 7.3.2.9.1, replace the following paragraph:

The cipher suite selector XX-XX-XX-0 “Use Group Key cipher suite” is only valid as the Pairwise cipher suite. An AP may specify the selector XX-XX-XX-0 “Use Group Key cipher suite” for a pairwise key cipher suite if it does not support any Pairwise cipher suites. An AP shall not specify the selector XX-XX-XX-0 “Use Group Key cipher suite” as the group key cipher suite selector. If an AP specifies “Use Group Key cipher suite” as the Pairwise cipher selection, this shall be the only Pairwise cipher selection the AP advertises.
With:
The cipher suite selector XX-XX-XX-0 “Use Group Key cipher suite” is only valid as the Pairwise cipher suite. An AP may specify the selector XX-XX-XX-0 “Use Group Key cipher suite” for a pairwise key cipher suite if it does not support any Pairwise cipher suites. If an AP specifies “Use Group Key cipher suite” as the Pairwise cipher selection, this shall be the only Pairwise cipher selection the AP advertises.

Comment: Moreton-94 Accept
In Clause 7.3.2.9.1, change the following informative text to normative:

Informative Note: If CCMP is enabled, then the AP will support pairwise keys and thus the suite selector XX-XX-XX-0 “Use Group Key cipher suite” is not a valid option
To:

If CCMP is enabled, then the AP supports pairwise keys and thus the suite selector XX-XX-XX-0 “Use Group Key cipher suite” shall not be a valid option

Comment: Moreton-95 Reject
The Comment suggested to remove Table 2 because it was a repeat of the text above.  Implementation experience has shown that providing tables as this are useful.
Comment: Moreton-96 Accept
In Clause 7.3.2.9.2, replace the following text:

Each AKM suite selector specifies an Authentication and Key Management Protocol (AKMP). The AKM Suite Count field indicates the number of AKM Suites that are contained in the AKM Suite List field.
With:
The Authentication and Key Management Suite Count field indicates the number of Authentication and Key Management Suite selectors that are contained in the Authentication and Key Management Suite List field.
The Authentication and Key Management Suite List contains a series of Authentication and Key Management Suite selectors contained in the RSN IE.
Each AKM suite selector specifies an Authentication and Key Management Protocol (AKMP).
Comment: Moreton-97 Accept
In Clause 7.3.2.9.2, replace the following paragraph:

Informative Note: Selector values XX-XX-XX-1 and XX-XX-XX-2 can both be enabled by an Authenticator.
With:

Informative Note: Selector values XX-XX-XX-1 and XX-XX-XX-2 can simultaneously be enabled by an Authenticator.
Comment: Moreton-162 Accept
In Clause 7.3.2.9.3,add the following text at the end of bullet Bit 1:

The No Pairwise Subfield (Bit 1) shall only be set in a TSN, and when the Pairwise Key Cipher Suite selected by the STA is TKIP.
Comment: Moreton-22, Myles-6 Accept

The comment also wanted to know if by setting the No Pairwise subfield if it implied WEP negotiation.  It does not.
In Clause 7.3.2.9.3, change the third paragraph of the Bit 1 bullet from:

An AP sets the No Pairwise Subfield to 0.
With:

The No Pairwise Subfield describes the capability of a non-AP STA. STAs in an IBSS and APs set the No Pairwise Subfield to 0.
Comment 680, 325, 326
The 802.11, 2003 Reaffirmation has the following,

Clause 7.1.3.1, Frame control field, B14: WEP

Clause 7.3.1.4, Capability Information field, B4: Privacy

TGi changed “WEP” to “Protected” and half-way changed “Privacy” to “Protected”. To remove the confusion, the following removes the inconsistent effort to rename “Privacy” to “Protected”.
Remove the following edits from clause 7.3.1.4

Change first paragraph in clause 7.3.1.4 as follows:

The Capability Information field contains a number of subfields that are used to indicate requested or advertised capabilities. The length of the Capability Information field is 2 octets. The Capability Information field consists of the following subfields: ESS, IBSS, CF-Pollable, CF-Poll Request, and PrivacyProtected. The remaining part of the Capability Information field is reserved. The format of the Capability Information field is as illustrated in Figure 27.

Change figure 27 to:
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Figure 27—Capability Information fixed field

In clause 7.3.1.4 change the following text from

Change the last two paragraphs in Clause 7.3.1.4:

APs set the Privacy Protected subfield to 1 within transmitted Beacon, Probe Response, Association Response, and Reassociation Response management frames if WEP encryption is required for all data type frames exchanged within the BSS. If WEP encryption is not required, the Privacy Protected subfield is set to 0. STAs within an IBSS set the Privacy Protected subfield to 1 in transmitted Beacon or Probe Response management frames if WEP encryption is required for all data type frames exchanged within the IBSS. If WEP encryption is not required, the Privacy Protected subfield is set to 0.

To:

Change the last two paragraphs in Clause 7.3.1.4:

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response, and Reassociation Response management frames if a Data Privacy Protocol is required for all data type frames exchanged within the BSS. If a Data Privacy Protocol is not required, the Privacy subfield is set to 0. STAs within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management frames if WEP encryption is required for all data type frames exchanged within the IBSS. If WEP encryption is not required, the Privacy subfield is set to 0.
In clause 7.3.1.4 change the following text from

STAs (including APs) that include the RSN IE in Beacons and Probe Responses shall set the Protected subfield to 1 in any frame that includes the RSN IE.

To:

STAs (including APs) that include the RSN IE in Beacons and Probe Responses shall set the Privacy subfield to 1 in any frame that includes the RSN IE.

Comment 681

Prior to Table 18, insert the following header,

7.3.1.7 Reason Code field
Comment 682

Prior to Table 19, insert the following header,

7.3.1.10 Timestamp field
Comment 683
Move the following edits from prior to“7.3.2 Information elements” to after “7.3.2 Information elements”,

Insert the following row to “Table 20 – Element IDs”:

	RSN Information Element
	48


Insert the following clause after Clause “7.3.2.8 Challenge Text element”, renumbering Tables and Figures as appropriate:

Comment 641
Delete the following informative note from clause 7.3.2.9.1

Informative Note: The “Use Group Key cipher suite” (selector XX-XX-XX-0) is intended for use only by STAs that have been upgraded to RSNA.

Comment 583

In clause 7.3.2.9.1 after the following sentence,

Use of CCMP as the group key cipher suite with TKIP as the pairwise key cipher suite shall not be supported.

Add the following informative note,

Informative note: If the STAs can support CCMP then there is no need for a weaker data privacy protocol.
Comment 581: Reject

Clause 7.3.2.9, line 7

Comment: Based on the descriptions for the various fields of this information element, and based on the ordering of the fields, it does not seem possible to negotiate for authentication without encryption.
Reject Reason: If no data privacy protocol is used then the session can be hijacked.
Comment 580: Reject

Clause 7.3.2.9, line 16

Comment: The statement is made that "If any optional field is absent, then none of the subsequent fields shall be included".  The present ordering of these fields would imply that the general belief is broadcast/multicast data is more likely to be required than directed data (based on the fact that the Group Key Cipher Suite is first in the list), therefore allowing all directed ciphers to be dropped.  I  disagree with this implication and believe that directed data is more likely to be desired.

Reject Reason: The statement is to allow correct parsing. Will most likely be negotiating the group key cipher. This minimizes the amount of data.
Comment 579

In clause 7.3.2.9 after the following sentence,

The RSN Information Element (RSN IE) contains authentication and Pairwise key cipher suite selectors, a single group key cipher suite selector, an RSN Capabilities field, the PMKID Count and PMKID List. All STAs implementing RSNA shall support this element.

Add the following sentence,

The size of the RSN IE is limited by the size of an information element which is 255 octets. Therefore the number of pairwise ciphers and PMK IDs are limited.
Comment 577: Reject

Clause 7.2.3,

Comment: The RSNIE was added to all of relevant management frames except the "Probe Request".  By including the RSNIE in the "Probe Request" a receiver could use the information to "filter" responses to a station, thus reducing potential collision overhead on the medium.

Reject Reason: From 11.1.3.2.1 Sending a probe response
STAs, subject to criteria below, receiving Probe Request frames shall respond with a probe response only if

the SSID in the probe request is the broadcast SSID or matches the specific SSID of the STA.
Comment 484: Reject

Clause 7.3.2.9.2,

Comment: Why can both AKM types be advertised simulteaneously? Maybe this was changed since previous drafts for good reason unknown to the commenter, but It would seem to me that if there's a AAA server available, you'd always want to use it. Why would you allow PSK also in this case, i.e. dual-mode operation?

Reject Reason: Limiting to one AKM can be done by configuration.
Comment 445: Reject

Clause 7.3.2.9.3,

Comment: if the "least significant bit of …goes into bit 2…" which is the most significant bit, what goes into the bit 3 (least significant of replay counter)

Reject Reason: Shown in figure 10

Comment 402: Reject

Clause 7.3.2.9,

Comment: The protocol only allows the PMKID list to be provided as part of the RSNIE during a reassoc request.  There is no means for the AP and STA to know which PMKID it will use if the list is greater than 1.  The first message of the 4-way handshake does not include an RSNIE and thus the STA has no way to determine which one of the PMKSA's the AP intends to use from the given list. The use of a pre-existing PMKSA should be limited to exactly one.  That is, the STA should only request the (single) PMKID it wants to use.
Reject Reason: From clause 5.9.5, "The Authenticator specifies the selected PMK or PSK key identifier in Message 1 of the 4-Way Handshake." So, the AP and STA know which PMKID will be used.

Annex A

Comment 503 and 691

In annex A, change the following editing instructions from,

Insert the following text to this annex, where “X” in Robust Security Network Association is the next number for the protocol capabilities:

To:

Insert the following text to this annex at the end of A.4.4.1, where “X” in Robust Security Network Association is the next number for the protocol capabilities:
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