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Abstract

Comment resolution text for TGI Sponsor Ballot, covering Clauses 8, 8.1, 8.2, 8.3, 8.3.1, 10.3
(1) To resolve SB comment number 182, in Clause 8.3, replace the following text;
Use of any of the confidentiality algorithms depends on local policies. IEEE 802.11 recommends not using
TKIP except as a patch to pre-RSNA devices, since that confidentially and integrity mechanisms are not as
strong as those of CCMP. RSNA devices should only use TKIP when communicating with devices that are
unable to communicate using CCMP.

With:
Informative Note: Use of any of the confidentiality algorithms depends on local policies. The confidentiality and integrity mechanisms of TKIP are not as robust as those of CCMP.  TKIP is designed to operate within the hardware limitations of a broad class of pre-RSNA devices.  TKIP is suitable for firmware-only, hardware-compatible upgrade of fielded equipment.  RSNA devices should only use TKIP when communicating with devices that are unable or not configured to communicate using CCMP. 

(2) To resolve SB comment number 178, in Clause 8.1.4, change the last sentence of the bulleted item 92) from:

The promiscuous roaming model, in which a STA associates with any AP instead of only authorized APs, does not and cannot provide security in a WLAN.

To:

The STA shares authentication credentials with the AS utilized by the selected AP or in the case of PSK the selected AP.  The SSID provides an unprotected indication that the selected AP’s authentication entity shares credentials with the STA. Only the successful completion of the IEEE 802.1X EAP or PSK authentication, after association, can validate any such indication that the AP is connected to an authorized network or service provider.
(3) To resolve SB comment numbers 347and 349 in Clause 8.1.3, replace the existing text with the following text:  
8.1.3 RSNA establishment

A STA establishes an RSNA in one of four ways.

1. When using IEEE 802.1X AKM in an ESS, an RSNA-capable STA shall use the MAC, SME, and MLME sublayers as well as the IEEE 802.1X protocol to establish an RSNA as follows:

a. It identifies the AP as RSNA-capable from the AP’s Beacons or Probe Responses.

b. It shall use Open System authentication.

c. It negotiates cipher suites during the association process, as described in Clauses 8.4.2 and 8.4.3.

d. It uses IEEE 802.1X to authenticate, as described in Clauses 8.4.6 and 8.4.7.

e. It establishes Temporal Keys by executing a key management algorithm, using the protocol defined by Clause 8.5.

f. It uses the agreed upon Temporal Keys and cipher suites to protect the link. Clauses 8.3.2 and 8.3.3 describe the RSNA data protection mechanisms.

2. If an RSNA is based on a Pre-Shared Key in an ESS, a STA shall use the MAC, SME, and MLME sublayers to establish an RSNA as follows:

a. It identifies the AP as RSNA-capable from the AP’s Beacons or Probe Responses.

b. It shall use Open System authentication.

c. It negotiates cipher suites during the association process, as described in Clauses 8.4.2 and 8.4.3.

d. It establishes Temporal Keys by executing a key management algorithm, using the protocol defined by Clause 8.5. It uses the Pre-Shared Key as the Pairwise Master Key seeding the exchange.

e. It protects the data link using the negotiated cipher suites with the established Temporal Key.

3. If an RSNA is based on a Pre-Shared Key in an IBSS, a STA shall use the MAC, SME, and MLME sublayers to establish an RSNA as follows:

a. It identifies the peer as RSNA-capable from the peer’s Beacons or Probe Responses.

Informative note: STAs may respond to a data MPDU from an unrecognized STA by sending a Probe Request to find out if it is RSNA-capable.

b. It may optionally perform Open System Authentication.

c. Each STA negotiates cipher suites and establishes Temporal Keys by executing a key management algorithm, using the protocol defined by Clause 8.5.  It uses the Pre-Shared Key as the Pairwise Master Key seeding the exchange.  Note that the two peer stations may follow this procedure simultaneously. See Clause 8.4.9.

d. It protects the data link using the negotiated cipher suites with the established Temporal Key.

4. When using IEEE 802.1X AKM in an IBSS, an RSNA-capable STA shall use the MAC, SME, and MLME sublayers as well as the IEEE 802.1X protocol to establish an RSNA as follows:

a. It identifies the peer as RSNA-capable from the peer’s Beacons or Probe Responses.

Informative note: STAs may respond to a data MPDU from an unrecognized STA by sending a Probe Request to find out if it is RSNA-capable.

b. It may optionally perform Open System Authentication.

c. Each station uses IEEE 802.1X to authenticate with the AS associated with the other STA’s Authenticator, as described in Clauses 8.4.6 and 8.4.7. There are hence two authentications happening at the same time.

d. Each STA’s SME establishes Temporal Keys by executing a key management algorithm, using the protocol defined in Clause 8.5. There are hence two such key management algorithms happening in parallel between any two STA’s Supplicants and Authenticators.

e. Both STAs use the agreed upon Temporal Key portion of the Pairwise Transient Key and cipher suites from one of the exchanges to protect the link. Each MAC uses the Group Temporal Key established by the exchange it initiated to protect the multicast and broadcast frames it transmits. 

(4) To resolve issues raised by SB comments 554 and 555, in Clause 8.5.1.2, change the Informative Note text from:

Informative Note: If the AKMP is RSNA-PSK then a 256-bit Pre-Shared Key may be configured into the STA and AP or a pass-phrase may be configured into the Supplicant or Authenticator. The method used to configure the PSK is outside this specification, but one method is via user interaction. If a passphrase is configured then a 256-bit key is derived and used as the PMK otherwise the Pre-Shared Key is used directly as the PMK. Implementations may support different Pre-Shared Keys for each pair of communicating STAs.

To:

Informative Note: If the AKMP is RSNA-PSK then a 256-bit Pre-Shared Key may be configured into the STA and AP or a pass-phrase may be configured into the Supplicant or Authenticator. The method used to configure the PSK is outside this specification, but one method is via user interaction. If a passphrase is configured then a 256-bit key is derived and used as the PSK.   In any RSNA-PSK method, the Pre-Shared Key is used directly as the PMK. Implementations may support different Pre-Shared Keys for each pair of communicating STAs.

(5) To resolve SB comment 236, in Clause 10.3.14.2, change the text as shown:
10.3.14.2 MLME-EAPOL.confirm

10.3.14.2.1 Function

This primitive confirms that this EAPOL- Key frame has been ACKed by IEEE 802.11.

10.3.14.2.2 Semantics of the service primitive

The primitive parameters are as follows:.
MLME-EAPOL.confirm

(






Result Code






)

	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS,
TIMEOUT
	Indicates that the EAPOL-Key frame has been ACKed by the target STA


10.3.14.2.3 When Generated

This primitive is generated by the MAC as a result of an MLME-EAPOL.request being generated to send an EAPOL-Key frame. 

10.3.14.2.4 Effect of Receipt

The SME is notified whether or not this EAPOL- Key frame has been IEEE 802.11 ACKed.
(6) To resolve SB comment number 237, in Clause 10.3.14.3, delete this entire clause, and renumber as appropriate.  The effect of this change is to delete the MLME-EAPOL.indication primitive.
(7) To resolve SB comment number 244, in Clause 10.3.16.1.2 change the text as shown:

10.3.16.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-SETPROTECTION.request 
(
Protectlist

)

Each Protectlist consists of the following elements:
	Name
	Type
	Valid range
	Description

	Address
	MAC Address
	Any valid individual MAC address
	This parameter is valid only when the key type is Pairwise, STAKey, or when the key type is Group and is from an IBSS STA

	ProtectType
	Enum
	Rx, Tx, Rx_Tx
	The protection value for this MAC

	Key Type
	Integer
	Group, Pairwise, STAKey
	Defines whether this key is a Group or Pairwise key, or STAKey key.
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