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Abstract

Minutes of the 802.11 Task Group I meetings held during the 802.11 WLAN Working Group Plenary Session in Albuquerque, New Mexico from November 10th – 14th, 2003.

Monday, November 10, 2003
4:00pm

Call to Order & Agreement on Agenda

Meeting called to order on Monday, November 10, 2003 at 4:02pm by Chair Dave Halasz.

Secretary: Frank Ciotti
Agenda discussion - Proposed Agenda:
· Approve Agenda

· Approve Meeting minutes from Herndon (03/830) & Singapore (03/823)

· Review IP policy & Letters received

· Chair’s status

· LB52, LB57, LB60, LB61 & LB62

· Discuss going to Sponsor Ballot

· LB62 comments, 03/842 spreadsheet

· Any new subjects in LB62 comments?

· Re-affirm motion (Task Group, Working Group)

· Draft D7.0 available from IEEE?

· Public comments about 802.11i draft

· Not meet on Tuesday (work in ad-hoc)

· Comment resolution of LB62

· Prepare package for SB motion in ExComm
· WAPI position

· Submission presentation

· OUI Usage (03/840)

· Controlled port location

· Prepare for next meeting

Chair: In order to go to SB, a motion is needed.  ExComm is comprised of all the WG chairs.  All no votes must be described in a package and what was done to try to address them.
Chair: Stuart asked me to give a presentation on Wednesday on WAPI.  China passed a law in May 2003 requiring WAPI security for WLANs.  The law goes into effect on December 1st.  There are questions about legacy equipment and manufacturing of non-WAPI devices in China.
Comment: Do we know if WAPI is secure?

Chair: We don’t have an answer for that yet.

Comment: Will the WAPI presentation be in TGi or the WG?
Chair: In the WG.

Chair: Regarding the “Public comments about 802.11i draft”.  A public document has been written about the TGi draft.  All our submissions are public.  We need to let ExComm know that we are aware of the public document and wish to go to SB despite it.
Chair: do we want to meet only part of the day on Tuesday instead of not at all?
Comment: I want to make sure we don’t loose time and we can get to SB.  There are times on Thursday that we can give up and attend the Fast Roaming SG meeting if we do not need the time.
Comment: How do we address the Comments that get converted from No to Yes?

Chair: Many have been addressed already.  For those that haven’t we can simply reject.  We could invoke Procedure 10.  During this Plenary, we have to state that we plan to go to SB at the next Interim (January).  I feel this is not a good idea.  There is a lot of consensus currently.  You can’t go to SB if a Yes comment is changed to a No.  There were 14 No votes – that is now down to six.  We want to get the No vote down as much as we can so that the package we give to ExComm is as small as possible.
Comment: Will any of the technical people from China be here for the WAPI presentation?

Chair: no.

Comment: The English version of the document describing how the WAPI meeting went is very different than the Chinese version.
Comment: I propose that we meet Tuesday in ad-hoc until at 4:00pm, and then continue with agenda at that time.
New agenda:
· Approve Agenda

· Approve Meeting minutes from Herndon (03/830) & Singapore (03/823)

· Review IP policy & Letters received

· Chair’s status

· LB52, LB57, LB60, LB61 & LB62

· Discuss going to Sponsor Ballot

· LB62 comments, 03/842 spreadsheet

· Any new subjects in LB62 comments?

· Re-affirm motion (Task Group, Working Group)

· Draft D7.0 available from IEEE?

· Public comments about 802.11i draft

· Meet Tuesday at 4:00pm (work in ad-hoc until 4:00pm)

· Comment resolution of LB62

· Prepare package for SB motion in ExComm
· WAPI position

· Submission presentation

· OUI Usage (03/840)

· Controlled port location

· Prepare for next meeting

Chair: Any Objection to agenda?

none
Meeting minutes approval
Motion by Dorothy Stanley

Move to approve the TGi minutes from Herndon, VA meeting (document 03/830) and Singapore meeting (03/823)
Second: Dave Nelson

Chair: any objection?

None

Motion Passes

Review IP Policy

Two slides requested by WG chair “IEEE-SA Standards Board Bylaws on Patents in Standards” and “Inappropriate Topics for IEEE WG Meetings” were shown and read.
Any objections regarding IP Policy are to be made to either the WG or TG chairs.

Chair: Does anybody have a patent they wish to disclose?

No.
Chair’s Status

LB52 passed 76% (2074 comments) that allowed us to issue re-circs.  LB62 passed with 95% (230 comments).
Comment: Is the 230 comments going to be an issue with going to SB?
Chair: this shouldn’t be an issue since most are editorial and non-technical.
Comment: how long to get through SB?

Chair: I’ll get to that later in the agenda.
802.11i Sponsor Ballot Discussion
Chair: will need to address the current 03/842
Straw Poll by Dave Halasz

TGi should proceed to Sponsor Ballot at this session?
Discussion:

Chair: This straw poll is to get a feel for the direction we should take, and that the Agenda is correct.

Comment: If we feel there are errors in the draft that will be caught in SB, should be go to SB?
Chair: SB voters must be a member of IEEE SA to be eligible.  Then one must sign-up stating they are interested in being a SB voter.  A pool will be selected from those interested parties.  The TGi SB pool was recently re-formed.
Comment: How do you know if you are on the pool?

Chair: you would get a response back.

Comment: is the list of SB Pool members available?

Chair: the SB Pool is not publicly available.
Chair: There pool is limited to about 100.

Comment: who selects the pool members?

Chair:Stuart Kerry.  He selects a balanced set of members based on profile of 802.11 involvement.
Comment: there may be a comment that reveals a significant flaw.

Chair: we need to re-affirm this after reviewing the LB comments.
Comment: How tied are we to the comments in the SB process?
Chair: If we go to SB now and do not reach 75%, we must run another 30day SB.

Chair: Also, with a SB you must reach a 75% return rate.  If not met, then the time is extended.
Chair: If we don’t go to SB now, we push this out 4 months.  We have a good shot at this.  If we go through all the comments and find one that is a valid comment on new subject matter, it may make sense to invoke Procedure 10 at that time.
Comment: How soon do we have to get the SB out?
Chair: After a draft passes SB, it goes to RevComm.  RevComm meets only 4 times a year.
Chair: ExComm will meet on Friday to determine which drafts go to SB.
Chair: If we go to SB, we have a chance to go to RevComm in March.  March is the earliest.  June is realistic.
Chair: The SB processing for the TG is the same as for Letter Ballots.  We address comments returned from the SB votes.
Result: 32-0-6
Making Draft 7.0 Available
Chair: If we make Draft 7.0 available, draft 3.0 will go away.  People and organizations are relying on draft 3.0.

Comment: WPA relies on draft 3.0 with editing instructions.  If draft 3.0 goes away, then WPA will need to get permission to insert the text from draft 3.0 into the WPA draft.  I don’t see this happening.
Chair: This came up as a reason to make the draft available to the people working on WAPI.
Comment: why can’t IEEE make both draft 3.0 and draft 7.0 available.  They can sell both.

Chair: I hope to find out if this is possible by Thursday.
Comment: When TGi is final, will any draft that is posted go away?

Chair: not sure.  We will need to find this out as well.

Comment: if they are making money, why pull them?

Motion by Frank Ciotti

Motion to postpone discussion on making draft 7.0 available for purchase until Thursday’s morning session.

Second: Paul Lambert

Discussion:

None

Any objection?

None 

Motion passes

Public comments on 802.11i draft
Chair: Someone may ask a ExComm member how they could agree to go to SB with this documented issue not being resolved.
Comment: Are we specifically talking about comments from Bob Moskowitz’s paper?
Chair: yes

Comment: I’m not sure this is a technical issue.  Did Bob vote no on going to SB based on this?  
Chair: No, the author of the paper voted yes to go to SB.  
Comment: This is really a matter of educating the user on the level of security.
Comment: There are certain algorithms that use PSK’s that are not subject to offline dictionary attacks (e.g. IKE with PSK)
Comment: This is also an implementation issue.  The vendor could mandate or recommend a more secure passphrase.  The device could also validate a suitable PSK.
Comment: I have no problem with Bob’s article.  I’m concerned that the press will pick-up on this and claim that PSK is broken.
Comment: WiFi has already released a comment on this.
Comment: It would not be fruitful for the Task Group to publicly address this paper.  It may sound defensive.  A short statement from Bob would be more powerful.

Chair: This is correct for us to address as the IEEE responsibility will fall on us.  A statement from Bob will help as well.
Comment: Bob has written a good paper on this.  We don’t need another position paper.
Chair: We can’t respond to the article by saying “go read the article”.  It points out some of the known issues.

Comment: The paper known issues that users should be aware of.  We should not present anything that is defensive.
Comment: At one point in the paper, it states “This offline attack should be easier to execute than the WEP attacks”.  This is misleading/wrong.  Nor does he describe what it takes to truly mitigate it.
Comment: Are we attempting to address Bob’s paper, or the press’ interpretation of the paper?  
Comment: What we are trying to manage here is the public’s perception.  We want to convince people that PSK is not broken if used properly.

Chair: It is proper for TGi to create a position paper on this.
Comment: the position should be that we welcome Bob’s paper, however it does not state that PSK is broken.

Comment: There is also a new article stating that WPA may be less secure than WEP.
Chair: Let’s address the paper itself, rather than the press.  It would be unmanageable.

Comment: Responding to this could put us in a viscous cycle of responding to all future articles on 802.11 security.
Comment: Bob mentioned that he would write an article about this for one of the magazines, so he may be doing a little damage control for us.
Chair: we still need to respond to this.  The WG chair has asked for us to follow up on this.
Chair: Do we have volunteers to help draft a response to this?
The position paper ad-hoc group is: Dave Nelson, Frank Ciotti, Mike Moreton, Andrew Kheiu (See Dave N.).  They will have a draft ready by Thursday
Since we are not meeting in the morning, the position paper ad-hoc group will meet tomorrow morning in the TGi meeting room.

LB62 Comment Resolution

Tim Moore will work with Dave Halasz in changing appropriate comments from Technical to Editorial.
The LB comment processing ad-hoc work will be done in the meeting room tomorrow afternoon.
WAPI Position from the Task Group
· Suggestion

· IEEE 802.11i is working on MAC enhancements for security.

· Desire is for IEEE 802.11i to become an international standard

· Regulatory domain sometimes have concerns. IEEE 802.11 has done work to accommodate, such as IEEE 802.11h and IEEE 802.11j. If there are some regulatory concerns, they can be addressed by a new PAR.

Chair: Stuart has asked that we draft a position paper on WAPI.
Chair: if there are volunteers to help draft a position paper, please see me.
Chair: Any objection to recessing until tomorrow at 4:00pm, with a LB comment resolution ad-hoc at 1:30?

None

Recessed at 6:00pm

Tuesday, November 11, 2003

4:00pm

<resumed at 4:07pm>
ch: We postponed the discussion on draft 7 available until Thursday.  We have ad-hoc work to do.  The WAPI Position paper is 03/910.  The WAPI status is 03/913.  03/842r2 is the LB Comment.  The Public Comments doc is 03/932.
I was also following up with the no voters.  Down to 3 no voters, down from 14.  There are four core comments.

I would like to modify the agenda to discuss the LB No Comments then address the WAPI Position, and then move to LB comment processing.  Is there any objection to modifying the addenda?

None
LB 62 No Vote Status
Ken Clements:

· No SDL updates.  Comment rejected
Simon Barber:

· TGi does not encrypt address 3 & address 4.  Comment rejected
· TGi did not perform authentication before association.  Comment rejected
Russ Housley:

· Would like to have TGi’s key ID’s to be synchronized with EAP the working group’s Key ID’s.  At the time we met with EAP WG, they did not have these defined.  Comment rejected
Chair: We appear to be in good shape for ExComm.
WAPI Status – Dave Halasz – doc 03/913
Chair: We went there as part of the WiFi Alliance.  We are best off letting an organization like WiFi handle this.
Comment: Does the Dec 1st deadline allow no encryption?
Chair: yes.

Chair: The Chinese were not aware of WPA or IEEE.  They know of 802.11 via ISO.
Comment: I believe the Chinese know of 802.11i, but there has been some misunderstanding.  The Chinese govt and military is not permitted to use 802.11b or 802.11g because of the security issues.
WAPI Position paper – doc 03/910r0
Comment: IEEE 802.11 is not an international standard.  The ISO version of it is.  IEEE is not an international standards body.
Comment: There was some discussion on not sending the re-affirmation to ISO.
Comment: the Chinese security solution is not public.  How are we going to accommodate their requirements?
Motion by Dan Harkins
Adopt position stated in submission 03/910r1 regarding WAPI.
Second: Andrew Khieu

Discussion:

None

Vote: 22-0-1 Passes
The chair will make a motion based on this at the mid-session Plenary tomorrow.
LB62 Comment Status
Comment: You should be very careful about re-classifying a comment from technical to editorial.  The commenter could get very upset based on this and use process to disrupt the progress.
Chair: we need to have the TG approve the comments that were re-classified or rejected.
Comment: I don’t see how you can change a person’s comment.
Comment: We are rejecting all editorial comments at this time because we do not want to touch the draft.  We can’t if we want to go to Sponsor Ballot.
Comment: So what reason do we put in the spreadsheet for rejecting?

LB62 Technical Comment Resolution Review – doc 03/842
Comment 41
Commenter was happy with suggested resolution.
Comments 43, 44, 45, 46, 47, 48, 49, 50, 51, 55, 56, 57, 58, 60, 61, 63, 64, 65, 66, 67, 69, 70, 74, 75, 76, 77, 78, 
Chair: any objection to recessing until 7:30pm?
None

<recessed at 5:47pm>

<resumed at 7:50pm>
The chair spoke with several chairs regarding the proper way to move forward to SB with remaining editorial comments.  The suggestion is to reject the comments with the reason stated as “To be addressed in Sponsor Ballot”.
Comments 79, 80, 81, 82, 83, 84, 85, 86, 87, 89, 92, 93, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107, 108, 110, 120, 122, 123, 226, 227, 228, 229, 230
Chair: The spreadsheet document (03/842) will be changed to rev 3 and put it on the server tonight.  This will allow us to vote on the motion at the 1:30 session tomorrow afternoon.
Chair: the next item on the agenda is to prepare the package for SB.  We can work on that in an ad-hoc fashion.
Chair: Is there any objection to proceeding with the position paper on public comments agenda item now instead of on Thursday?
None

Submission: Dave Nelson – doc 03/932r0
Dave: we reviewed this with Bob and he was happy with it.  He also acknowledged that all the information highlighted in his paper was present in the draft.

Chair: Do we want to address the mis-representation by the press?
Dave: We thought it would be best to leave that response to the publicity committee.  We simply supply the facts.
Motion by Dave Nelson

Move that the Task Group adopt document 03/932r0 as a position statement with the following changes:
· The PMK in the title changed to PSK

· Capitalize Key Management in the opening paragraph 
Second: Tim Moore
Discussion:

These changes are reflected in 03/932r1.

Vote: 14-0-0 Passes
Motion by Dave Nelson

Move to instruct the TGi chair to move on behalf of the Task Group that the 802.11 Working Group adopt document 03/932r1 as the Working Group’s position.
Second: Clint Chaplin

Discussion:

None

Vote: 14-0-0 Passes

Motion by Dave Nelson

Move to instruct the TGi chair to move on behalf of the Task Group that the 802.11 Working Group adopt document 03/910r1 as the Working Group’s position.
Second: Clint Chaplin

Discussion:

None

Vote: 14-0-0 Passes
Chair: Next on the agenda are the Submission Presentations
Submission: Dave Halasz – doc 03/840 – OUI Usage
Dave: Xerox owns the OUI 00:00:00.  In Herndon we replaced the OUI’s with TBDs.  The RAC Chair has indicated that TGi does not have the right to use 00:00:00 without Xerox’s permission.  The suggestion is to use TBD’s until the draft is issued to Sponsor Ballot.  A tutorial was also requested on the use of the OUI since this is a new use.
Comment: Can we go to SB with the TBDs in the draft?
Dave: yes.  We will change this to an assigned value sometime in Sponsor Ballot

Chair: Is there any objection to us recessing until 1:30pm tomorrow?

None

Recessed at 9:10pm

Wednesday, November 12, 2003

1:30pm

LB62 Comment resolution discussion – doc 03/842r3
Chair: we need a reaffirmation vote to approve the comment responses to LB62, as well as to indicate that we wish to advance the draft to Sponsor Ballot
Motion to Approve Comments and Proceed with Sponsor Ballot

Believing that comment responses in the document 03/842r3 and the IEEE 802.11i draft 7.0 demonstrate that the IEEE 802.11 WG Letter Ballot rules have reached an orderly endpoint,
Approve comment responses in document 03/842r3 and request the IEEE 802.11 WG Chair to move the IEEE 802.11i draft 7.0 to Sponsor Ballot at the Excom meeting on November 14th, 2003.
TGi Movers: Nancy Cam-Winget/Dorothy Stanley
Discussion:

None

TGi Vote: 26-0-0 Passes

Chair: The next agenda items are to prepare the SB package and to prepare for the next meeting.
Chair: I believe the SB is a 30 day ballot.  I don’t see us having a meeting before the January interim, given the holidays.

Chair: I don’t see any major issues arising.  If you know of any that may, let us know so that we can plan accordingly.
Chair: I plan to work on the SB package in ad-hoc this afternoon.  At 5:30pm we can return and possibly vote on the SB motion.
Chair: Any objection to working in an ad-hoc fashion until 5:30pm?

None

<recessed at 2:00pm until 5:30pm>
<resumed at 5:38pm>
Chair: Dorothy and I worked on the ExComm SB Package document during the recess.  I asked Stuart to review the document and he made some good suggestions.  The Abstract needs to have more detail.  I need to get input from more ExComm members and then make any appropriate changes.  Given the four hour rule, we will not be able to vote on any changes today.  The next time available to vote on this would be at tomorrow afternoon’s session.
Chair: Is there any objection to recessing until tomorrow at 1:30pm?
None

<recessed at 5:45pm>
Thursday, November 13, 2003

1:30pm

Chair: We left off with preparing the SB package motion for ExComm.  Submission 03/956r4 is on the server.  I appreciate the help I received from the TG and ExComm member.
Chair: Stuart stated that we do not need to make a motion in the Task Group to approve the ExComm “No Voter” package doc 03/956r4.
Chair: The next agenda item is the making of draft 7.0 available.  Stuart indicated that if we make draft 7.0, then draft 3.0 must go away.  So we probably do not want to do this.
Comment: Once you go to SB, draft 7.0 will automatically be made available to the public.

Chair: Does that mean that draft 3.0 will go away.

Comment: yes.

Comment: Someone may want to let the WiFi liaison know this.

Comment: Is there anything we can do to allow draft 3.0 remain available?
Chair: Stuart is the one to ask this question.  A motion can be made to request this.
Motion by Dorothy Stanley

Request the IEEE 802.11 Working Group chair to make the IEEE 802.11i draft 3.0 available for purchase even when future IEEE 802.11i drafts and IEEE 802.11 standards are available.
Second: Al Potter
Discussion:

Comment: Against - There is no basis for TGi to make this motion.  The appropriate path is for the WiFi liaison to make this request.
Comment: For - TGi created draft 3.0 and it is being used by others.  I think this is appropriate.

Comment: For - TGi originally asked for draft 3.0 be made available.

Comment: Against - Making draft 3.0 available was a bad idea in the first place.  Subsequent drafts state older drafts are obsolete and incorrect.

Chair: The outcome of this will give direction to the WiFi alliance of our direction on these types of matters in the future.
Vote: 9-5-6 Passes

Discussion: Clint Chaplin – Maintaining 802.11 security after TGi completes.
Clint: This topic came up in the WNG SC meeting this morning.  A method to address this is to form a Standing Committee to advise the WG Chair and to act as consultants to the Task Groups.  A Standing Committee cannot draft a standard.
Comment: how is a SC started?

Clint: A charter is drafted and a formal request is made to Stuart.  I suspect this request will come from the WNG SC.
Comment: How do I participate in crafting the charter?
Chair: Follow the work in WNG.

Comment: Not all wireless groups use the same security method.  
Clint: It has been discussed to form a Technical Advisory Group (TAG) for security for all of 802.  It’s possible that the security SC may evolve into a TAG.
Chair: are there any other discussion topics or submissions?

None

Prepare for Next Meeting
Chair: If the SB closed before the Jan mtg and did not reach 75% then another 30 day is required.  If we did reach 75%, then we could do a 15day re-circ and have an ad-hoc mtg before the March meeting.
Motion by Clint Chaplin
Move to empower TGi to hold meetings beginning in January 2004 as required to conduct business necessary to progress the Sponsor Ballot re-circulation process, including creating and issuing drafts for Sponsor Ballot re-circulation, conducting teleconferences, and handling other business necessary to progress through the IEEE standards process.

Second: Nancy Cam-Winget
Discussion:

None

Vote: 16-0-1 Passes

Chair: That concludes all the agenda items.
Chair: Are there any other items that anyone would like to discuss?

None
Chair: Is there any objection to adjourning?

None

Adjourned at 2:45pm
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