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Abstract

Minutes of the 802.11 Task Group I meetings held from August 26th through 28th 2003 at The Benson hotel in Portland, Oregon.
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Tuesday, August 26, 2003

Call to Order and Agenda 

Meeting called to order on Tuesday, June 26, 2003 at 9:00AM by chair Dave Halasz.

The Chair presented the results of the Letter Ballot (doc 03-659r2).  There were about 850 comments this time vs. about 1400 last time.  The official results are not in yet.  I would like to concentrate on the technical issues this time.  There are about 200 technical ‘Yes’ votes.  We are already pre-authorized to go to another re-circulation ballot in October.
Chair: As before, I am asking for volunteers to address the comments for the various clauses.
Comment: We should generate a document before the September meeting for review.
Agenda:

· Approve Agenda

· Chair’s Status

· Letter Ballot 60 results
· Comment resolution of Letter Ballot 60 (Draft 5 of TGi)

Sub-group leads by Clause are as follows:

Frank Ciotti: 

Clauses 0, 1, 2, 3, 4, 7, 7.3.2.9, Annex A, Annex C, Annex D

Dorothy Stanley:
Clause 5, 5.9.2, 5.9 3, 5.9.4, 5.9.5, 8.5.2, 8.5

Tim Moore:

Editorial, Clause 8.3.2, 8.7, 10, 11

Paul Lambert:
Clause 8, 8.3.1, Annex F

Jesse Walker:
Clause 6, 8.4


Dave Nelson:
Clause 8.1, 8.2
The comments from Terry Cole were not clear.  His comments of “Show changes to baseline text explicitly using underline and strikeout” will be reviewed by the group leads for their respective clauses first.  If they need further clarification, Jesse will speak with Terry directly.
Chair: Are there any presentations?

None

Chair: Are there any objections to breaking into sub-groups for Letter Ballot (LB) processing?
None

Begin ad-hoc at 10:10am

Chair: Tomorrow we will start off the day with a Pre-authentication discussion.
<recessed until Wednesday morning 9:00am>
Wednesday, August 27, 2003

<resumed at 9:15am – Dorothy Stanley taking minutes for Frank Ciotti>
General Discussion Topics:
1. Pre-authentication

2. Terry Cole’s editing instructions

3. WEP was re-written, did we want this?

4. How to describe WPA in the .11i framework

5. PMK caching mandatory – simplify text

6. Dorothy – Clause 5

7. Jesse, Bob – Should SSID be part f the PMKID

Discussion: Pre-authentication
Chair: In San Francisco, there was a motion to remove pre-authentication. The motion failed. Thus we must work to complete pre-authentication.
Comment: We have had to address LB comments on pre-authentication.  We voted to not remove pre-authentication, thus we have to fix it.  We should incorporate relevant portions of the white paper, and add a new Ethertype to convey messages across the DS.

Chair: The Sponsor Ballot date originally given to Wi-Fi was September. Now, we will try to make it in November. We need to be pre-authorized for the Herndon meeting.  Marketing didn’t want to delay this further.  We don’t want to make ourselves irrelevant & do work in Wi-Fi.  There was a big need for WPA.  There is a risk for taking too much time.
Comment: I am concerned that pre-authentication is not defined.  Are we introducing problems?  Will analysis take too long?  There was a motion in San Francisco to remove pre-authentication.  The motion failed 16-14-7.  Not a ringing endorsement of pre-authentication.  Not everyone is very supportive of keeping pre-authentication.  There were Fast Roaming comments on LB57, and we had straw polls.  We had a straw poll – “have cached PMKs”, put pre-authentication there.  Do we want to continue with the pre-authentication work with the risk that it will push us out vs. put it in the Study Group?
Comment: People need to fill in more on pre-authentication.

Comment: TGI voted the way they voted. TGi voted unanimously to put fast roaming in a SG, yet voted to keep PMK caching and pre-authentication.  TGi can’t make up its mind.  I don’t see political will to deviate from the path we’re on.

Comment: The argument that kept pre-authentication in is that TGi wanted an interoperable method that everyone supports to populate the cache.  There may be better solutions, but TGi needs to have one.  On a technical basis, I believe the pre-authentication not solid, but from an interoperability perspective, we need a solution.  Do we as a group care at this time care if there is a way to set the cache in a way that can interoperate?
Comment: Pre-authentication is not the ultimate way that this should be done.  The SG won’t have a PAR for 12 months.  The IETF is working on the AAA part of this.  Without pre-authentication, there will be entrenched proprietary solutions.  Caching without population doesn’t do much.

Chair: Regarding setting direction, the vote was 16-14-7.  This showed that there is an issue.  How many times did OCB come up?  We are better off now having it removed.  Revisiting it was needed.  Positions do change.  I fear that if we do work on pre-authentication, people end up voting against it. I suggest we run a straw poll.
Comment: In response to the concern about non-interoperability in populating the caches, I’m not averse to using another solution. 
Comment: It wouldn’t be available until later.  We  have to go through the process. 

Comment: Consider one of those proposals.
Comment: PMK caching has to be more fully defined.  Fine with populating the caches.

Comment: How do you do that?

Comment: A number of ways in which the cache can be populated.  There is only one in our scope. We should look at others in parallel.

Comment: Shedding the load is a reasonable exercise to conduct.  With all the confusion about pre-authentication, the white paper helped.  PMK caching alone is not sufficient.  The cache can populated via full re-authentication.  This requires full authentication with APs.  The reason the group wants pre-authentication is to have an interoperable method of populating the cache without having to open the full set of options.  If we are suggesting to throw out pre-authentication and investigate another option, it won’t help load shedding. I am concerned that those opposing pre-authentication wanting to help their case in the SG.  This is not what we want to do.  Having one interoperable method to complement caching gets us not the best solution.  But to have something interoperable from day one, takes the pressure off and gets us to sponsor ballot quicker.
Comment: There may be a procedural way around this. We could move the pre-authentication text to an annex. This makes it easier to replace later with what the SG may come up with in the future, and a way to clearly describe the purpose. 

Chair: I am concerned that pre-authentication will extend the approval of TGi.
Comment: Pre-authentication is a very good mechanism in principle and should be standardized.  It should be a part of the fast handoff SG.  The TG vote to not do this.  Internally this is inconsistent.  We can’t have them all.  I have decided to go with the TGi vote, since I want to get done.  In spite of not having it in the SG, the right thing now is to move on. 

Comment: Pre-authentication is distributed across the document

Comment: Leave it in

Comment: Leave it in.  We will get more comments if it is taken it out. There were not many comments objecting to having it in.

Comment: There will be a WPA2.  There are WiFi discussions if there should be a “WPA 1.5” if TGi doesn’t move fast enough.
Comment: Wi-Fi can change the testbed once a  year – issue?

Comment: Not a lot of push for AES only. No MRDs. Wi-Fi not champing at the bit for this. 

Chair: Based on the splitting the PAR discussion in April, many comments indicated that the need is for TGi to finish.

Comment: Wi-Fi and IEEE need each other.  IEEE is needed to develop the 802.11 standard, and Wi-Fi is needed to do the interoperability testing. We were lucky with WPA, it allowed us to fix some problems that couldn’t be found analytically. This is not a question on one or the other being irrelevant.

Comment: Wi-FI and IEEE have a lot of overlap of people.  Battles move from one to the other.  Stuart Kerry is on the Board of Wi-Fi.  Look at it as one body. 

Comment: the membership requirements of the two organizations are different.

Comment: Marketing people always want the solution yesterday.  Security solutions take a longer time.  Best practice is AES competition, and that took 3 years.

Straw poll:
“The work on pre-auth should be removed from 802.11i and moved into the 802.11 fast handoff study group.”

Result: 5-7-1 

Discussion: A Study Group is formed to develop a PAR and 5 criteria.  You’re really asking if this work should go into a WG, if one were to be formed.

Comment: The Straw Poll results shows that there is still no consensus.  Risk in leaving it in or taking it out will block. 

Chair: If there is a comment on pre-authentication, cite this strawpoll.  For example, if a comment stated to remove pre-authentication, cite this straw poll as a reason to reject.
Comment: Now have opportunity to fix technical holes if any on pre-authentication.
Chair: I want to get clear direction on where we’re going.  You should keep going until you know you’re on the wrong path.  Don’t just sit and hem and haw.  Go in the direction of including pre-authentication.  If you thought it was a problem, let the car hit the brick wall.

Discussion: Terry Cole’s Comments on editing instructions.

Chair: Terry’s comments suggest that the subgroups correct the editing instructions, using “Change” as appropriate, and insert/delete.

Comment: Tim offered to incorporate non-controversial changes, these editing instructions fall into the non-controversial category.

Discussion: WEP was Re-written.  Did we want this?
Chair: The original plan was to replace Clause 8.  WEP was re-written to make it clearer.  We received many comments on clarity with WEP.

Comment: I thought the consensus of the group was to re-write WEP.  There were enough comments on WEP.  We should update it to make it clear and correct.  Our changes should be clearer, better, and we must be reasonably sure that it will generate same solution.  Did the WEP changes introduce any other changes?  I agree with updating WEP, but I want a reasonable confidence that it’s correct.

Comment: Regression tests should be performed to determine if WEP was changed.

Comment: All concerns are real.  WEP needed to be re-written for clarity’s sake.  In reality, there is a minor chance to introduce a functional error.  We should add an informational note that refers to 1999 spec.
Comment: Why refer to old the spec?

Comment: If we prove that new description generates the same bug compatible WEP, ok to leave.

Chair: “if” is key.  Who has plans to review this? One person has reviewed it twice.
Comment: I have not looked at this. What was changed - just the description?

Comment: We have a better definition than the 1999 spec.  We had to re-write.  We now have test vectors.

Chair: We should characterize this as a re-write which the group supports.

Comment: Commenter wanted the changes shown as edits to base rather than a complete change.  It would be easier for the WG to review if changes were made clear.

Chair: We should document the result of this discussion as: Yes, we did want to re-write the WEP section: 
Chair: Any objections?

No objections.

Discussion: How to describe WPA in the 802.11i framework (802.11-1999, WPA, RSNIE)

Comment: Have three kinds of devices; 1999 spec, WPA and RSNIE.  The proposed changed text in Clause 8.1.2. defines the term Pre-RSNA.

Chair: I don’t want to draw attention to proprietary solutions.
Chair: We have had questions about the use of vendor OUIs.  We should refer to WPA as an example.

Comment: Does the RSNIE ever have TKIP alone?

Comment: By definition, RSNA STAs have to implement AES, but don’t have to turn it on and advertise it.

Comment: There are 2 ways to advertise TKIP.
Comment: Is it a requirement to offer TKIP in both WPA and RSN IEs?  This is Implementation dependent.

Comment: It’s a Wi-Fi issue for determining which takes precedence.

Discussion: PMK Caching as mandatory in the PICS

Chair: This will simplify the text.

Comment: Today we have 3 cases.  We can eliminate one case.  I propose to say that PMK caching be enabled.  How big a cache you support is up to you (zero ok).
Chair: Options are good when needed, but if it doesn’t provide value, not needed.

Comment: There was a concern with WPA backwards compatibility.

Chair: WPA and 802.11i are different.
Comment: Association request – PMK IEs, and in Message 1, exception there. Different between WPA processing and RSNIEs.

Comment: I am concerned about divergence.  The two will diverge, since WPA is out on the street.  Divergence will prevent adoption.

Chair: WPA was said to be a snapshot of 802.11i.  Pre-auth was in, so was IBSS.  We all knew that there was divergence.

Comment: We need to make sure we diverge only for good reasons.

Chair: This divergence was known, and is being done for a good reason. 

Comment: Moving PMK caching from optional to mandatory.  Harder to implement 

Comment: I want to make sure there are values to move to 802.11i, a compelling reason to migrate. I don’t think it’s a big change.  Just make a cache of 0.

Comment: Agree

Comment: I am coming to realize the value of PMK caching, for users who come on and off in the network, even for a single AP network. I see value in making this mandatory.

Comment: This is one of the divergences that’s worth having.

Chair: Any objection to making PMK Caching mandatory?

No objection.

<end of Dorothy’s minutes>

Discussion: Clause 5 – Various

Letter Ballot Comment 745

This comment was regarding the use of 802.11 MAC Authentication frames to perform the TGi authentication, rather than EAPOL frames.
Comment: We have had discussions, submissions and straw polls on this topic, and the result has always been that the existing 802.11 authentication do not have the necessary mechanisms (no concept of session until after Association) to support robust authentication.
Comment: We could vote to reject certain comments, and this may be appropriate here.  TGi has chosen to use this architecture for technical reasons.  This is the direction we voted on taking, so this also a political issue.
Chair: Having a straw poll on this comment would add clout instead of an individual response.
Comment 745 rejection reasons:
1. The 1999 802.11 standard makes the assumption that there is no session oriented information until after 802.11 Association.  A security association cannot be constructed without the presence of a session.
2. Pre-authentication would not be forwardable across the DS if authentication were to occur using 802.11 MAC authentication frames.  This would limit the flexibility of pre-authentication design.
3. The task group felt is was advantageous to utilize the existing 802.1X EAPOL frames for authentication rather than invent new 802.11 specific frames for this purpose.  When 802.11 1999 was passed, there was no standard for 802 authentication.  However, since then 802.1X has been passed and 802.11i has decided leverage that standard.  

4. The task group felt it was important to remove authentication from the MAC since 802.11 is not the appropriate place to define authentication mechanisms.
Straw Poll by Dave Halasz
For the four reasons stated above, Comment 745 should be rejected.

Discussion:

None

Result: 15-0-1
Discussion item: Should SSID be part of PMK
Comment: This binds the Security Association to the Access Point.
Comment: This would preclude sharing of cached PMK’s among AP interfaces.

Comment: This helps define the scope in which a key is valid.  This is something that all three parties must know.
Comment: If the PMK is bound to the BSSID, how can it be used with another AP?
Comment: It can’t.
Comment: So the only option is pre-authentication?  We can’t move the PMK between AP’s?
Comment: Right

Comment: One option would be to add a new IE that indicates the NAS identifier.  This would allow an AP with multiple BSSID’s to appear as a single NAS to the RADIUS server.
Comment: I feel the PMK should be bound to the SSID.
Comment: But that means the whole network.

Comment: The NAS identifier would then be part of the PMK instead of the SSID or BSSID.
Comment: The 4-way handshake does not need to be changed.   However, we may have to change EAP.
Comment: Why are we doing this?  We are trying to limit the scope of which AP’s the STA sends PMK ID’s to prevent leakage.
Comment: This also limits the scope of where the PMK can be shared.
Comment: If we want to have the NAS ID be part of the key provided to the AP, then that requires a change to the RADIUS server.
Comment: Yes.

Chair: After lunch, we will break into ad-hoc for letter ballot processing

<lunch>
<ad-hoc letter ballot processing>

<recess until Thursday morning>
Thursday, August 28, 2003

<resume>
General Discussions:

· Removal of “Use Group Key” cipher suite
Discussion: Removal of “Use Group Key” cipher suite

Chair: If this is defined in WPA, do we need this in 802.11i?  There are other comments related to this.
Comment: We had a vote if this should be taken out at the last meeting.  The vote indicated it should stay in.

Comment: WPA references 802.11i draft 3.0 which will not always be available.  If WPA incorporates the text from the TGi draft, then we could remove this.
Comment: I suggest that we remove this from the spec, but leave the OUI reserved for “Use Group Key” for WPA only.
Comment: WPA is not a subset of the TGi spec.

Comment: If you want to implement WPA, you must join their organization and obtain their spec.
Comment: “Use Group Key” was added for transitional networks.  If we document transitional operation (TKIP), then this feature should stay.
Comment: We should label TKIP as deprecated so that it will not be used in future designs.
Comment: We should state in the draft that the “Use Group Key” is only for legacy equipment.
Chair: There is also a comment about example 3 in clause 7.3.2.9 that states it is inconsistent with the text.  The example uses WEP-40 for the group cipher suite, and the text states it must be TKIP.
Comment: There is no need for TKIP only, just not CCMP.  Change to WEP and TKIP.
Discussion on Clause 8.4.10 comment 752
Comment: I believe that this exists for synchronization.  If the STA sends a De-authentication which is lost, when the STA Re-associates and the key is not flushed, the STA and the AP will not be able to synchronize keys.
Comment: The commenter would like to change power save mode without having to go through the 4-way handshake again.
Comment: But if the cipher suite is changed, then you must go through the 4-way handshake again.
Comment: We need to talk to the commenter to try to understand what he trying to do and why.
Comment: Our charter is to find security for the general case, not just his.
Chair: Any further discussion?

None

Chair: Break into sub-groups for LB comment processing.

<ad-hoc letter ballot processing>
Meeting adjourned.
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