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Abstract

This document contains the meeting notes from the IEEE 802.11i September 15-19, 2003 interim meeting, held in Singapore.

1. Monday September 15th, 2003

Meeting called to order on Monday, September 15th, 2003 10:45am by the Chair.

Agenda:

1. Review IP policy and letters received

2. Chairs status – LB 52,57,60, Portland OR IEEE 802.11i meeting

4. Comment resolution: 03/683 Submission, Request Submissions for coment resolution, and other submissions

5. Prepare for next meeting

Ch: Any objection to adopting the agenda? No objection. Agenda adopted.

Chair read patent policy as displayed on the slides.

 CH: Any patents to disclose? No, none identified. Any questions on the patent policy? No questions.

CH: Chair Status: Submission 03/683 is a replacement submission incorporating the editorial and many technical comments from LB60. Some comments were submitted as both technical and editoral. The document and comment spreadsheet are on the document server FTP site. These documents are also on a flash card & USB adapter, which are being passed around the room, if you’re having problems accessing the server. Documents were on the server at 10:45am. Thus the vote on this document can happen at 2:45pm today.

C: Spreadsheet shows all but 7 comments pending.

CH: Dorothy is serving as secretary, since Frank can’t make this meeting. If you are willing to help out, let us know.

CH: LB status, LB 52 passed with 76%, 2400 comments, LB57 passed with 78%, 1400 comments, LB 60 passed with 87%, 850 comments. Review the spreadsheet. If we were to vote to adopt document 03/ 683, we wouldn’t be quite at this level; need to verify that all of the comments were addressed. Follow-up with motions, and go to re-circulation again.

Brought up in the ad-hoc, good to follow-up with people who made comments to make sure that their comments have been addressed.

Thanks to Jesse for organizing the Portland meeting. The TG developed 03/683 in Portland.

CH: Are there any submissions? I have one on the PICS, 03/705 – Annex A. 03/704, Clause 7; some of these may have been addressed in 704. 

C: 03/709 Henry Ptasinski, EAPOL-Key Group key encapsulation, 8.5.2. 

C: 03/713 Jesse Reference Diagram, Clause 5.9

C: Have you done one for the MIB comment? 

CH: No, need to do those. Group needs to decide on resolution.

CH: Any other submissions?

C: Pre-authentication text needs to be submitted. Bernard wrote a white paper, need to cut and paste that in as a submission. Need to figure out the process to get an Ethertype.

CH: General discussion topics?

C: Yes. Need to figure out how to get the work done. Tim and Jesse to decide 

C: Terry’s comment on how to incorporate into 2003 version of the base IEEE 802.11 specification. Can’t do deltas until 2003 version is available. Reject the comment since 2003 version not available. Or accept, and get a copy of the 2003 spec to work from. Assign to Jesse. Resolution – reject the comment.

C: Propose informational text on how to avoid man-in-the middle EAP attacks.

C: Bill Arbaugh is putting together a IRTF working group charter. Ask for comments back. Have meetings concurrent with the IEEE meetings. The IRTF group should link up with fast roaming SG. 

CH: Is anyone ready to make motions at this time?

C: Any previous work to capture?

CH: Large amount of work was put in 03/683, can’t vote on this until 2:45pm.

C: Get version 3 of 03/683 from the server or one of the flash cards.

CH: Work in an ad-hoc fashion now, until we can vote on the submissions (have been on the server).

C: Ask one question first: There are 2 comments requesting to merge the .11i MIB into the .11 MIB.

Which way do we want to do it? 

C: Makes sense to merge it.

C: Market will require certification, WI-fi will require that RSN be supported.

C: What is the practical difference?

C: A pain to import MIBS from files. All of other groups have just incorporated their values.

C: Reason was that security was optional.

C: Shouldn’t matter. Can be optional. Easier to work with if integrated.

C: What are the changes?

C: Delete 35 lines from current text. Merge the variables, Compliance section already merged. Add new text on the end, straightforward. Modify the submission to include this.

Ch: Clause C comments – Asking to put formal specification. What do we have in the document?

C: A statement that the specification is for WEP only. Refer to the main body of the text for TKIP and CCMP.

C: Commenter says that this is insufficient. Need a technical response saying why the text is sufficient.

CH: Have seen similar comments, that text is not sufficient. Can make the claim that the text is sufficient.

C: This will be taken to the standards board.

C: Respond that there are a large number of interoperable implementations that are based on this text.

C: But need TGI interoperability.

C: We do have a first cut at the work needed.

C: Need someone to do this.

Ch: This comment has been around several times. Have noted that we could modify annex C. TG decided to go with the response that we have. Current Annex C is incomplete. IEEE 802.3 removed the SDL from their spec. IEEE 802.11i decided to leave Annex C there, and call out that it applied only to the older sections. Commenter will continue with this comment. We can go to sponsor ballot with this. Excom will look at this to decide whether or not to go to sponsor ballot. We were trying to address the comment. Could go back to the commenter. 

C: IEEE 802.11h was allowed to go to sponsor ballot without changes to annex C.

CH: Intent is to move forward, not to be antagonistic. Can continue on this path, or modify the annex. Or identify something else, short of annex C modifications that could meet the commenter’s need.

C: At Excom, they don’t decide if a formal description is needed. Look to see that the process has been followed to adequately deal with the comments. Comment will re-appear at the sponsor ballot. Then need to convince the sponsor pool and standards board.

CH: We have discussed and decided on a direction in the past. Suggest we take a straw poll on direction:

Straw Poll:

IEEE 802.11 Tgi should continue with the current direction of resolution for Annex C comments.

Vote: 18-0-5
CH: Continue and discuss with commenter.

C: Need to craft a technical response:

1. The text does fully define the operation, thus an additional specification in Annex C is not needed.

2. Cite IEEE 802.11h experience

3. The WFA WPA experience was based on the 802.11i Draft 3.0, which did not include Annex C changes. Many interoperable implementations of WPA have been built.

4. IEEE 802.3 has removed Annex C from their specifications. This shows that the section is not required for an 802 specification.

CH; Work this as an ad-hoc discussion? Chair will do this.

C: Comment 742, dealing with countermeasures needs to have the group’s agreement.

C: Need to craft a technical response. 60 seconds is there to rate limit the attacker to one success per year. This was needed to discourage the forgery attacks.

C: The best known attack on 2(32).

C: No, the best is 2(29). Do a statistical survey of binning the hashes.

C: Brought this up several meetings ago. Niels said that this was going down a dangerous path. Being very careful with this. A contrived attack is known, which was 2(30).

C: When one is doing these designs, it’s better to have a margin. Design goal was 2(20). Assume that there is an attack of this type.

C: Setting the bar too low.

CH: Do we want to reject this comment?

C: Yes. Discussion was that we needed to decide the level of discouragement needed. Have 1 year now.

Straw Poll:

Comment 742 should be rejected.

CH: Discussion?

C: If best attack is 2(30), then need 30ms as countermeasure delay to get 1 year.

C: If can’t come to consensus on levels, then can’t come to agreement.

C: Why is this group now worried over DOS attacks?

C: Some VOIP applications want to avoid additional DOS options. If want to avoid this, use AES based encryption, CCMP.

C: If worried about DOS, don’t use this technology.

C: Then why do we have the countermeasures?

C: To prevent confidentiality attacks. 

Straw Poll:

Comment 742 should be rejected.
Vote: 18-1-3
C: Discuss what the level should be used.

CH: Need someone to craft the response. Jesse volunteered.

C: This comment is complaining about dropping all of the users, not the 60 sec duration.

C: Had conversation with David Wagner, agreed that you need a lockout period. What should the duration be? No one really knows.

C: Did a crypto analysis showing 2(29), I’ll upload the paper.

CH: Any objection to meeting in an ad-hoc fashion from not until 2:45pm this afternoon? Look at 03/683, see which comments still need to be included.

No objection. Work in an ad-hoc fashion after lunch.

Meeting called to order at 2:45pm.

CH: Now have motion on Document 03/683 as planned.

Motion: Adopt the text in document 03/683r2 as Version 5.1 of the IEEE 802.11i Draft.

Motion: Tim Moore

Seconded: Henry Ptasinski

Discussion:

C: will it still be able to go through and make sure that all comments have been addresses?

CH: Yes. Still have individual motions for several

C: Ok, just wanted to make sure there will be changes

C: Have found more editorial changes

Ch: We’re not done for the week. Still have changes to make. Follow-up submissions needed now to finish up the spreadsheet. 

C: Need for a wider distribution list?

Ch: Would like to look at the comments in a different light. See how many people have submitted comments, check with these people to see that they are satisfied with the comment resolution. Not everyone is here. Maybe send e-mail to them.

C: 5.1 is not the final for this meeting

C: There may be more changes. If we find more changes, can get these in.

C: This document is the stepping off point for this week, not 6.0.

C: Clean up by the end of this week.

CH: Any other comments?

Vote:  13-0-1 Motion Passes
Motion: In Clause 7.3.2.9.3, add the text “Figure 9” to the end of the third sentence.

Motion made by Tim Moore

Seconded: Clint Chaplin

Discussion: None

CH: Any discussion? None

Ch: Any objection to the motion? None. Motion Passes by unanimous consent. 

Ch: Recess for the day.

2. Tuesday, September 16th, 2003

Ch: Call meeting to order at 10:35AM.

Motion: Reject comment 336 03/659 and include the following text as the reason for rejecting the comment:

While the claim this comment makes is true, there is no evidence that the lack of a formal description makes any difference in practice. Indeed, the evidence is to the contrary. The text of the TGi draft is sufficiently detailed and complete as to permit independent implementations. This claim may be verified by empirical observation. Wi-Fi Protected Access (WPA) is  based on an earlier version of the TGi draft, D3.0. Tgi draft D3.0 was sufficiently detailed to permit independent interoperable implementation of 802.1X supplicants from 4 different vendors, RADIUS servers from 2 different vendors, station NICs from 9 different vendors, and access points from 4 different vendors. This claim may be verified by consulting http://www.wi-fi.org/OpenSection/Certified_Products.asp. 

Aside from key caching and incorporation of the group key into the 4-Way Handshake, the changes to the TGi draft after D3.0 have been exclusively to clarify text, not add new features. This means can we expect the current draft is more easily implemented than D3.0, which has already led to successful independent interoperable implementations. Furthermore, 802.11h was approved without any changes to the formal description in Annex C, and IEEE 802.3 has removed Annex C completely, indicating that IEEE 802.11, 802, and RevCom all believe that updates to the formal description are not necessary for correct and interoperable implementations of the standard. TGi therefore rejects comment 336 of 03/659.
Motion : Jesse Walker

Seconded: Clint Chaplin

Discussion? None

Vote: 16-1-0 Motion Passes.

CH: Discussion on reasons to vote no, if “no” voter is willing to share these now..

C: Many changes being made to the text, in parallel, can lead to conditions where text conflicts with itself.

CH: Have interoperable solutions.

C: Yes. But formal descriptions would prevent conflicts.

CH: Any other discussion? None.

CH: Announcement – Clarify meeting times for tomorrow, Wednesday. We start at 1pm in the afternoon. Some of the early printed sheets showed us meeting at 8am. The graphic is the definitive schedule source.
CH: Read comment 157, and the proposed change.

C: What does this mean?

C: “discard” is the proper word to use, this is what the base spec uses.

:C: Add words saying “without affecting the association state”.

Motion to address comment 157:

Motion to address comment 157: In clause 7.2.2 page 19, line 4, replace

“These frame types shall be checked that the frame body is null and if not discard the frame.”

with

“These frame types shall be checked that the frame body is null and if not discard the frame without indication to LLC.”
Motion : Henry Ptasinski

Second: Jesse Walker

CH: Discussion? None, Objection? None, Motion passes by unanimous consent.

CH: I’ll ask Dorothy Stanley to act as the chair, while I make the next set of motions.

C: Discussion on comment of 03/704. Read through the proposed change. Any discussion? Opinions on adding a cipher, which says, add an option for “no encryption”

C: Does this apply only to the group key?

C: No, table includes Pairwise key.

C: Reason for no encryption?

C: To handle legacy equipment, e.g. for public space hotspot applications. Let station in and then offer encryption.

Motion:  Adopt the changes in submission 03/704 to resolve comment 62.

Motion: Dave Halasz

Second:  None

Motion was attempted but a second failed. Cite this as the reason to reject the comment.

C: Broadcasts need to come from different BSSIDs

C: Not against people coming in with no encryption.

C: If sta understands the ciphersuites, then can at least do TKIP.

C: Hotspot application. Have people who can do encryption to at least

Encrypt unicast traffic. Broadcast in the clear.

C: Authentication doesn’t generate keys today.

C: People want multiple modes on different BSSIDs. In TGI, have logical APs with different BSSIDs

C: Look at comment 159. Table for AKM suite selectors.  Adds text into the middle column to be consistent.

Motion:  Adopt the changes in document 03/704 to resolve comment 159.

Motion – Dave Halasz

Second:  Jesse Walker

CH: Discussion? None, Objection? None, Motion passes by unanimous consent.
C: Next comment is related. Also in AKM suite selector table. Why is there “none” instead of “PSK”

C: Because the authentication is implicit, no explicit authenticaiton, done via the PSK.
Motion:  Adopt the changes in document 03/704 to resolve comment 159a

Motion: Dave Halasz

Second: Dan Harkins

CH: Any Discussion? None, Objection? None, Motion passes by unanimous consent
C: Next comment is on Annex A. Don’t view as controversial.  Look at comment 36. Modifications to the PICS. CF1 is AP, and CF2 IBSS.

Motion:  Adopt the changes in document 03/705 to resolve comment 36.

Motion: Dave Halasz

Second: Jesse Walker

CH: Any Discussion? None, Objection? None, Motion passes by unanimous consent
Chair returned to Dave Halasz 

C: Discussion on Comment 742 Have many attacks, but using different keys. Don’t know who the attack is against. Since packet was received with correct FCS and ICV check. 

C: Attacking different keys, discussed with Neils. Probabalistic versus guaranteed. 

C: Is it really 2(32)?

C: Differential attack against n people – still back to probabilistic attack.

C: Commenter wants less restrictive measures. What does that mean? Could reduce the 60 second limit. No one likes it, but need a compelling argument and need to understand the consequences. Have tried to obtain advice, experts don’t know. It’s a matter of judgement as to what’s a disincentive to an attacker from creating forgeries.

C: Are half blind here. 2(20) is a design goal. Ended up with 2(30). Being cautious, stay with 2(20).  Nobody knows what might come down in the future. Is there a reason to leave it the way it is? There are deployed products, which use this value. All for making a change if we know that there is a better value. But we don’t 

C: If the best attack is 2(30) then some number of milliseconds is the right order of magnitude. There hasn’t been a lot of experience with Michael.  AES, RSA have been extensively studied. There has been some study of Michael, but a lot of unknowns.  Not evident that people are going to try to use this attack. If they want to do DOS, there are easier ways. Have to work hard to make a Michael attack work. Try to create a forgery.

We do allow the STA to associate to another AP.
Straw poll: 

Comment 742 should be rejected.

Vote: 8-2-9

Consensus is to reject. Need to craft the text including reasons.

CH: After lunch, continue with comments that need more time on the server. Continue at 1:30.

CH: Any objection? None. Meeting recessed until 1:30pm.

CH:Call meeting to order at 1:30pm.

C: Document 03/709, Deals with encapsulation of the GTK in the 4-way handshake. Changes are propoed to make it cleaner, more extensible.  Key ID is now reserved, key data field as TLV. Allows key data field to be used for other purposes.

Ch: Why was this done?

C: GTK encapsulation – added on GTK to existing list. 

C: Easy to chain these together, multiple keys, group key plus PMKID. Makes it extensible. Each one is self describing as in IEs. 

C: Isn’t this the same as a proposed change in SF?

C: No, this is different.

C: This turns the data field into a generic place to add extensions.

C: This is a good thing to do. Once EAP keying is done, there may be additional info that needs to be included in the message. If a higher-level protocol adds info, this can easily be done. The real problem is there is never an assertion by the AS of who the client is talking to. This gives a way to convey this info in the future.

C: Use the flag so that key data is protected. One flag controls whether or not the entire structure is encrypted or not.

C: May want to have one that’s generic, and others that are specific to the field.

C: Chained together like IEs are in beacons. Right now, couldn’t insert something ahead of the GTK. Using the OUI allows for vendor specific changes.

Motion: Adopt the changes in 03/709r1 to address comments 197 293, 367, 733, 734,735, 844,

And correct the spelling of “shal” to “shall”.
Motion: Henry Ptasinski

Seconded:Clint Chaplin

CH: Any discussion?

C: Are there restrictions on the data which sould be included?

C: No restrictions. Receiver must ignore fields it does not understand.

C: Calling it “key data” then is not completely accurate. 

C: Could change, usage is widespread

Vote: Motion passes 15-0-4

C: Need to examine this mechanism to make sure that a subliminal channel is not introduced. 

C: Look at 03/744. This includes a number of editorial changes people identified in 03/683 and the changes needed to include the .11i MOB into the .11 MIB.

C: Are the MIB numbers correct?

C: As correct as can be.

Motion:  Adopt the changes in document 03/744r1 to include the 802.11i MIB as part of the 802.11 MIB, and include selected editorial fixes.

Motion: Tim Moore

Seconded:Jon Edney

CH: Any discussion? None.  Any Objection? None, Motion passes by unanimous consent.
Motion: Adopt the following changes:

Clause 8.1

Delete last 2 sentences since definition in clause 3

This standard defines two classes of security algorithms for IEEE 802.11 networks: algorithms for creating and using a Robust Security Network Association, called RSNA algorithms, and pre-RSNA algorithms. Pre-RSNA Devices implementing Robust Security Network Association algorithms are called RSN-capable. STAs are otherwise referred to as pre-RSNA.

Clause 3

Pre-RSNA Equipment:  A device is said to be Pre-RSNA Equipment if it is not capable (due to configuration or design) of creating Robust Security Network Associations.

General

Replace “non-RSNA” with “pre-RSNA” – 4 occurrences

8.4.4.1 – 3 occurances

11.3.1 also remove “capable”
Motion: Tim Moore

Second: Kelly McClelland

CH: Any Discussion? None. Any Objection? None, Motion passes by unanimous consent.
Motion: Reject comment 742 and include the following text as the reason for rejecting the comment:

The counter-measures represent a compromise, to do what is feasible within the MIP constraints of legacy equipment. As a compromise, it makes many unhappy, because TKIP becomes inapplicable to some market segments. But TKIP also fails to provide the security guarantees of the more robust design based on AES, so makes the security community unhappy.
The comment suggests that failure to receive data is the only critical problem. But it is just as dangerous to interpret forged data as authentic. The suggested change increases the chance of undetected forgery, and this is a dubious bargain.
Motion: Jesse Walker

Second: Dorothy Stanley

Ch: Any wordsmithing? 

Ch: Are we on the right track?

C: Yes, on the right track. Discussed in the past – fix WEP, or just do AES.

Decided to fix WEP. Not able to do everything. Fits in the spirit of the solution.

C: Originally had more text. TKIP not acceptable for govt, financial markets. The best we can do.

C: Hard to define “best”. Should be able to use less than 60 sec.

C: Suggestions fo rcompelling reason?

C: No justification for 60 sec. Design goal required 60 sec shutdown, instead of looking at the results of the solution.

CH: Straw poll indicated agreement (or not) on disposition. Still need to make a motion. Wordsmith the comment? Does anyone want to change the wording.

C: Don’t believe the change increases the change of unprotected forgery.

C: If we reduce the number, we don’t know what the safety margin is. We’re walking blind on this. 

C: Have convinced ourselves that waiting a minute will be a deterrent to people launching forgery attacks. Does not deter DOS attacks. But there are easier ways to do DOS>

CH: Any Discussion? Any Obection?  None

Vote: 15-1-0 Motion passes. 

CH: We therefore reject the comment.
Motion: For the four reasons stated below, comment 745 should be rejected. 

1. The 1999 802.11 standard makes the assumption that there is no session oriented information until after 802.11 Association.  A security association cannot be constructed without the presence of a session.

2. Pre-authentication would not be forwardable across the DS if authentication were to occur using 802.11 MAC authentication frames.  This would limit the flexibility of pre-authentication design.

3. The task group felt is was advantageous to utilize the existing 802.1X EAPOL frames for authentication rather than invent new 802.11 specific frames for this purpose.  When 802.11 1999 was passed, there was no standard for 802 authentication.  However, since then 802.1X has been passed and 802.11i has decided to leverage that standard.  

4. The task group felt it was important to remove authentication from the MAC since 802.11 is not the appropriate place to define authentication mechanisms.
Motion made by Clint Chaplin

Second: Henry Ptasinski

Discussion

CH: Any objection to adding the word “to”? No. Accepted.

Vote: 19-0-0 Motion Passes

CH: At this point, ready for Bill Arbaugh’s presentations. Any objection to recessing until 3:30pm this afternoon?

No objection. Recessed.

CH: Convene at 3:35pm with Bill Arbaugh’s presentations

C: See document 03/731.

PSK with everyone using the same PSK. Insiders have active and passive attacks.

· An insider can capture the 4-way handshake and derive the PTK, then intercept traffic passively.

· - An insider can establish a man in the middle easily. Act as the AP.

· All by insiders, but no-one really cares about insider attacks.

Certificate system flaw: How does the STA know that the presented certificate belongs to an AAA server?

No way to verify that it comes from the server, someone can come with a valid cert, and act as a man-in-the-middle


MSFT caught this in L2TP and carried the prevention technique to EAP/TLS. Kudos to Microsoft on this one..


XP requires both a server and client OID in certificates

C: STA only accepts a server cert with the proper OID, Assumes CA only issues OID to AAA servers.

C: Recommend adding inforational text to the draft explaining the dangers of PSK and strongly suggesting the use of both a server and client OID.  Seek approval by the appropriate body of standard OIDs.

C: How does the OID help? Couldn’t I just buy a server?

C: Yes, but you wouldn’t get a server cert from the CA. CA is trusted.

C: Admin of the CA determines who can get a server OID.

C: For the auth to be meaningful, have to have conventions like this, or know the credential of the other party.

C: Many people just want to do pre-shared key. They need to be aware of this.

C: Need to point out limitations of PSK. 

C: PSK has its use – e.g. SOHO. But some enterprises plan to use it, too much overhead with IEEE 802.1X.

C: Same thing happened in IPSEC.

C:  If education is the problem, go to the Wi-Fi Alliance.

C: Need text in draft for CYA. 

C: WFA asking for deployment strategy.

Straw poll by Bill Arbaugh: 

The draft should include text indicating that PSK systems are vulnerable to insider attacks. 

CH: Any further discussion? None.

Vote: 18-0-5

Straw poll by Bill Arbaugh:

 The draft should recommend using EAP methods whose credentials differentiate between server and client roles. One example is the use of EAP-TLS digital certificates with client and server OIDs.
C: Should be more general. Credentials should differentiate between the client and server. Need a way to determine that the credential is valid. Works in an enterprise, may not work in a hotspot. 

C: Server role is indicated by the OID. 

C: Is a cert for the auth server needed?

C; Within a domain, a mail server can masquerade as a AAA server. 

C: Should have a way to determine that it’s a server of the type you expect. Ideally the OID would specify server type. 

C: Sometimes have a device acting as server and client – print server.

C: If have both, that’s ok. You’ve been authorized to have that role. 

C: We haven’t put this kind of info in the draft.

C: Clause 5.2.2.2 and 8.1.4 (informational) describe usage of EAP methods. Can add the text there.

C: Examples help to clarify the intent. Like to see them.

CH: Any further discussion? None.

Vote: 17-0-4
Document 03/746 – Proposed IRTF Research Group on Fast Hand-offs

C: Encourage research, and derive standards based on experimentation. Clear that fast roaming support will require work at layer 3. A research group is less formal than an IETF WG and the basis for drafts is experimental. IRTF RGs have had good success in moving ideas from the lab to standards in the past. A good way to link with 802.11

C: Draft charter available, located in tgi’s working area. Contact Bill Arbaugh or Insun Lee insun@samsung.com if you are interested in being a charter member.

C: Fast roaming is a name that can be applied to a multitude of domains.

C: Looking at NAS-AAA interaction and inter-domain and intra-domain handoffs.

C; Need to have a summit among all the groups that are working on fast handoff. 

C: Make something that works. About 75% of the code needed for the NAS-AAA interaction is in a testbed.

C: IRTF can be restricted in membership. Can operate in closed mode. The chairs determine the mode. Start in Open mode. Go to closed if needed. 

C: Has the group been chartered?

C: Russ Housley has briefed the IESG. Charter being developed, with list of members. Vern Paxon then approves or not. He passes it to the IESG, they approve or not.

C: Result is a set of RFCs.

C: E-mail list will be going when have members.

C: Do need to have a summit. Need to work the politics. Many groups looking at this from different points of view. 

C: Goal is to work closely with IEEE. There are several groups within IEEE. 

C: Of all those groups there are few with validity. Need standards for these types of solutions. IRTF is a good place to go. Seamoby hasn’t come through.

C: Will there be so many participants that you can’t make progress?

C: If it gets to that point, close the group.

C: Conflict – IEEE 802.11 has to create consensus. 

Document 03/713. there were 2 Comments 370 and 658, asking for an architecture diagram.

Motion: Instruct the editor to Replace figure 11 in clause 5.9.5 with the figure in document 03/713r1. 

Motion: Jesse Walker

Second: Andrew Khieu
C: Why is the controlled port in the MAC?

C: The natural point is above the MAC. But packets don’t cross the MAC SAP until keys are in place.

C: In the original diagram the DS interface isn’t drawn. Hasn’t been included as an architectural element.

C: Is this the right place for the 802.1X interface?

C: Yes.

CH: Any Discussion? None. Objection? None. Motion passes by unanimous consent.
Motion: PMKID – Comments 112, 113, 386, 421, 422, 662, 732

Motion to delete from 8.4.1

first bullet from PTKSA

•
PTKID, as defined in Clause 8.5.1.2. The PTKID identifies the PTK security association.

first bullet from GTKSA

•
GTKID, as defined in Clause 8.5.1.2. The GTKID identifies the GTK ID.

delete from 8.5.1.2

A PTK identifier is defined as


PTKID = HMAC-SHA1-128(PTK, "PTK Name" || SSID)

where the length of the SSID is the length from the SSID IE.

delete from 8.5.1.3

A GTK identifier is defined as


GTKID = HMAC-SHA1-128(GTK, "GTK Name" || SSID || BSSID)

where the length of the SSID is the length from the SSID IE.

Motion: Tim Moore

Second: Dan Harkins

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
C: There are two categories of remaining comments on PMKID. Would be ideal to have a PMKID that is the same as that which the EAP group is coming up with, and a couple of changes to cover corner cases.

C: Could reject the comments, with the explanation.
Motion: Reject Comments 112, 386, 662, with the following rationale:

We do not want another dependency on a draft standard. We may re-consider this when EAP Key naming becomes a standard.  Synchronize with the EAP group at the October 802.11i meeting. We will continue discussion with the EAP group for alignment, prior to the 802.11i Sponsor ballot submission.
Motion: Tim Moore

Second: Jesse Walker
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Motion:  


PMKID = HMAC-SHA1-128(PMK, "PMK Name" || BSSID || STA-MAC-Addr)

Change to



PMKID = HMAC-SHA1-128(PMK, "PMK Name" || Authenticator-MAC-Addr || Supplicant-MAC-Addr)
Motion: Tim Moore

Second: Dan Harkins
CH: Discussion on the motion?

C: Should the BSSID be tied into this?

C: In dual mode a/g/ might have different MAC addresses. Now, need to re-authenticate.

C: In an IBSS – issue with BSSID? 

Vote: 14-0-3 Motion passes.

C: One more case to consider. Some applications will require sharing PMKIDs on the STA.

C: With this current definition, can share on the AP side. 

C: Dangerous. Client will need to be re-written. Need a way to know that auth has happened.

C: Need to be consistent – AP and STA side.

C: Define AP first. AP can be a  physical box with a set of APs inside. 

C: Have a problem with the definition.

C: Clients with multiple MAC addresses. Currently can’t share. MAC address is the only identifier. When that changes, it’s a new peer, unless there is a mechanism to say that it’s the really the same peer. 

C: If MAC addresses are in the same box, OK. But no way to prove this.

C: Might be possible to fix in the keying framework. 

C: Otherwise need to add in other IDs.

C: Time check. Dinner break is now at 5:30pm. Recess until 7:30 pm.

CH: Call the meeting to order at 7:47pm.

CH: TK Tan and Bruce Cramer would like to review the AD-Hoc AP par and 5 criteria with us. They’ll come tonight.

MIB variables proposal 03/753 – Tim Moore

C: Folks at MSFT looked at MIB variables that would be useful to de-bug connection problems. List of 7 variables, store globally or per-sta, of what was negotiated. Identify policy de-bugging. RSN config entries allow either one globally, or per client.  One gives more info, but takes more memory.

C: Can multiple auth suites be requested?

C: It’s always one.

C: Why not enhance tracing capability?

C: Yes, but this is for the AP, and we don’t control the AP. Equivalence for this in 802.11 for other variables. 

C: Are these variables mandatory?

C: Yes, none of the MIBS are optional. If implement the feature, have to implement the MIB. 

C: This is info that a support organization would love to have.
Motion: Add the MIB variables and definitions in 03/753 to the draft.

Motion: Tim Moore

Seconded: Andrew Khieu

CH: Any Discussion? 

Vote: 8-1-0 Motion passes
C: Curious, what is the objection?

C: Just don’t want to implement it. We have very good tracing implemented already.
Ch: Have one PMKID comment left, Clause 8.4 comments, and presentation from TK Tan on Mesh network PAR and 5 criteria.

C: Recess for 30 minutes.
Presentation by WNG – Par and 5 criteria for ESS Mesh

C: Build an ESS Mesh – extend WDS.

C: Why bypass SG phase?

C: If we look at the time to a result, can’t see something that 6 months of study will produce which would change what we would undertake. Have a demonstrated protocol to start with. 

C: There must be a reason for the SG.

C: Mesh has been demonstrated as working. Scope of problem is defined.

C: Trying to form TG around something that you already have, rather than letting people come in with proposals.

C: Disagree. Have a protocol, but PAR does not bind us to it. Is a point at which to start.

C: Is there a designated AP that is “special”?

C: No restriction to this in the PAR.

C: Review scope of project as defined.

C: Securing a MESH network is difficult. Try to limit the scope, so that it can be secured. Assumptions so far are that the APs be controlled by a single administrative entity.  

C: What sort of security are you looking for? Sender is the real sender? End to end or hop by hop security? Tgi is hop by hop security. 

C: Control the APs as in an ESS today. 

C: Need to avoid the rogue AP problem.

C: APs are the devices that build the mesh. The mesh is dynamic. Each AP must trust the others.

C: Keep tkinking about the IP multicast problem. One AP is the designated AP for authentication.

C: Could you look at this as Pre-shared Key IBSS?

C: Are you trying to make sure that all of the clients and APs are securely enrolled and sending authorized traffic? 

C: Intent is to narrow the problem to securing the APs only. Re-use existing mechanisms for the clients. Add just what is needed for the WDS extensions. Client shouldn’t have to differentiate and be aware that there is a mesh. What are the problems that we have to solve?

C: Next hop needs to be secure. Need a way for the clients to authenticate the APs.

C: The mesh is creating connectivity between APs. Client sees APs as it does today.

C: Remove magic constants. 32/255.

C: Need to make this a bounded problem. The IETF has been looking at very large networks.

C: 32 comes in for convergence reasons. Might want to allow variation.

C: Word “target” is used – a necessary ambiguity.

C: In WDS, TA and RA are unicast. Don’t broadcast traffic. 

C: In the 4 address frame format, don’t have broadcast. 

C: What happens to a broadcast packet?

C: AP has to protect the routing info. The AP must encrypt and decrypt on each hop.

C: Registration of APs. How to securely add it to the mesh. Same admin domain, with credentials.

C: Is there a requirement to re-key the mesh when an AP leaves?

C: There are ways to do this in the key hierarchy?

C: Can you have mixed wireless and wired?

C: Current view – just wireless, with link to wire.

C: Similar to and IBSS, use this as a basis.

C: Within an ESS, could some of the DS links be wired? Probably need to allow for this.

C: Portals are used, a gateway to another 802 subnet. Can gateway though a router. 

C: ESS may have a mix of distribution links. There are security implications. The DS can be wired in .11. Here, have to address security on the wireless link. Some APs on wireless, some on wired. Explicit topology information.

C: Setting up the “routing info” is this being set up over the wired link? No.

C: Including both will make the problem more complex.

C: If we bound the problem as stated, is the wording that is in the scope reasonable from a security standpoint? 

C: No Phy changes are in scope.  Limit scope to a single admin domain – to bound the problem.

Straw poll by Steve Connor: The following security scope within the proposed IEEE 802.11 ESS Mesh PAR is reasonable:

The amendment shall extend IEEE 802.11i security mechanisms for the purpose of securing an ESS Mesh in which all of the APs are controlled by a single administrative entity.

Vote: 20-0-1 

CH: Recess until 1pm Wednesday?  No objection.

3. Wednesday, September 17th, 2003

CH: Call the meeting to order at 1:10pm.

CH: One PMKID comment, Clause 8.4, Pre-auth submissions. Want also to look at comments by submitter. 

C: Want to do Clause 8.4 and the pre-auth text first. 

C: Document 761 includes the Clause 8.4 motions.

Proposed Motions:

Comment 17: In 8.4.1, how does there exist more than one PMK between an AP and a station?  It follows from the fact that a client will maintain only one assocation at a time?
Motion: After bullet 2 of the list for establishing a new security association, insert the informative note:

Informative Note. It is possible for more than one PMK to exist. As an example, a second PMK may come into existence through PMK caching. A STA might leave the ESS and flush its cache. Before its PMK expires in the AP's cache, the STA returns to the ESS and establishes a second PMK from the AP's perspective.
Motion: Jesse Walker

Second: Clint Chaplin

CH: Discussion on the motion?

C: Why is a history kept?

C: PMKs come from different sources

C: Might come from pre-authentication

C: No requirement to cache more than one, but not prohibited.

C: Why would a STA rely on the cacheing?

C: 0,1, or more can be cached.

C: Can’t guarantee the state making sense.  State most often makes sense with distributed datatbase if the network can be partitioned. We have a partitioned network.

C: PMK – Auth server and supplicant. AS gives to Authenticator.

CH: Any more discussion? None. Objection? None. Motion Passes by unanimous consent.
Motion: Change the sentence “A STA roaming within an ESS establishes a new security association by one of three schemes” 

to 

“A STA roaming within an ESS establishes a new PMKSA by one of three schemes”.
Motion: Jesse Walker

Second: Tim Moore
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comments 85, 98, 406: In 8.4.1, the commenter thinks it is more reasonable to include SSID in PMK SA rather than in PTK and GTK SA, and believes that the credential which will produce PMK during EAP authentication process will be choosen by SSID.

Motion: Add the following text after the list of PMKSA attributes:

Also included in the Authenticator PMKSA is every authorization parameter specified by the AS or by local configuration. This can include other parameters, such as the STA’s authorized SSID.

CH: Discussion on the motion?

C: Not sure this was agreed to in Portland. We should say yes or no to this, not weasel around it. Why stop at the SSID?

C: This may or may not be there.

C: How does the supplicant know the auth parameters?

C: If state is not synchronized, that’s an avenue for attack. Have worried about this.

C: This is normative text. Not externally visible, so shouldn’t be normative.

C: To make it work, need this. Supplicant and Authenticator SAa are different. Auth parameters are a function of local policy.

C: Wordsmithing?

C: Make it an informative note?

C: 

Straw poll: We should make this text an informative note.

Vote:  8-0-10
Motion: Add the following informative note after the list of PMKSA attributes:

Informative Note:

Also included in the Authenticator PMKSA is every authorization parameter specified by the AS or by local configuration. This can include other parameters, such as the STA’s authorized SSID.

Motion: Jesse

Second: Tim

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 174:  8.4.1 has the text: "In a BSS, there is one GTK".  The definition of BSS  is "IBSS or Infrastructure BSS" so this is incorrect.

Motion: Replace “In a BSS, there is one GTK SA” 

with 

"in an Infrastructure BSS, there is one GTK SA ".
Motion: Jesse

Second: Kelly McClelland
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 175: 8.4.1, in its description of roaming step 1, it uses “cryptographic keys” to mean “temporal keys’, while step 3 uses the same term to mean "PMK"

Motion: Replace both instances of “cryptographic keys” in step 1

With

 “PTKSA,” and the instance in step 3 with “PMK”.
C: Clean up terminology. 

Motion: Jesse Walker

Second: Gary Spiess
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 378: This comment on 8.4.1 asks what are the units for the PMK Lifetime.

Motion: Replace “Lifetime” in the list of PMK attributes 

with 

“Lifetime, specified by the lesser of the dot11RSNAPMKLifetime MIB variable and the AAA session timeout attribute”. 

Motion: Jesse Walker

Second: Dan Harkins

C: Portland discussion. People getting confused w/ timeouts. Session timeout starts when 4-way handshake completes.

C: AAA delivers a key and the lifetime of the key. PMK lifetime bounds length of all possible sessions with the PMK. Can have lifetimes for the PTKS. 

C: This argues for this as part of the PTK SA. 

C: Re-auth is for re-auth, not a new key.

C: The key stays as long as the PMK lifetime. 

C: Need another discussion. On the informative note.

C: Suggest lesser of 2 values and the AAA session timeout attribute”. Why does EAP care? EAP has nothing to do with lifetimes. Doesn’t know about lifetimes.

C: AAA server tells how to use the key

C: Key lifetime and session lifetime (governs authentication)  are different.
Vote: 9-1-6 Motion passes.

Comment 408: In 8.4.1 the PTK SA should not include SSID.

Motion: Remove the SSID from the list of PTKSA Attributes. 

Add the following sentence after the list of PTKSA parameters as an informative note

Informative Note:

The PTKSA may include any authorization parameter specified by the AS or by local configuration. This may include the STA’s authorized SSID.
C: Is there another comment dealing with the GTK? 

C: GTKS global across multiple Auth sessions.

C: One bradcast group per bssid.

C: SSID remains as SA?

C: The SSID is part of the GTKSA.

Motion: Jesse Walker

Second: Tim Moore
Vote: 14-0-4 Motion passes

Comment 409: In 8.4.1 the PTK SA should include BSSID and STA MAC address.

Motion: Add “Authenticator MAC address” and “Supplicant MAC address”  to list of PTK SA elements.

C: No inheritance structure is defined. Need to make these explicit

Motion: Jesse Walker

Second: Tim Moore
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 432: 8.4.1 includes the incorrect phrase “it is the same as the EAP SA”

Motion: Change the sentence “When the PMKSA is the result of a successful IEEE 802.1X authentication, it is the same as the EAP Security Association from the EAP authentication.”

 to 

“When the PMKSA is the result of a successful IEEE 802.1X authentication, it is derived from the EAP Security Association from the EAP authentication.”
Motion: Jesse Walker

Second: Tim Moore
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 724: In 8.4.1, in an IBSS the addresses used in the PMKSA definition are ambiguous.

Motion: In "The PMKSA consists of the following elements ... BSSID ... STA-MAC-Addr", 

change 

"BSSID" to "Authenticator MAC Address" 

and

 "STA-MAC-Addr" to "Supplicant MAC Address"
Motion: Jesse Walker

Second: Henry Ptasinski
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 725: In 8.4.1, the GTKSA element list should include Authenticator/TA MAC address if direction vector is receive (at least for IBSS).
Motion: Add Authenticator MAC Address to element list. 

Motion: Jesse Walker

Second: Kelly McClelland
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 772:  8.4.1 says "If it does not have a cached PMK for …"
Motion: Change this to "if it does not have a cached PMK for any of the supplied…”

C: Defer to later.

Comment 726: In 8.4.2, Since the RSN IE contains a single version number, this requirement 

"A STA shall request the highest Version field value it supports among all those a peer STA advertises" is confusing
Motion: Change to 

“A STA shall request the highest version field value it supports that is less than or equal to the version advertised by the peer STA.”
Motion: Jesse Walker

Second: Gary Speiss
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 107, 383, 510, 669: In 8.4.4, the purpose of including cipher suites in the beacons and probe responses is to advertise capabilities.  How else would STAs determine if they can communicate compatibly?

Motion: Delete the first Informative Note from 8.4.4, and change the paragraph

The IEEE 802.1X entities of two directly communicating STAs negotiate pairwise key cipher suites using one of the 4-Way Handshakes. Thus, each pair of STAs within an IBSS may use the EAPOL-Key 4-Way Handshake to negotiate a pairwise key cipher suite. As specified in Clause 8.5.2, Messages 2 and 3 of the 4-Way Handshake convey an RSN IE. The Message 2 RSN IE includes a list of allowed pairwise key cipher suites, and the RSN IE in Message 3 reports the selected pairwise key cipher suite; the Message 3 RSN IE shall specify a pairwise key cipher suite from those suggested in Message 2, or else the 4-Way Handshake shall fail. Beacons within an IBSS shall specify an empty list of pairwise key cipher suites.

to read:

In an IBSS, all STAs must use a single broadcast cipher suite, and all STAs must support a common subset of unicast cipher suites, but any pair of STAs may negotiate to use any common unicast cipher suite they support. Each STA shall include the broadcast cipher suite and list of unicast cipher suites it supports in its Beacons and Probe Response messages. If the broadcast cipher suite is not the same, then the two STAs shall not establish a PMKSA between them. Similarly, if their unicast cipher suites do not overlap, then the two STAs shall not establish a PMKSA between them.

The IEEE 802.1X entities of two directly communicating STAs negotiate pairwise key cipher suites using one of the 4-Way Handshakes. As specified in Clause 8.5.2, Messages 2 and 3 of the 4-Way Handshake convey an RSN IE. The Message 2 RSN IE includes the list of pairwise key cipher suites enabled by its sender, and the RSN IE in Message 3 reports the selected pairwise key cipher suite; the Message 3 RSN IE shall specify a single pairwise key cipher suite from those suggested in Message 2, or else the 4-Way Handshake shall fail.
C: Portland resolution – delete informative note and revise paragraph to allow advertisement of IEs

C: Changing the purpose of the 4-way handskake. Need to prevent downselect. 

C: This is in an IBSS. No association. May not have seen these RSNIEs before. Have to do the negotiation here, since don’t have association messages.
Motion: Jesse Walker

Second: Tim Moore
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 381: 8.4.4 fails to specify which 4-Way Handshake determines the pairwise key cipher suite used.

Proposed Motion: Add the following text at the end of the re-write proposed by the Motion to address comment 107:

The pair of STAs shall use the pairwise cipher suite specified in the 4-Way Handshake Message 3 sent by the Supplicant STA with the lower MAC address.
C: Issue is that this is missing from the normative text.

C: In 8.4.9, have “Initiated by the STA with the lowe MAC address. 

C: Solve this the same as for 382 and 660.
Comment 382, 660: 8.4.4 fails to specify which PTK is used to secure the Group Key Handshake from each STA.

Clause 8.4.9 specifies that each party uses the PTK derived in the 4-Way Handshake it initiated. This is specified in 8.4.9.

Motion:  Insert the following sentence at the end of Clause 8.4.4:

The pair of STAs shall use the pairwise cipher suite specified in the 4-Way Handshake Message 3 sent by the Authenticator STA with the higher MAC address.

Delete the third sentence in the second paragraph in Clause 8.4.9.
Motion: Jesse Walker

Second: Tim Moore
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.

Comment 434: 8.4.5 contains an informational note saying that APs may allow specific MSDUs to flow through the authenticators uncontrolled port" has interactions with VLANS, this needs to be specified.

Motion: Delete the informative note.

C: Portland resolution was that we haven’t resolved relationships between vlans, BSSIDs, etc.

Motion: Jesse Walker

Second: Clint Chaplin

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 767: The first sentence of 8.4.5 conflicts with the later MIB decision tree and keying state machines.  According to the pseudocode the AP or STA do not actually block non 802.1X data in the uncontrolled port.  Additionally 802.1X does not reference an AP or STA making this statement confusing

Motion: Replace the first sentence in Clause 8.4.5, 

When the policy selection process chooses IEEE 802.1X Authenticaiton, this specification assumes that a STA’s Supplicant or an AP’s Authenticator ordinarily blocks all non-IEEE 802.1X MSDUs after association completes, but prior to completion of IEEE 802.1X authentication and key management.

with

When the policy selection process chooses IEEE 802.1X Authenticaiton, this specification requires that an IEEE 802.1X controlled port blocks all non-IEEE 802.1X MSDUs after association completes, but prior to completion of IEEE 802.1X authentication and key management.

Motion: Jesse Walker

Second: Gary Spiess

CH: Any discussion? None. Objection? None. Motion passes by unanimous consent.
Comment 774:  8.4.6 says "If the STA believes that the AP has cached it's PMK, the STA may utilize PMK caching (Clause 8.4.6.2) during it's (re)association. " The next sentence goes on to talk about pre-authentication.  It implies that pre-authentication is the only way a PMK can be cached.  This is not true.

Motion: Delete second sentence in paragraph following the numbered list, 

“If IEEE 802.11 pre-authentication fails..will fail.”
Motion: Jesse Walker

Second: Clint Chaplin
CH: Any discussion? None. Objection? None. Motion passes by unanimous consent.
Comment 849: On p 65, lines 40-42, 8.4.6 describes STA behavour on 802.1X failure, but not AP's behaviour

Motion: Add the following sentence at the end of the last paragraph, before the last 2 informational notes:

: “If IEEE 802.1X authentication fails, then the AP shall disassociate the STA.”
Motion: Jesse Walker

Second: Tim Moore
CH: Any discussion? None. Objection? None. Motion passes by unanimous consent.
Comment 729: In 8.4.6.2, if both sides assert possession of a cached PMK and the 4-Way Handshake fails both sides must delete the cached PMK for the selected KEYID" should be normative.
Motion: Change "must" to "shall"
Motion: Jesse Walker

Second: Tim Moore
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 777: 8.4.6.2 has abiguouity in PMK caching defintion.

Potential Motion: Insert the following sentence after the sentence “If it does not have a valid PMK it clears the bit in its (re)association request.”

“Any PMK IDs in a (re)association request shall be ignored if the PMK caching bit is not set.” 

C: PMK caching bit has been deleted, since PMK cacheing is mandatory.

C: Commenter satisfied. No motion made.
Comment 385, 661: In 8.4.7 the authentication mechanism is very specific to limited configurations and use cases.

Motion: Add the following two paragraphs to clause 8.4.7:

The model for security in an IBSS is not general. In particular, it assumes that all of the STAs are in direct radio communication. In particular, there is no routing, bridging, or forwarding of traffic by a third STA to effect communication. This assumption is made, because the model makes no provision to protect IBSS toplogy information from tampering by one of the members.

If one STA believes that it is out of range of another STA, then it shall delete the PTK and GTK SAs it shares with that STA. This replaces the same function provided by an association in an Infrastructure BSS.
C: Text with some overlap has been added. 

Move: Jesse Walker

Second: Tim Moore
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 850. 8.4.7 stipulates use of essentially 2 802.1X processes, with each STA acting as both a Supplicant and Authenticator.  No provision is made for when one of the Authenticators enters re-authenticate state and sends and EAPOL-Start to a connected Supplicant.  This can produce an out of balanced situation since the process is to wait for both 802.1X exchanges to run and then throw out one PMK and use the other.  A mechinism is needed to trigger the other side.  Thus the AS with the shortest timeout wins.
Motion: Add following after the second paragraph:

If the Authenticator of the STA’s peer enters its re-authenticate state and sends an EAPOL-Start, this process is to run to completion, and the STA’s authenticator shall initiate the opposite authentication handshake.  If either authentication fails, then the STAs shall delete any PMK, PTK, or GTK SAs that may exist between them.
C: Dave Nelson has added related text. 

C: Ok, that text addresses this comment. No motion made.

Comment 78: In 8.4.8, a paragraph starts talking about 802.1X but ends up refering to the 802.1aa state variable.

Motion: In anticipation of 802.1aa being incorporated into 802.1X, change references to 802.1aa to 802.1X throughout the document.

C: Can’t go to revcom until .1aa has been finished. Presume that .1aa will become .1X. 

C: Already done as an editorial comment.
Comment 79: A paragraph 8.4.8 starts "The AP may queue…" makes no sense. The same applies to any of the handshake messages which is AP can't send. The fact that it queues it and then discards it doesn’t mean it should always disassociate - it might vreate a new message after discarding the first.

Motion: Delete the cited paragraph.

C: Had a related comment that if group key handshake doesn’t complete, de-authenticate after the timeout.

C: Fixed by the resolution of another comment. No motion made.
Comment 417: 8.4.8 contains the sentence, “IEEE key state machines signal the completion if key management by utilizing the MLME-SETKEYS.request" is wrong.
Motion: Delete this sentence.

C: Comment already addressed.

Comment 187: 8.4.9 says that a check is required that the multicast cipher and AKMP match that in beacons and probe responses.  What if it doesn't?  What if the beacons don't contain an RSN IE (because this is a TSN, and all the recent beacons have been sent by pre-RSNA devices)

Motion: The consistency of Beacons in an IBSS must be maintained, but the method of achieving this consistency is outside the scope of this standard.  Clarifying text has been added.

C: Already adopted.

Comment 188: 8.4.10 doesn't cover all the cases.

Motion: Replace with "An RSNA is terminated by invocation of any of the MLME association, reassociation, disassociation, authentication, or deauthentication request or indication primitives.  Both the MAC, and the IEEE 802.1X Supplicant and Authenticator shall delete all temporal keys, and all state derived from those keys, before invoking one of these primitives, or on receiving one of these primitives.  In addition, the IEEE802.1X Supplicant and Authenticator shall also delete the PMK if PMK caching is not enabled.”

C: Already adopted and included.

Comment 418:  8.4.10 deletes the GTK if an AP or a STA in IBSS if the GTK is generated by the STA. This should not happen.

Motion: Change the sentence to read “In the case of an ESS, the non-AP STA shall delete all PTK and GTK SAs, and the AP shall delete the PTK SA.”
C:  Already included and adopted.

Comment 191: 8.4.10.1 starts out being about the ESS case only.  Step 2 tells you to do something.  Then it tells you not to do it if you're in an ESS.  Then it tells you to do it if you're in an IBSS.  It's all somewhat confused.

Motion: Replace all but the informative note with the following.  "In order to recover from state mismatches between two STAs, a STA shall execute the following procedure on receiving an encrypted MPDU from a destination for which it does not have an installed key.  1) The frame shall be discarded.  2) If the STA is RSNA capable and has joined an IBSS, the authentication procedure as described in section 11.32 shall be executed. 3) Otherwise the deauthentication procedure described in section 11.3.3 shall be executed as if the MLME-DEAUTHENTICATE.request primitive had been invoked.”

C: Done.
C: Need to go back and finish comments 699, 772, and 182.

Comment 772:  8.4.1 says "If it does not have a cached PMK for …"
Motion: Change this sentence to 

The Authenticator shall perform another IEEE 802.1X authentication if it does not have a cached PMK for at least one of the supplied PMKIDs.”

Motion: Jesse Walker

Second: Dorothy Stanley

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Motion: Add the following paragraphs to Clause 8.4.6.1

Pre-authentication uses the IEEE 802.1X protocol and state machines with EtherType TBD, rather than the EtherType 0x888e. 

Informational Note:

Some IEEE 802.1X Authenticators may not bridge IEEE 802.1X frames, as suggested in IEEE 802.1X 2001 Annex C.1.1. A unique Ethertype is used for pre-authentication to enable pre-authentication frames to be bridged by such devices.

Pre-authentication packets are sent between the Supplicant’s MAC address and the Authenticator’s MAC address. The Authenticator’s MAC address is the BSSID of the AP with which the Supplicant is pre-authenticating.

The result of pre-authentication is a PMKSA. The PMKSA is valid for use with the 4-Way Handshake after the Supplicant has associated to the AP with which it had pre-authenticated.

The Supplicant has a PMKSA when it successfully completes EAP method authentication over IEEE 802.1X. The Authenticator has the PMKSA when the Authentication Server completes the authentication, passes the AAA Key to the Authenticator, and the Authenticator creates a PMKSA. The PMKSA is inserted into the PMK cache. Therefore, if the Supplicant and Authenticator lose synchronization with respect to the PMKSA, the 4-Way Handshake will fail and the PMKSA will be deleted.

Motion:  Tim Moore

Second: Clint Chaplin

Discussion: None.

Vote: 18-0-0, Motion Passes.

Motion to address comment 18:

Motion: Delete the first Informational Note in Clause 8.4.2

Motion: Tim:

Second: Jesse

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
To address comment 16

Motion: Replace the last sentence in the first informational note after bullet one in Clause 8.4.1with:

Finally, it is non-conformant with IEEE 802.11 to hide the SSID.
Motion: Tim Moore

Second: Gary Spiess

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Motion to address comment 377

Motion:

In clause 8.4.1, Delete bullets: Unicast cipher suite list and broadcast/multicast cipher suite lists from PMKSA elements and add them to PTKSA and GTKSA elements
Motion: Tim Moore

Second: Jesse Walker

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
In clause 8.4.1, Delete bullets: Unicast cipher suite list and broadcast/multicast cipher suite lists from PMKSA elements and add them to PTKSA and GTKSA elements respectively.

Motion by Gary Spiess to add “ respectively.” to the end of the above text, as shown above.

Second: Dorothy Stanley

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent..

To address comment 721

Inconsistent definition for PMK SA: First defined as "PMK SA The result of a successful IEEE 802.lX exchange, pre-shared PMK information, or PMK cached via some other mechanism."  Later defined as "The PMK SA is either statically defined via a pre-shared secret or the result of a successful IEEE 802.1X authentication"

Motion: Delete the later definition found in the first sentence after the bullet list in Clause 8.4.1:

The PMK SA is either statically defined via a pre-shared secret or the result of a successful IEEE 802.1X authentication." 

Motion: Tim Moore

Seconded: Henry Ptasinski

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 75

Motion: In Clause 8.4.1, Rename the Clause and add subsections as follows:

8.4.1 Security Associations

8.4.1.1 Security Association Definitions

(From the beginning of the text to up to and including the GTKSA definition. 

8.4.1.2 Security Association Life Cycle

(From the sentence beginning “The life cycle of a security association”

to the end of the text.)

Motion: Tim Moore

Seconded: Jon Edney

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
CH: What are the remaining comments? I have comments 182, 699, and 421. Also need to plan for the Herndon meeting. Meeting is pre-authorized. Can make motions to modify the draft in Herndon.

Motions for Draft 6. 

Pre-authorize sending out Draft 7.

Craft a motion to go to Sponsor ballot in November. Need to get it on the agenda for excom.

Recess until 9:00 AM Thursday.

 4. Thursday Morning

CH: Call the meeting to order at 9:10am Thursday

CH: Have 3-4 motions. Then review the text, contact commenters.

C: What is the timeframe for procedural motions?

CH: Need a motion to go to re-circ at 9pm tonight. Need draft done and on the server at 5:00pm. Need Motion to instruct the editor to prepare the draft at 2pm. Will meet with AL Petrick to prepare Friday motions.

· Go to re-circ

·  Conditionally put out another recirc in October.

· Put on the excom agenda taking Draft 7.0 (output of October Meeting) to Sponsor ballot.

C: Draft 7? Have to send a document out of re-circ. Why not 8, out of November?

CH: Can only make comments on text that has changed. In Nov, have results from Comments on Draft 7. To insure that we can go to sponsor, send the same Draft to Re-circ. To go to sponsor ballot, have to have no new no votes on the previous recirc.

CH: If don’t go to sponsor ballot in Nov, then look at Rule 10, go to SB in an interim. Have to say what the draft is, and forward everything to revcom.

Motion
Delete from clause I.1.2 text [transmitted as: xx xx xx DefKeyID xx xx xx xx] from each tkip test vector
C: In the test vectors, there is text that the pseudo code no longer generates. 

Motion: Tim Moore

Second: Gary Spiess
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Motion to address comment 699

Replace the 5th informative note  in Clause 8.4.1.2 with the following informative note:

Informative note:  Prior to the completion of IEEE 802.1X authentication and the installation of keys, the IEEE 802.1X controlled port in the AP will block (i.e. filter) all data frames.  The IEEE 802.1X controlled port returns to the unauthenticated state and blocks all data frames upon completion of an MLME-DELETEKEYS.request. The IEEE 802.1X uncontrolled port allows at least IEEE 802.1X frames to pass to the Supplicant and Authenticator. Although IEEE 802.1X does not require Supplicant filtering, this specification assumes that the Supplicant conforms to the same filtering as the Authenticator in order to provide the needed level of security. Non-filtering Supplicants compromise RSN security and should not be used.

Discussion:  Is this a new note? 

C: No, this is correcting an existing note.

Motion: Tim Moore

Second: Jesse Walker
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Comment 182: 8.4.4.1 indicates that a STA may be unable to distinguish a TSN from a pre-RSNA BSS.  Equally an RSNA-capable device may not include the RSN IE when in a TSN (if it has only received beacons so far that don't include it).  Trying to specify behaviour based on what sort of SN it is fundamentally a waste of time.

Motion: Replace text of clause 8.4.4.1 with

Non-RSNA STAs generate Beacons and Probe Responses without an RSN IE, and will ignore the RSN IE, because it is unknown. This allows an RSNA STA to identify the non-RSNA STAs from which it has received Beacons and Probe Responses.

If an RSNA STA instead identifies another IBSS member on the basis of a received broadcast/multicast message, it cannot make this judgment directly. An RSNA STA may authenticate or initiate a 4-Way Handshake, in an attempt to establish a security association with the peer. If the peer is non-RSNA, then it will fail to respond. In this case, the RSNA STA may treat the peer STA as non-RSNA and attempt to communicate using non-RSN methods.
Motion: Jesse Walker

Second: Henry Ptasinski
CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
C: Discussion on PMK sharing. See document 03/769.

C: Desire: Want to share a PMK between multiple APs within a physical box; or between multiple STAs within a box. Really: Share keying info from a 1x auth among multiple MAC addresses. Security – do not reuse symmetric key, but can derive keys from the MSK.  MSK delivered to client machine and AP. Can derive multiple PMKs from the MSK.

C: Are we fooling ourselves into believing that we really changing things?

C: Key being used for different purposes? Same purpose – derive PTKs.

C: No, it’s a different context. Peer doesn’t know what to expect.

C: Example from IPSEC.

C: Ike Phase 1 uses cookies bound to the authentication. They are the session identifiers.

CH: Potential issue – disagree that the solution solves the problems.

C: Several issues – security issue, This can be done on the APs and Clients. Don’t have to touch the RADIUS servers. How do you look up PMKs? NIC has to know how to look up PMKs? Which ones to look up? Can’t pre-calculate the PMK from the MSK.

Need additional info from the AP – add an authenticator group MAC address. A MSK from a .1X auth from any authenticator with the same group address can be used to derive a PMK for use with this authenticator.

C: How does NAS (AP) know that the peer is authorized for that service. Might be authorized for 802.11, but not for some other service.  

C: When cache a PMK, need to cache the authorization attributes too. 

C: May be the case that there is no solution for all the properties that we’re looking for.

C: Issue: symmetric keys known by more than 2 parties and used across contexts lose value.

C: Agree. Have already violated this rule – key known by AS, supplicant and authenticator. 

C: Depends on the trust models. AS is trusted – so really have 2 parties.

C: Key authorized for one use. What happens if used for another purpose? – a different problem than the symmetric case of crypto re-use of keys.

C: What is the use of the key, from the AS perspective? Have been authenticated, and can generate key material. Don’t see that this is a solution.

C: This is the standard crypto solution.

C: If run through a PRF, get another key. We were doing a binary copy – which was the problem. PRF puts pixie dust on the PMK.

C; Another problem, recognizing rogue APs.

C: If there is no solution to this problem, that’s important, we make it known, we make tradeoffs. Have the discussion now about this usage. May have too many inconsistent requirements. Selling ourselves short be jumping immediately to a solution. Dialogue is leading to the right type of answer.

C: Three problems: - re-use of symmetric keys, binding to MAC addresses, authorization mismatch – have text in for this. 

C: Can move PMKSA, not just the PMK.

C: Key must be moved with the context. 

C: All APs in one physical box. PMK not being moved. Using the PMK to do the same thing over and over again. 

C: Auth w/username& pwd, AAA says – VLAN1, must be used. 

C: AP with b/g/ - 2 BSSIDs if make this fix, just have to do the 4-way handshake. AP with 2 BSSIDs. PMK tied to BSSID. This plus the implementation fix

CH: Recess for morning break.

Chair called meeting to order 10:35pm

CH: Remember to sign the electronic attendance.

CH: Continue with discussion.

C: Group address needed to help implementation. Add MAC address to the RSNIE. Group address in Beacon and Probe Response contain authenticator address.

C: How to guarantee that MAC addresses are really in the group?

C: Can’t. But trust that the AS gives the key to only one AP cluster. Meant to increase the domain of the PMK cache.

C: Why can’t you do what you want to do today, without this.

C: If ignore assumption about PMK, could do it on the AP side. Assume that supplicant won’t share. Use MAC address to search PMKs. If supplicant shares, then have to search.

C: Index into the PMK cache. An optimization problem. Search every key in the cache. Want a faster way to do the indexing. Not a security issue. A performance implementation issue.

C: Want to find the MSK.

C: Could use an MSKID, but that’s in the domain of the EAP working group. Where does the group address come from? Pick one of the NICs in the machine. 

C: Sounds a lot like cookies in IKE.

C: Small number of techniques to optimize searches.

C: Could it be a string? 

C: Yes, but in RSNIE, want something small and fixed length. Don’t have to worry about arbitrarity long strings to search through.

C: Could mix in the identifiers into the resulting MSK.

C: Concatenate the two group addresses. Binds the MSK to the PMK.

C: If we add a hierarchy, make it worth something.

C: Here, we explicitly allow the supplicant to share MSKs across BSSIDs.

C: Group address doesn’t provide binding. It enables optimized implementations. Auth needs to know if I have 2 NICs, will the supplicant share MSKs between them.

C: Need the AAA server to attest to this binding. 

C: Equivalent to the problem we have with MAC address.

C: We’ve given AAA a group scope rather than a MAC address scope.

C: Must PMKs be tied to BSSIDs. Or is PMK at SSID level. Should be a subset. Why a MAC address?

C: The MAC address is an identifier.

C: MSK is bound to the two group addresses. Not just BSSID, also include the MAC address.

C: Not an individual, a group identifier. Why would you create a different supplicant and authenticaor address?

C: Single name as MIB variable, same name.

C: No, need different names.

C: AP and STAs can share SSID, but can’t share PMK. Give each side an identity.

C: What would the supplicant group ID be?

C: Pick one of the STA NICs.

C: Why does it have to be a MAC address? Could be just a number.

C: Identity needs to be consistent. Could be just numbers.

C: Make implementation harder.

C: These group names are transmitted in the clear. Could just pick a number. What happens if 2 STAs

Pick the same number. 

C: Difference between MSKIDs versus group name, or machine name, Auth and get the MSK. Never communicate that. 

C: Want to identify the PMK. 

C: Have 1000 authenticators. Send PMKID? Need to send MSKID. 

C: Random number or MAC address. MAC address is ok. 

C: Chose MAC address, makes the implementation easier.

C: Single physical entity. Don’t pass the PSK to different physical entities.

C: Can use one of the MAC addresses.

C: Creating a new SA? MSKSA is inside EAP.  We talked about the MSK, but not the details about the MSKSA. MSKSA will be talked about in the EAP document. Have redefined the PMKSA. 

C: Can the cache hold the MSK? vs. calculate PMKs .

C: PMK cache goes from a static to dynamic cache.

C: Cache the PMK calculation, up the prior to the BSSID.

C: Get in now – 774 has text for this. Minimum needed to put this in. Sit on this until October, or put this in now. 

C:  Need external review. 

C: Will get comments – please explain this. 

Straw Poll 1 by Tim Moore:

If needed, text supporting PMK “Sharing” within a physical box should be added during the WG process.

Vote: 5-4-6
Straw Poll 2 by Tim Moore:

If needed, text supporting PMK “Sharing” within a physical box should be added during the sponsor ballot process.

Vote: 4-4-7
Motion: Incorporate document 774r0, with the PRF changes to include the Supplicant and Authenticator Group addresses into the PRF, into the draft 

Motion: Tim Moore:

Second: Fred Haisch

Discussion: 

C: Speak against. Not technically ready for inclusion. Would change to no vote.

C: There is a perceived security issue here. Take issue that there really is a security issue.

C: Debate whether this is needed or not. Was discussion in Portland. Discussion on timing. There was another benefit –if had APs that supported 2 radios, and AP has 2 MAC addresses, would have to dofull re-auth; does have a benefit. May not be baked. Speak in favor of the proposal.

C: Where does it say that you would have to re-auth?

C: PMKID has Auth and STA MAC addresses mixed in. No pointin sending the PMKID to Auth with a different MAC address. Can send it, but there’s no point.

C: Disgareement on the problem being solved. Has far reaching effects. 

C: Being one of the companies that want to have a solution to this problem. We would develop a proprietary solution. Can’t articulate why strict sharing of PMKs is a problem. If don’t do something, will have multiple solutions. This solution may not be the final one, but addresses some of the concerns that have been raised. 

C; There is a real issue here. Interesting and promising work done. But premature to put this in. Need a solution to this problem today. Let’s have analysis and external review first, bake it before putting it in. There are an infinite number of real problems that the market needs have fixed. Draw the line at what can be included now. Improper to be putting new things in now, and don’t have a high degree of confidence in.

C: Agree. Danger that new applications and vendors will continue to find that there are functions that are still needed. 

C: This is not a new issue. Has been known for a long time, and set aside. Now getting to the point where the technical issues need to be completed. Have been dealing with other tech issues. Just getting to the point of trying to solve it not. Some of arguments  - either MAC address or identifier will work technically. Arguments are over which is better. More interesting issue is making sure the security is right. Copying the PMK – crypto people say don’t do this – introduce potential problem.

C: Violating assumptions of client by moving the PMK around. Can’t tell the move from the compromise of the key. Have to assume that PMK only copied to people who should have it. PMKID can go to anyone. AAA server is trusted.

C: Don’t have all the pieces in place yet in AAA. But this puts the pieces in place that AAA needs

C: PMK is already compromised – AAA server to the AP. AP has no binding to the PMK. 

C: Not true. Make an extraordinary assumption – trust the AAA server.

C: Claim that go around the process. No. Shouldn’t be surprised that this.

C: No further interaction with the RADIUS server. Timeouts?

C: Auth attributes are carried along  in the SA.  Perhaps add note that the session timeout starts when received the value. Radius server sends back 60 minutes. STA roams after 59 minutes. Only one minute left.

C: Implementation details. Not moving the PMK, move the attributes. Same crypto boundary – in a single physical box. Supplicant doesn’t know this. How far to share PMKs. 

C: Need to put the mechanisms in place to support this. 

C: External knowledge – BSSID 

C: This does address a real problem. May not be completely there, but close.

Motion: 8-6-3 Motion fails.

C: To proceed: Let’s study the proposal and if we can arrive at consensus that this is a good solution, will speak in favor of it next time.

C: Might be a good idea. Timing wise, might benefit us to incorporate this in sponsor ballot. 

C: There is urgency in the market for a solution. Need agreement that this (part of) an adequate solution. 

C: Although motion failed, continue work.

C: Go back to the original comment. Fix was to delete the supplicant MAC address from the PMKID derivation.

Motion to address comment 421

Motion: 

Delete the supplicant MAC address from the PMKID derivation in Clause 8.5.1.2.
Motion: Tim Moore

Second: Dan Harkins

Vote: 5-4-7 Motion Fails

C: What is the right reject reason? Motion made, comment rejected.

C: All the comments have now been addressed!

C: Next step: Ask the editor to creatre the draft.

C: Draft 5.2 is available now in the TGi working group area. Work after lunch to review, prior to asking the editor to generate the next draft.

Recess until 1:00pm.

CH: Meeting called to order 1:15pm

Motion 

Change clause 8.4.4 lines 12-14

From:

Informative Note: When an IBSS network uses pre-shared keys, STAs can negotiate a unicast cipher. However, any STA in the IBSS can derive the pairwise keys of any other that uses the same pre-shared key by capturing the first two messages of the 4-Way Handshake.

To:

Informative Note: When an IBSS network uses pre-shared keys, STAs can negotiate a unicast cipher. However, any STA in the IBSS can derive the pairwise keys of any other that uses the same pre-shared key by capturing the first two messages of the 4-Way Handshake. This provides malicious insiders with the ability to eavesdrop as well as the ability to establish a man-in-the-middle.
Motion: Andrew Khieu

Second: Fred Haisch

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
Motion: 

Add the following paragraph to section 8.4.3

Informative Note: When an ESS uses pre-shared keys, STAs negotiate a unicast cipher. However, any STA in the ESS can derive the pairwise keys of any other that uses the same pre-shared key by capturing the first two messages of the 4-Way Handshake. This provides malicious insiders with the ability to eavesdrop as well as the ability to establish a man-in-the-middle.

Motion: Fred Haisch

Second: Andrew Khieu

Discussion? Malicious insider can also forge packets.

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.

CH: Have a request to discuss/approve TGi security statement in a letter being sent to 3GPP.

C: Here is the current draft of the letter:

To:  

Magnus Olsson, Chairman of 3GPP SA2
Cc:

Niels Andersen, Chairman of 3GPP SA
Date:

18th September, 2003

Subject: 
Response to LS received from 3GPP SA2

Dear Magnus,

We thank you for the liaison from 3GPP SA2 (3GPP document number S2-032727 with attachments S2-031745 and S3-030265) on RADIUS-Diameter co-existence. IEEE 802.11 WLAN Next Generation (WNG) Standing Committee wants to thank SA2 for providing this analysis and status update and we appreciate the recommendation to be able to interwork with existing implementations supporting RADIUS.

The LS from 3GPP SA2 addresses co-existence and transition issues with RADIUS and Diameter. The IEEE 802.11 Task Group i (TGi) is working on an Enhanced Security amendment (IEEE 802.11i). The IEEE 802.11i draft specifies the usage of EAP as authentication protocol but does not specify any particular AAA protocol. It is out of TGi’s scope to select any particular AAA protocol and the IEEE 802.11i amendment is agnostic to the usage of RADIUS and Diameter.

For your information, within the IEEE 802.11 WNG, there are future plans to address general interworking issues on the WLAN side of interworking architectures, e.g. AAA protocol issues. 

We hope this clarifies the status in IEEE 802.11 and we look forward to further interactions and cooperation between IEEE 802.11 WNG and 3GPP on the topic of 3GPP-WLAN Interworking. We look forward to a close cooperative relationship with 3GPP SA2 and seek an active participation of your delegates in our efforts. 
Date of next IEEE 802.11 meetings:

IEEE Plenary Meeting: Nov 9 –14, 2003, Albuquerque, New Mexico, USA

IEEE Interim Meeting: Jan 11-16, 2004, Vancouver, BC, Canada

Best Regards

Stuart Kerry 

Straw Poll by Stefan Rommer:

Tgi agrees with the following statement in the liaison letter.

The LS from 3GPP SA2 addresses co-existence and transition issues with RADIUS and Diameter. The IEEE 802.11 Task Group i (TGi) is working on an Enhanced Security amendment (IEEE 802.11i). The IEEE 802.11i draft specifies the usage of EAP as authentication protocol but does not specify any particular AAA protocol. It is out of TGi’s scope to select any particular AAA protocol and the IEEE 802.11i amendment is agnostic to the usage of RADIUS and Diameter.
Vote: 14-0-3.

Motion:

Change the following paragraph in list item 2 of Clause 8.1. 4 

From

When IEEE 802.1X authentication is used, the specific EAP method used perfoms mutual authentication. This assumption is intrinsic to the design of RSN in IEEE 802.11 LANs and cannot be removed without exposing both the AP and the STA to man-in-the-middle attacks. EAP-MD5 is an example of an EAP method that does not meet this constraint.

To: 

When IEEE 802.1X authentication is used, the specific EAP method used perfoms mutual authentication. This assumption is intrinsic to the design of RSN in IEEE 802.11 LANs and cannot be removed without exposing both the AP and the STA to man-in-the-middle attacks. EAP-MD5 is an example of an EAP method that does not meet this constraint. Furthermore, the use of EAP authentication methods where server and client credentials cannot be differentiated reduces the security of the method to that of a pre-shared key due to the fact that malicious insiders can masquerade as servers and establish a man-in-the-middle.
Motion: Jesse Walker

Second: Tim

CH: Any discussion? None. Objection? None. Motion Passes by unanimous consent.
CH: Had discussed asking the editor to prepare the draft. Also a once-over review. Available on the server at 5:00.

C: Draft 5.2 is on the server in the working group area. 

Motion to instruct the editor to prepare Draft 6.0. Editor is empowered to make editorial changes. Tech changes require motions. Only accept editorial – spelling and grammar changes at this point. 

Have doc 6.0 on the server at 3:30. Allows 4 hours, not including the dinner break.

Meet at 8:30pm this evening, do procedural motions, then the motion for re-circ.

Motion

Instruct the editor to prepare the text for IEEE 802.11i Draft 6.0.
Motion: Dan Harkins

Second: Clint Chaplin

Discussion?  None

Vote: 18-0-0, Motion Passes.

Volunteers to look for editorial errors:

Jon Edney 1,2,3

Henry Ptaskinski  5

Fred Stivers – 4,6

Kelly McClellan 7

Fred Haisch 9 to Annex

Clint Chaplin, Dorothy Stanley, Fred Stivers 8

Andrew Khieu Annex
CH: Any objection to working in an ad-hoc fashion until 3pm, and then recess until 8:30pm? No objection.

Chair called the meeting to order at 8:45pm.

Motion for Recirculation of 802.11i-D6.0
Believing that comment responses in 11-03/659R4 and 802.11i draft 6.0 satisfy WG 802.11 rules for letter ballot recirculation,

Authorize a 15-day LB recirculation to conclude no later than October 10, 2003. The LB recirculation shall ask the question “Should the attached 802.11i draft 6.0 draft be forwarded to SB?”

Movers: 


TGi: Marty Lefkowitz /Mike Moreton      Result: 14-0-0

Motion for Conditional LB Recirc
•Believing that TGi will pass motions resulting in letter ballot comment responses and a draft that satisfies WG 802.11 rules for LB recirculation at a duly authorized meeting conducted in good order, 

Conditionally authorize a 15-day LB recirculation to conclude no later than November 7, 2003, conditional on the existence of a comment response database and draft document by TGi meeting the WG rules for letter ballot. The LB recirculation shall ask the question “Should the attached 802.11i draft 7.0 be forwarded to SB?”

Movers:
 TGi: Dan Harkins/Kelly McClellan    Result: 15-0-0

Motion: Move to Adjourn.

Objection?

Meeting Adjourned.
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