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Summary

This normative text proposal contains several proposed extensions to the existing dot11SMTnotification table for 11k (see also [1] presented in the July 11k meeting).

1 Introduction

The existing 802.11 MIB contains “station management notification objects”, i.e. notification events. Currently, the following 3 elementary events are defined:

a) “A STA disassociated”

The disassociate notification shall be sent when the STA sends a Disassociation frame. The value of the notification shall include the MAC address of the MAC to which the Disassociation frame was sent and the reason for the disassociation.

b) “A STA deauthenticated”

"The deauthenticate notification shall be sent when the STA sends a Deauthentication frame. The value of the notification shall include the MAC address of the MAC to which the Deauthentication frame was sent and the reason for the deauthentication.

c) “A STA authentication failed”

"The authenticate failure notification shall be sent when the STA sends an Authentication frame with a

status code other than ‘successful.’ The value of the notification shall include the MAC address of the

MAC to which the Authentication frame was sent and the reason for the authentication failure.
2 Why are SMT notifications useful ?

Notifications can be used to indicate the occurrence of particular events pertaining to remote radio resource management functions, for example load or admission control or network configuration monitoring. Notification events are mostly “global” in scope and relevant to status in the BSS, meaning they are mostly not time-critical in the sense that an action must be taken as soon as possible or that they must be delivered instantly.

Delivering status information on “which STA associated or disassociated, which STA authenticated or was deauthenticated or could not authenticate” are typical examples of global status information relevant for the BSS to indicate to a remote network management entity an idea of “How many users are currently in the system ?” or “Is there a problem with the security settings ?” or “Does anybody repeatedly attempt to test security ?”.

The main advantage of notifications, i.e. event-triggers is that network traffic for the purpose of managing the network is reduced (i.e. it is preferable to get told when something happened rather than checking every minute).

SMT notification events are not MIB statistics themselves, they correspond more to “inform somebody if something happened”, even if MIB stats like MAC addresses or reason / failure codes are included to gve more details about a particular event.

With the move towards more tightly integrated and managed WLAN deployments and more need to know on “what is currently going on in this or that BSS”, providing more access to standardized measurements or MIB stats is the goal of 11k work. We see the SMT notifications as one means to provide this kind of information.

Related to other MIB extensions under discussion, extensions to the SMT notifications table should be mostly self-contained, i.e. the existing MIB structure already contains an SMT notifications table and primarily changes will consist in adding more elements.

3 First set of proposed extensions to the SMT notifications table

The following set of first extensions to the SMT notifications table are proposed here:

d) “A STA associated (= “successfully”)

The associate notification shall be sent when the STA sends an Association Response frame with a status code equal to ‘successful.’ The value of the notification shall include the MAC address of the MAC to which the Association Response frame was sent and the Association ID.

e) “A STA association attempt failed”

The associate failed notification shall be sent when the STA sends an Association Response frame with a status code other than ‘successful.’ The value of the notification shall include the MAC address of the MAC to which the Association Response frame was sent and the reason for the association failure.

f) “A STA reassociated (= “successfully”)

The reassociate notification shall be sent when the STA sends an Reassociation Response frame with a status code equal to ‘successful.’ The value of the notification shall include the MAC address of the MAC to which the Reassociation Response frame was sent and the Association ID.

g) “A STA reassociation attempt failed”

The reassociate failed notification shall be sent when the STA sends an Reassociation Response frame with a status code other than ‘successful.’ The value of the notification shall include the MAC address of the MAC to which the Reassociation Response frame was sent and the reason for the reassociation failure.

Above 4 additions intend to complement the existing “A STA disassociated” notification. They serve the purpose of completing the picture of “How many users are currently in the system ?” and are relevant for information pertaining load or congestion control, roaming and network monitoring of the number and identity of STA’s in authenticated and associated state 3 in the BSS at any given time instant.

4 Some more needed SMT extensions…

Several more extensions to the SMT notifications table that we see essential and needed are listed below – feedback / comments welcome ! They are not included in the present normative text proposal.

Note that several decision criteria (=trigger) for when a particular notification is to be sent are left as TBD. In a first step, we would like to outline the concept first.

h) “High traffic load in BSS”

The traffic load notification shall be sent when the STA oberves a CCA Busy Fraction higher than TBD% for longer than TBD seconds. The notification shall include the current CCA Busy Fraction value.

We see CCA Busy Fraction or equivalent measure as primary means to trigger this notification. The triggering threshold should be configurable by SNMP and have a default value. Purpose of this notification is load / admission control.

i) “High service load in BSS”

The service load notification shall be sent when the STA oberves an AP Service Load higher than TBD% for longer than TBD seconds. The notification shall include the current AP Service Load value.

We see AP Service Load or equivalent measure as primary means to trigger this notification. The triggering threshold should be configurable by SNMP and have a default value. Purpose of this notification is load / admission control.

j) “STA experiences low signal quality”

The low signal quality notification shall be sent when a STA in the BSS perceives an PSNI level TBD lower than TBD for longer than TBD seconds. The notification shall include the MACaddress of the station experiencing low signal quality and its average PSNI value.

We see for example PSNI or RCPI or both as primary means to trigger this notification. The triggering thresholds (level and time duration) should be configurable by SNMP and have default values. Purpose of this notification is network monitoring and roaming.

k) “High interference level in BSS”

The interference notification shall be sent when a STA in the BSS perceives an average interference level level higher than TBD dBm for longer than TBD seconds. The notification shall include the interference level value.

We see for for example RPI Histogram bin values or  excessive frame error rates at reasonable signal quality levels as primary means to trigger such a notification. The triggering thresholds (level and time duration) should be configurable by SNMP and have default values. Purpose of this notification is frequency selection or triggering of escape mechanisms in the ESS.

Editorial comments:

1. Parts altered or changed by this text proposal are highlighted by enabling the Track Changes feature.
2. Instructions to the editor are in bold italic.
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Annex D

Insert the following into the 802.11 MIB “SMT station config table in Annex D, at the end of the paragraph entitled “Dot11StationConfigEntry”and before the paragraph “dot11StationID”:

Dot11StationConfigEntry ::=

SEQUENCE {

dot11StationID



MacAddress,

dot11MediumOccupancyLimit


INTEGER,

dot11CFPollable



TruthValue,

dot11CFPPeriod



INTEGER,

dot11CFPMaxDuration



INTEGER,

dot11AuthenticationResponseTimeOut
INTEGER,

dot11PrivacyOptionImplemented

TruthValue,

dot11PowerManagementMode


INTEGER,

dot11DesiredSSID



OCTET STRING,

dot11DesiredBSSType



INTEGER,

dot11OperationalRateSet


OCTET STRING,

dot11BeaconPeriod



INTEGER,

dot11DTIMPeriod



INTEGER,

dot11AssociationResponseTimeOut

INTEGER,

dot11DisassociateReason


INTEGER,

dot11DisassociateStation


MacAddress,

dot11DeauthenticateReason


INTEGER,

dot11DeauthenticateStation


MacAddress,

dot11AuthenticateFailStatus

INTEGER,

dot11AuthenticateFailStation

MacAddress,

dot11AssociateStation


MacAddress,

dot11AssociateID



OCTET SRING,

dot11AssociateFailStation


MacAddress,

dot11AssociateFailStatus


INTEGER,

dot11ReassociateStation


MacAddress,

dot11ReassociateID



OCTET SRING,

dot11ReassociateFailStation

MacAddress,

dot11ReassociateFailStatus


INTEGER }
Insert the following at the end of the 802.11 MIB “SMT station config table in Annex D, before the section entitled “AuthenticationAlgortihms Table”:

dot11AssociateStation OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the MAC address from the

Address 1 field of the most recently transmitted

association response frame. If no association response

frame has been transmitted, the value of this attribute

shall be 0."

   ::= { dot11StationConfigEntry 21 }
dot11AssociateID OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(1..2))

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the Association ID from the

most recently transmitted association response frame.

If no association response frame has been transmitted,

the value of this attribute shall be 0."

   ::= { dot11StationConfigEntry 22 }
dot11AssociateFailStation OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the MAC address from the

Address 1 field of the most recently transmitted

failed association response frame. If no failed

association response frame has been transmitted,

the value of this attribute shall be 0."

   ::= { dot11StationConfigEntry 23 }
dot11AssociateFailStatus OBJECT-TYPE

SYNTAX INTEGER(0..65535)

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the most recently

transmitted Status Code in a failed association response frame.

If no failed association response frame has been transmitted, the

value of this attribute shall be 0."

::= { dot11StationConfigEntry 24 }
dot11ReassociateStation OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the MAC address from the

Address 1 field of the most recently transmitted

reassociation response frame. If no reassociation response

frame has been transmitted, the value of this attribute

shall be 0."

   ::= { dot11StationConfigEntry 25 }
dot11ReassociateID OBJECT-TYPE

SYNTAX OCTET STRING (SIZE(1..2))

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the Association ID from the

most recently transmitted reassociation response frame.

If no reassociation response frame has been transmitted,

the value of this attribute shall be 0."

   ::= { dot11StationConfigEntry 26 }
dot11ReassociateFailStation OBJECT-TYPE

SYNTAX MacAddress

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the MAC address from the

Address 1 field of the most recently transmitted

failed reassociation response frame. If no failed

reassociation response frame has been transmitted,

the value of this attribute shall be 0."

   ::= { dot11StationConfigEntry 27 }
dot11ReassociateFailStatus OBJECT-TYPE

SYNTAX INTEGER(0..65535)

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This attribute holds the most recently transmitted

Status Code in a failed reassociation response frame.

If no failed reassociation response frame has been

transmitted, the value of this attribute shall be 0."

::= { dot11StationConfigEntry 28 }
Insert the following into the 802.11 MIB in Annex D, at the end of the section entitled “SMT notification Objects” before the section entitled “MAC Attribute Template”

+ dot11Associate NOTIFICATION-TYPE

+        OBJECTS { ifIndex, dot11AssociateStation, dot11AssociateID}

         STATUS current

         DESCRIPTION

                "The associate notification shall be sent

                 when the STA sends an Association Response frame with a

                 status code equal to ‘successful.’ The value of

                 the notification shall include the MAC address of the

                 MAC to which the Association Response frame was sent and the

                 Association ID.

                 ifIndex - Each 802.11 interface is represented by an

                 ifEntry. Interface tables in this MIB module are indexed

                 by ifIndex."

::= { dot11SMTnotification 0 4 }

+ dot11AssociateFailed NOTIFICATION-TYPE

+        OBJECTS { ifIndex, dot11AssociateFailStatus,

                   dot11AssociateFailStation }

         STATUS current

         DESCRIPTION

                "The associate failed notification shall be sent

                 when the STA sends an Association Response frame with a

                 status code other than ‘successful.’ The value of

                 the notification shall include the MAC address of the

                 MAC to which the Association Response frame was sent and

                 the reason for the association failure.

                 ifIndex - Each 802.11 interface is represented by an

                 ifEntry. Interface tables in this MIB module are indexed

                 by ifIndex."

::= { dot11SMTnotification 0 5 }
+ dot11Reassociate NOTIFICATION-TYPE

+        OBJECTS { ifIndex, dot11ReassociateStation, dot11ReassociateID}

         STATUS current

         DESCRIPTION

                "The reassociate notification shall be sent

                 when the STA sends an Reassociation Response frame with a

                 status code equal to ‘successful.’ The value of

                 the notification shall include the MAC address of the

                 MAC to which the Reassociation Response frame was sent and the

                 Reassociation ID.

                 ifIndex - Each 802.11 interface is represented by an

                 ifEntry. Interface tables in this MIB module are indexed

                 by ifIndex."

::= { dot11SMTnotification 0 6 }

+ dot11ReassociateFailed NOTIFICATION-TYPE

+        OBJECTS { ifIndex, dot11ReassociateFailStatus,

                   dot11ReassociateStation }

         STATUS current

         DESCRIPTION

                "The reassociate failed notification shall be sent

                 when the STA sends an Reassociation Response frame with a

                 status code other than ‘successful.’ The value of

                 the notification shall include the MAC address of the

                 MAC to which the Reassociation Response frame was sent and

                 the reason for the reassociation failure.

                 ifIndex - Each 802.11 interface is represented by an

                 ifEntry. Interface tables in this MIB module are indexed

                 by ifIndex."

::= { dot11SMTnotification 0 7 }
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