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Abstract

Summary

Powerpoint is 11-03-0769-00-000i-PMKsharing.ppt
Add definitions to Clause 3

Supplicant Group Address: A MAC Address for a group of Supplicants that are a secure group and can share a MSK between them.

Authenticator Group Address: A MAC Address for a group of Authenticators that are a secure group and can share a MSK between them.

Clause 7.3.2.9

Change Figure 7

	Element ID

1 octet
	Length

1 octet
	Version

2 octets
	Group Key Cipher Suite

4 octets
	Pairwise Key Cipher Suite Count

2 octets
	Pairwise Key Cipher Suite List

4(m octets
	Authentication and Key Management Suite Count

2 octets
	Authentication and Key Management Suite List

4(n octets
	RSN Capabilities

2 octets
	Group Addr

6 octets
	PMKID Count

2 octets
	PMKID List

16(s octets


Add 

7.3.2.9.4 Group Addr

Group Addr is the Supplicant Group MAC address or the Authenticator Group MAC address. It is supplied if the Supplicant or Authenticator is a member of a group.

Informational Note: The Group MAC address may be one of the individual MAC addresses.

The Authenticator Group MAC address is used when the RSN IE used in a Beacon or Probe response. The Supplicant Group MAC address is used when the RSN IE is used in a (re)association request.

Renumber 7.3.2.9.4 PMKID to 7.3.2.9.5 PMKID

Clause 5.9.5
Add the following at the end of 5.9.5

Supplicant can only use PMKs that were obtained from an IEEE 802.1X authentication via Authenticators in the same Authenticator Group Address.

Authenticators can only use PMKs that were obtained from an IEEE 802.1X authentication with Supplicants in the same Supplicant Group Address.

8.5.1.2

The PMK is derived from the Master Session Key. The MSK is available directly to the Supplicant. The MSK is available to the Authenticator as the AAA Key.

PMK = PRF-256(MSK(0-255), “PMK Key”|Supplicant-MAC-Address|Authenticator-MAC-Address)

Where MSK(0-255) is the first 256bits of the MSK.
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