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Overview

In the original 802.11 standard, successful association meant that the AP would notify the DS of the new STA to AP mapping, and that was it.  As more complex features have been added to the standard, more and more negotiations, actions, and handshakes have been added to the association process.  These new necessary actions delay the start of possible data communication through the AP.  If these two steps could be reversed, the gap in data communication during a roam could be reduced or eliminated.

The Make Before Break scheme splits reassociation triggered actions into two parts: the notification to the DS of the STA to AP mapping is one part (called “STA-AP Mapping Notification” in this document), and the rest of the actions is the other part (called “Reassociation Triggered Actions” in this document). By splitting this functionality, association can then be done in two steps, rather than a single indivisible step.

For Make Before Break, the first step in the process is the Reassociation Triggered Actions, and is triggered by the STA sending a Tentative Reassociation Request to the new AP.  Once the new AP responds to this request, the new AP and the STA would then be free to do any and all of the actions, handshakes, and negotiations that are currently part of the association process; the only action that would not take place would be the STA-AP Mapping Notification, and the STA would not be allowed to send data packets to any entity other than the AP it is associated with.  Since the STA-AP Mapping Notification has not happened, the STA is free to continue data communications through the old AP.  Also, since the Tentative Reassociation Request/Response triggers everything that the regular Association Request would trigger (with the exception of the STA-AP Mapping Notification), no changes would have to be explicitly made to these mechanisms.

The STA would have to be capable of carrying on conversations with two different APs simultaneously, and these two APs will probably be on different channels.  Existing power save mechanisms can be used to allow the STA to communicate to both APs on the different channels, thus keeping the two conversations from affecting one another and preventing either AP from dropping the STA while the STA is off channel.  Alternatively, other mechanisms (existing or new) could be used to allow the STA to maintain communication with both APs.

Note that the existing EAPOL security communications are, strictly speaking, between the STA and the AP; the AP proxies these messages to the DS using it’s own MAC address, rather than the MAC address of the STA.  Using the MAC address of the STA to the DS at the new AP is not yet allowed, since the STA-AP Mapping Notification has not happened.

Once all negotiations, actions, and handshakes have taken place and the STA is satisfied, it can send a Complete Reassociation Request to the new AP.  In response, the new AP sends a Complete Reassociation Response to the STA, and also performs the STA-AP Mapping Notification to the DS.  At this point, reassociation is complete, and data communications may go through the new AP.

The AP has an age-out mechanism in place for the Tentative Reassociation.  This age-out time is conveyed from the AP to the STA in the Tentative Reassociation response; the time is in seconds.   If the age-out timer times out, the AP will disassociate the STA, sending a Disassociate message to the STA as it does so.  The AP is also free to send a Disassociate message to the STA before the age-out timer times out, if it needs to free up the resources that are being taken up by the Tentative Reassociation.

New reassociation requests and reassociation reply messages were defined, rather than attempting to reuse the existing Reassociation Request/Reassociation Reply messages.  It is hoped that, by doing so, changes to the existing state machines to add Make Before Break can be minimised.

The existing reassociation mechanism is not replaced by Make Before Break; rather, Make Before Break is a optional feature in addition to the existing reassociation mechanism.  If a STA wants to use Make Before Break but cannot find an AP that supports it, it can always drop back to the existing reassociation mechanism (and take the break in data communications as a penalty).

The STA is allowed to have Tentative Reassociations simultaneously open with multiple APs.  The STA would have to complete the reassociation with only one of the APs.

Management Frame Changes

Two new requests are defined that are used by the STA to signal to the new AP what it wants.  One request is defined to be a request to the new AP to let the STA open communications with it; this request is called Tentative Reassociation Request.  The other request is defined to be a request to the new AP to complete the association; this request is called the Complete Reassociation Request.

Since the number of possible management frame types is so limited, these new requests are implemented by modifying the existing Reassociation Request/Reassociation Response management frames.  To do so, a new information element is defined: Reassociation Type.  This information element is defined in the following table:

	Element ID
	Length
	Reassociation Type
	Tentative Reassociation Lifetime

	1 octet
	1 octet
	2 octets
	2 octets


The Element ID will be the next available Element ID as assigned by the IEEE 802.11 number czar.

Length gives the number of octets in the information field of the Information Element.  In this case, the value of Length will always be 2.

Reassociation Type gives the type of Reassociation being requested, according to the values in the following table:

	Association Type value
	Meaning

	0
	Tentative Reassociation

	1
	Complete Reassociation

	2-65535
	reserved


Tentative Reassociation Lifetime is zero in the Reassociation Request, and in the Reassociation Response is the tentative reassociation age-out time, in seconds.

This new Association Type IE is optionally inserted into the Reassociation Request/Reassociation Response management frames.  Use of this information element is made optional in order to allow backwards compatibility with existing implementations.

If the STA is capable of Make Before Break, and the new AP has advertised that it is capable of Make Before Break, then the STA may put the Reassociation Type IE in the Reassociation Request management frame, if the STA wants to perform Make Before Break.  Otherwise, the STA will leave out the Reassociation Type IE, and will reassociate in the older way.

If the Reassociation Type IE is present in the Reassociation Request management frame, and the AP implements Make Before Break, the AP must put the Reassociation Type IE in the reassociation Response management frame.  In all other cases, the Reassociation Type IE is not inserted into the Reassociation Reply management frame.

Advertisement of Make Before Break Capability.

If the AP is capable of Make Before Break, it advertises that fact by including the Fast BSS Transition information element in the beacons and probe responses.

Protection of Reassociation management frames.

In order to protect the reassociation management frames in state 3a from being spoofed or replayed, the mechanism to protect management frames in IEEE 802.11w-D0.02 has been “borrowed” and inserted into this proposal.

Section 2 TBD

Section 3 TBD

Section 4 TBD

TGr Editor: Delete 5.3.

TGr Editor: Replace 5.4 and all subclauses with the following:

Insert a new Clause 5.4.3.7 as follows:

	This note is not part of IEEE Std 802.11r, and is to be removed before publication.

Note: section 5.4.3.7 is part of the protocol and process to protect a subset of management frames.  This is enclosed to protect reassociation management frames in state 3a.  Ths protection is necessary to meet the restriction in the IEEE 802.11r PAR that states that, “Security must not be decreased as a result of the enhancement.” 




5.4.3.7 Management frame protection
The management frame protection mechanism defines the means by which a STA may provide confidentiality and integrity services to certain “Robust” IEEE 802.11 management frames. Only the management frames listed below, sent within an infrastructure BSS while in State 3a, shall be deemed Robust.
a) Reassociation
Management frame protection is required in an RSNA to protect against forgery, and eavesdropping on selected unicast management frames.
Management frame protection uniformly extends the negotiated RSNA data frame protection protocol (CCMP or TKIP) to provide data confidentiality, replay protection, and data origin authenticity for selected unicast management frames traffic.

Management frame protection protocols shall apply to the selected management frames subtypes after the RSNA PTK key establishment for unicast is completed and after the management keys for broadcast have been delivered. All management frames sent or received by a STA before keys are derived are unprotected.

TGr Editor: Replace 5.6 with the following:

Replace 5.6 with the following:

A STA keeps two state variables for each STA with which direct communication via the WM is needed:

· Authentication state: The values are unauthenticated and authenticated.

· Association state: The values are unassociated, tentatively associated, and fully associated.
These two variables create four local states for each remote STA:

· State 1: Initial start state, unauthenticated, unassociated.

· State 2: Authenticated, not associated.

· State 3a: Authenticated and tentatively associated.

· State 3b: Authenticated and fully associated.
The relationships between these station state variables and the services are given in Figure 8.
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Figure 8—Relationship between state variables and services

The current state existing between the source and destination station determines the IEEE 802.11 frame types that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given by Figure 8 is with respect to the intended receiving STA. The allowed frame types are grouped into classes and the classes correspond to the station state. In State 1, only Class 1 frames are allowed. In State 2, either Class 1 or Class 2 frames are allowed. In State 3a and State 3b, all frames are allowed (Classes 1, 2, and 3). The frame classes are defined as follows:

a) Class 1 frames (permitted from within States 1, 2, 3a, and 3b):

1) Control Frames

i) Request to Send (RTS)

ii) Clear to Send (CTS)

iii) Acknowledgement (ACK)

iv) Contention-Free (CF)-End+ACK

v) CF-End

2) Management Frames

i) Probe request/response

ii) Beacon

iii) Authentication:
Successful authentication enables a STA to exchange Class 2 frames. Unsuccessful authentication leaves the STA in State 1.

iv) Deauthentication:
Deauthentication notification when in State 2, State 3a, or State 3b changes the STA’s state to State 1. The STA shall become authenticated again prior to sending Class 2 frames. Deauthentication notification when in State 3a or 3b implies disassociation as well.

v) Announcement traffic indication message (ATIM)

vi) Spectrum Management Action 
Within an IBSS, action frames are class 1.

3) Data Frames

i) Data:
Data frames between STAs in an IBSS with frame control (FC) bits “To DS” and “From DS” both false.

b) Class 2 frames (if and only if authenticated; allowed from within States 2, 3a, and 3b only):

1) Management Frames

i) Association request/response

· Successful association enables Class 3 frames.

· Unsuccessful association leaves STA in State 2.

· Unsuccessful tentative reassociation leaves STA in State 2.

· Unsuccessful full association leaves STA in State 3a.

ii) Reassociation request/response

· Successful reassociation enables Class 3 frames.

· Unsuccessful reassociation leaves the STA in State 2 (with respect to the STA that was sent the reassociation message).

· Unsuccessful tentative reassociation leaves STA in State 2.

· Unsuccessful full association leaves STA in State 3a.

· Reassociation frames shall only be sent if the sending STA is already associated in the same ESS.

iii) Disassociation

· Disassociation notification when in State 3a or 3b changes a STA’s state to State 2. This STA shall become associated again if it wishes to utilize the DS.

If STA A receives a Class 2 frame with a unicast address in the Address 1 field from STA B that is not authenticated with STA A, STA A shall disallow the received Class 2 frame and send a deauthentication frame to STA B.

c) Class 3 frames (if and only if tentatively or fully associated; allowed only from within State 3a and 3b):

1) Data Frames

i) Data subtypes: Data frames allowed. That is, either the “To DS” or “From DS” FC bits may be set to true to utilize the DSS.
In State 3a, only Data frames between STA A and STA B are allowed.  In State 3b, all Data frames are allowed.

ii) QoS data subtypes allowed to/from non-AP QSTA(s) that are associated with QAP(s).

iii) Data frames between QSTAs in a QBSS with FC bits “To DS” and “From DS” both false.

2) Management frames

i) QoS, DLS, and Block Ack Action.

3) Control frames

i) Power save (PS)-Poll

ii) Action:
Within an infrastucture BSS, action frames are class 3.

iii) Block Ack (BlockAck)

iv) Block Ack Request (BlockAckReq)

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is authenticated but not tentatively or fully associated with STA A, STA A shall disallow the received Class 3 frame and send a disassociation frame to STA B.

If STA A receives a Class 3 frame with a unicast address in the Address 1 field from STA B that is not authenticated with STA A, STA A shall disallow the received Class 3 frame and send a deauthentication frame to STA B.

(The use of the word “receive” in this subclause refers to a frame that meets all of the filtering criteria specified in Clause 8 and Clause 9.)

TGr Editor: Add the following as 6.1.2

6.1.2 Security services
Change the text of Clause 6.1.2 as follows:
	This note is not part of IEEE Std 802.11r, and is to be removed before publication.

Note: changes to section 6.1.2 is part of the protocol and process to protect a subset of management frames.  This is enclosed to protect reassociation management frames in state 3a.  Ths protection is necessary to meet the restriction in the IEEE 802.11r PAR that states that, “Security must not be decreased as a result of the enhancement.” 




Security services in IEEE 802.11 are provided by the authentication service and the WEP, TKIP, and CCMP mechanisms. The scope of the security services provided is limited to station-to-station data exchange and certain management frame exchanges. The data confidentiality service offered by an IEEE 802.11 WEP, TKIP, and CCMP implementation is the protection of the MSDU or MMPDU. For the purposes of this standard, WEP, TKIP, and CCMP are viewed as logical services located within the MAC sublayer as shown in the reference model, Figure 11 (in 5.9). Actual implementations of the WEP, TKIP, and CCMP services are transparent to the LLC and other layers above the MAC sublayer.
The security services provided by WEP, TKIP, and CCMP in IEEE 802.11 are as follows:
a) Data Confidentiality;
b) Unicast management frame confidentiality
c) Authentication; and
d) Access control in conjunction with layer management.
TGr Editor: Keep 7.1.3.1.8.

TGr Editor: Replace 7.2.3.1 with the following:

7.2.3.1 Beacon frame format 
Change the last row of Table 8 as follows: 

Table 8—Beacon frame body

	Order
	Information
	Notes

	28
	Fast BSS Transition Information
	The Fast BSS Transition IE is present in a Beacon only when dot11FastBSSTransitionEnabled is true

	Last
	Vendor Specific
	One or more vendor specific information elements may appear in this frame. This information element follows all other information elements.


TGr Editor: Replace 7.2.3.6 with the following:

7.2.3.6 Reassociation request frame format 
Insert the following row into Table 12: 

Table 12—Reassociation request frame body

	Order
	Information
	Notes

	11
	Reassociation Type
	The Reassociation Type IE is present in an Reassociation Request only when dot11FastBSSTransitionEnabled is true


TGr Editor: Replace 7.2.3.7 with the following:

7.2.3.7 Reassociation response frame format 
Insert the following row into Table 13: 

Table 13—Reassociation response frame body

	Order
	Information
	Notes

	7
	Reassociation Type
	The reassociation Type IE is present in an Reassociation Response only when dot11FastBSSTransitionEnabled is true and the Reassociation Type IE was present in the associated Reassociation Request frame


TGr Editor: Replace 7.2.3.9 with the following:

7.2.3.9 Probe response frame format 
Change the last two rows of Table 15 (Vendor Specific and Requested Information elements) as follows: 

Table 15—Probe response frame body

	Order
	Information
	Notes

	26
	Fast BSS Transition Information
	The Fast BSS Transition IE is present in a Probe response only when dot11FastBSSTransitionEnabled is true

	Last-1
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements except the Requested Information elements.

	Last
	Requested Information Elements
	Elements requested by the Request information element of the Probe Request frame


TGr Editor: Delete 7.2.3.10.

TGr Editor: Delete 7.3.1 and all subsections.

TGr Editor: Replace 7.3.2 with the following:

7.3.2 Information elements
Change the last three rows of Table 26 as follows: 

Table 26—Element IDs

	Information Element
	Element ID

	Fast BSS Transition Information (FTIE)
	54

	Reassociation Type
	55

	Reserved
	56-220

	Vendor Specific
	221

	Reserved
	222-255


TGr Editor: Delete 7.3.2.25 and all subsections.

TGr Editor: Delete 7.3.2.28.

TGr Editor: Replace 7.3.2.42 with the following:

7.3.2.42 Fast BSS Transition information element
The Fast BSS Transition information element contains the Fast BSS Transition Capability.  The Access Point uses the Fast BSS Transition Information Element to advertise its support for Fast BSS Transition capability. The format for this information element is given in Figure 113M.

	
	Element ID
	Length
	Fast BSS Transition Capability

	Octets:
	1
	1
	1


Figure 113M – Fast BSS Transition information element

The Length field shall be set to 1.

The Fast BSS Transition Capability is one octet.  The Fast BSS Transition Capability value is defined in Figure 113N.

	
	Fast BSS Transition Capability
	BSS Transition Direct Communication
	Reserved
	Reserved

	Bit:
	B0
	B1
	B2
	B3     B4     B5     B6     B7


Figure 113N – Fast BSS Transition Capability value

Fast BSS Transition Capability is set if the AP supports Fast BSS Transition

BSS Transition Direct Communication is set if the AP supports direct communication for setting up a fast BSS Transition.

TGr Editor: Replace 7.3.2.43 with the following:

7.3.2.43 Reassociation Type information element
The Reassociation Type information element specifies the type of reassociation that is being requested in an Reassociation Request frame during a Fast BSS Transition, or is echoed back in an Reassociation Response frame during a Fast BSS Transition.

	
	Element ID
	Length
	Reassociation Type
	Tentative Reassociation Lifetime

	Octets:
	1
	1
	2
	2


Figure 113O – Reassociation Type information element

The Length field shall be set to 4.

Reassociation Type gives the type of Association being requested, according to the values in Figure 113P:

	Reassociation Type value
	Meaning

	0
	Tentative Reassociation

	1
	Complete Reassociation

	2-65535
	reserved


Figure 113P – Reassociation Type value

Tentative Reassociation Lifetime gives the lifetime, in seconds, of the tentative reassociation.

TGr Editor: Replace 7.3.2.44 with the following:

Insert a new Clause 7.3.2.44 as follows:
	This note is not part of IEEE Std 802.11r, and is to be removed before publication.

Note: section7.3.2.44 is part of the protocol and process to protect a subset of management frames.  This is enclosed to protect association and reassociation management frames in state 3a.  Ths protection is necessary to meet the restriction in the IEEE 802.11r PAR that states that, “Security must not be decreased as a result of the enhancement.” 




7.3.2.44 Management Frame Header Clone information element (HC)
The IEEE 802.11 Management Frame Header Clone information element (HC) contains the management header information that is protected when TKIP is used for management frame protection. The HC information element contains the Frame Control and BSSID fields of the management frame header corresponding to the first fragment of the MMPDU. The HC information element field format is shown in Figure 113Q.
	
	Element ID
	Length
	FC
	HC BSSID

	Octets:
	1
	1
	2
	6


Figure 113Q Management Frame Header Clone information element format
· The Element ID shall be TBD decimal (TBD hex) {ednote: values to be assigned}
· The Length shall be set to 8.
· FC represents the Frame Control field. The Retry (bit 11), Power management (bit 12) and More Data (bit 13) subfields shall be set to 0 and the Protected subfield (bit 14) shall be set to 1.
· HC BSSID shall contain the BSSID field of the management frame header.
TGr Editor: Delete 7.3.2.45 through 7.3.2.47.

TGr Editor: Delete 7.4 and all subsections.

TGr editor: Add the following as 8.1.3:

8.1.3 RSNA establishment

	This note is not part of IEEE Std 802.11r, and is to be removed before publication.

Note: changes to section 8.1.3 is part of the protocol and process to protect a subset of management frames.  This is enclosed to protect association and reassociation management frames in state 3a.  Ths protection is necessary to meet the restriction in the IEEE 802.11r PAR that states that, “Security must not be decreased as a result of the enhancement.” 




Insert sub item 7 at the end of the first item as follows:
7) It programs the TK and pairwise cipher suite into the MAC for protection of unicast management frames.
Insert sub item 6 at the end of the second item as follows:
6) It protects the Robust management frames by programming the negotiated pairwise cipher suite and established PTK into the MAC.

TGr editor: Add the following as 8.3:

8.3 RSNA data confidentiality protocols
	This note is not part of IEEE Std 802.11r, and is to be removed before publication.

Note: changes to section 8.3 and subsections are part of the protocol and process to protect a subset of management frames.  This is enclosed to protect association and reassociation management frames in state 3a.  Ths protection is necessary to meet the restriction in the IEEE 802.11r PAR that states that, “Security must not be decreased as a result of the enhancement.” 




8.3.2.1 TKIP overview

Change the first list item in Clause 8.3.2.1 as follows:
A transmitter calculates a keyed cryptographic message integrity code (MIC) over the MSDU SA and DA of the MSDU or MMPDU, the MSDU priority (see 8.3.2.3) or 0xff as the MMPDU priority, and the MSDU or MMPDU plaintext data. TKIP appends the computed MIC to the MSDU data or MMPDU data prior to fragmentation into MPDUs. The receiver verifies the MIC after decryption, ICV checking, and defragmentation of the MPDUs into an MSDU or MMPDU and discards any received MSDUs or MMPDUs with invalid MICs. TKIP’s MIC provides a defense against forgery attacks. 
Insert the text to the end of Clause 8.3.2.1 as follows:
A MAC implementation may support TKIP protection of Robust Management Frames if it supports both TKIP and Protected Management Frames and TKIP is negotiated as the pairwise cipher. TKIP is applied to MSDUs and, if management frame protection is enabled, to MMPDUs.

8.3.2.1.1 TKIP encapsulation

Insert the following text to the end of Clause 8.3.2.1.1:
When TKIP is selected as the RSN pairwise cipher and management frame protection is enabled, unicast management frames shall be protected by TKIP with the MSDU data field replaced by the MMPDU plus an HC information element, and with the Priority set to 255 (0xff). The MMPDU data field may exceed one MPDU, and thus multiple IEEE 802.11 frame headers may be required to transfer the entire MMPDU. The HC information element is appended to the MMPDU data prior to application of TKIP. To protect a management frame with TKIP, the transmitter shall do the following:
a) The transmitter shall construct an HC information element from the following information extracted from the IEEE 802.11 frame header corresponding to the first MPDU that will be produced for this MMPDU, using the following header bit muting rules:
· The Frame Control field Type subfield shall be set to Management.
· The Frame Control field Subtype subfield shall be a valid management frame type.
· Frame Control field bits 11 (Retry), 12 (Power Mgmt), and 13 (More Data) shall be set to 0
· Frame Control field bit 14 (Protected) shall be set to 1
· The Sequence Control field shall be set to 0
b) The transmitter shall append the HC information element to the MMPDU data.
c) The transmitter shall insert DA from the first frame header as the TKIP DA, SA from the first frame header as the TKIP SA, 255 (0xff) as the TKIP priority, and the data plus the appended HC information element as the TKIP MSDU data.
If the TKIP encapsulated payload exceeds a single MPDU, the TKIP transmitter shall transmit the fragments in order, from first to last.

8.3.2.1.2 TKIP decapsulation

Insert the following sentence at the end of list item 5 of Clause 8.3.2.1.2:
When the received frame is a TKIP protected unicast management frame, the contents of the management frame after decapsulation shall be delivered to the SME via the MLME SAP rather than through the MA-UNITDATA.indication primitive.
Insert the following text at the end of Clause 8.3.2.1.2:
The receiver shall save a copy of the first frame header and use the TKIP receive algorithm to decapsulate the received frame. The receiver shall compare the received header with the transported HC information element, applying the muting rules from Clause 8.3.2.1.1 to the received frame header. If the two headers do not match, the receiver shall silently discard the frame. If the two headers do match, the receiver shall verify the priority of the received frame, and if valid, the receiver shall treat the decapsulate MMPDU data as valid. If a check fails, the receiver shall silently discard the frame and increment the appropriate MIC counter. {ednote – need to define new MIB counter for header mis-match}. A management frame TKIP MIC failure will count toward TKIP countermeasures invocation.

8.3.2.2 TKIP MPDU formats

Insert the following sentence at the end of Clause 8.3.2.2:
When management frame protection is negotiated, and TKIP is the negotiated pairwise cipher, TKIP shall use the same TK to protect both Robust Management Frames and Data Frames.

8.3.2.6 TKIP replay protection procedures

Change item 7 of Clause 8.3.2.6 as follows:
For each PTKSA, GTKSA, and STAKeySA, the receiver shall maintain a separate replay counter for each frame priority, and a separate counter for TKIP-protected Robust management frames. The receiver shall use the TSC recovered from a received frame to detect replayed frames, subject to the limitations on the number of replay counters supported, as advertised in the RSN information element Capabilities subfield, as described in Clause 8.4.3. A replayed frame occurs when the TSC extracted from a received frame is less than or equal to the current replay counter value for the frame’s priority and frame type. A transmitter shall not reorder frames with different priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

8.3.3.1 CCMP overview

Insert the following paragraph at the end of Clause 8.3.3.1:
When CCMP is selected as the RSN pairwise cipher, unicast management frames shall be protected with CCMP by taking the Priority as the octet with value 255 (0xff). A MAC implementation shall support IEEE P802.11w/D0.012, 
CCMP for protecting Action Frames if CCMP and Protected Management Frames are both supported. In the following clauses, use of CCMP for protection of management frames is specified by replacing the word MPDU with MMPDU.

8.3.3.3.2 Construct AAD

Change the text immediately following Figure 102 as follows:
The AAD is constructed from the MPDU Header. The AAD does not include the header Duration field, because the Duration field value can change due to normal IEEE 802.11 operation (e.g. a rate change during retransmission). For similar reasons, several sub-fields in the Frame Control field are masked to zero. AAD construction is performed as follows:
a) FC – MPDU Frame Control field, with:
1) Subtype bits (bits 4 5 6) bits masked to 0 in a Data MPDU;
2) Retry bit (bit11) masked to 0;
3) PwrMgt bit (bit 12) masked to 0;
4) MoreData bit (bit 13) masked to 0 in a Data MPDU
5) The Protected Frame bit (bit 14) always set to 1.
b) A1 – MPDU Address 1 or MMPDU DA field
c) A2 – MPDU Address 2 or MMPDU SA field
d) A3 – MPDU Address 3 or MMPDU BSSID field

8.3.3.3.5 CCM originator processing

Insert the following at the end of Clause 8.3.3.3.5:
A CCMP protected unicast Robust management frame shall use the same TK as a Data MPDU.

8.3.3.4 CCMP decapsulation

Insert the following sentence at the end of Clause 8.3.3.4:
When the received frame is a CCMP protected unicast management frame, contents of the MMPDU body 
after protection is removed shall be delivered to the SME rather than through the MA-UNITDATA.indication primitive.

8.3.3.4.1 CCM recipient processing

Insert the following at the end of Clause 8.3.3.4.1:
A CCMP protected unicast management frame shall use the same TK as a Data MPDU.

8.3.3.4.3 PN and replay detection

Change item 5 of Clause 8.3.3.4.3 as follows:
For each PTKSA, GTKSA, IGTKSA and STAKeySA, the recipient shall maintain a separate replay counter for each IEEE 802.11 MSDU priority and, if management frame protection is enabled, shall maintain a separate counter for CCMP protected management frames. The receiver shall use the PN recovered from a received frame to detect replayed frames, subject to the limitation of the number of supported replay counters indicated in the RSN Capabilities field (see 7.3.2.25). A replayed frame occurs when the PN extracted from a received frame is less that or equal to the current replay counter value for the frame’s MSDU priority and frame type. A transmitter shall not use IEEE 802.11 MSDU priorities without ensuring that the receiver supports the required number of replay counters. The transmitter shall not reorder frames within a replay counter, but may reorder frames across replay counters. One possible reason for reordering frames is the IEEE 802.11 MSDU priority.

TGr Editor: Delete 8.4 and all subsections.

TGr Editor: Delete 8.5 and all subsections.

TGr Editor: Delete 8.5A and all subsections.

TGr Editor: Delete Section 8A and all subsections.

TGr Editor: Delete 10.3.4 and all subsections.

TGr Editor: Replace 10.3.7 and subsections with the following:

10.3.7 Reassociate
10.3.7.1 MLME-REASSOCIATE.request
10.3.7.1.2 Semantics of the service primitive 
Change the text of 10.3.7.1.2 as follows:

The primitive parameters are as follows:

MLME-REASSOCIATE.request

(

NewAPAddress,

ReassociateFailureTimeout,

CapabilityInformation,

ListenInterval,

SupportedChannels,

RSN,

QoS Capability,

Content of Association Type Information Element,

VendorSpecificInfo

)

Insert the following row (Content of Association Type Information Element) as the second to last entry of the table in 10.3.7.1.2:

	Name
	Type
	Valid Range
	Description

	Content of Association Type Information Element
	Information Element
	As defined in 7.3.2.43
	Present only when dot11FastBSSTransitionEnabled is true.  If an Association Type information element is to be present in the Associate Frame, then that Association Type information element is here; otherwise this is null.


10.3.7.2 MLME-REASSOCIATE.confirm
10.3.7.2.2 Semantics of the service primitive 
Change the text of 10.3.7.2.2 as follows:

The primitive parameters are as follows:

MLME-REASSOCIATE.confirm

(

ResultCode,

CapabilityInformation,

AssociationID,

SupportedRates,

EDCAParameterSet,

Content of Association Type Information Element,

VendorSpecificInfo

)

Insert the following row (Content of Association Type Information Element) as the second to last entry of the table in 10.3.7.2.2:

	Name
	Type
	Valid Range
	Description

	Content of Association Type Information Element
	Information Element
	As defined in 7.3.2.43
	Present only when dot11FastBSSTransitionEnabled is true.  If an Association Type information element is to be present in the Associate Frame, then that Association Type information element is here; otherwise this is null.


10.3.7.3 MLME-REASSOCIATE.indication
10.3.7.3.2 Semantics of the service primitive 
Change the text of 10.3.7.3.2 as follows:

The primitive parameters are as follows:

MLME-REASSOCIATE.indication

(

PeerSTAAddress,

CurrentAPAddress CapabilityInformation,

ListenInterval,

SSID,

SupportedRates,

RSN,

QoSCapability,

Content of Association Type Information Element,

VendorSpecificInfo

) 

Insert the following row (Content of Association Type Information Element) as the second to last entry of the table in 10.3.7.3.2:

	Name
	Type
	Valid Range
	Description

	Content of Association Type Information Element
	Information Element
	As defined in 7.3.2.43
	Present only when dot11FastBSSTransitionEnabled is true.  If an Association Type information element was present in the Associate Frame, then that Association Type information element is reflected here; otherwise this is null.


10.3.7.4 MLME-REASSOCIATE.response
10.3.7.4.2 Semantics of the service primitive 
Change the text of 10.3.7.4.2 as follows:

The primitive parameters are as follows:

MLME-REASSOCIATE.response

(

PeerSTAAddress,

ResultCode,

CapabilityInformation,

AssociationID,

Content of Association Type Information Element,

VendorSpecificInfo

)

Insert the following row (Content of Association Type Information Element) as the second to last entry of the table in 10.3.7.4.2:

	Name
	Type
	Valid Range
	Description

	Content of Association Type Information Element
	Information Element
	As defined in 7.3.2.43
	Present only when dot11FastBSSTransitionEnabled is true.  If an Association Type information element was present in the Associate Frame, then that Association Type information element is reflected here; otherwise this is null.


TGr Editor: Delete 10.3.31 and all subsections.

TGr Editor: Delete 10.3.32 and all subsections.

TGr Editor: Delete 11.3 and all subsections.

TGr Editor: Replace 11.8 and subsections with the following:

Change 11.8 and subsections as shown below:
11.8 Association, reassociation, and disassociation
This subclause defines how a STA associates and reassociates with an AP and how it disassociates from it.

The states used in this description are those defined in 5.6.

11.8.1 STA association procedures
Upon receipt of an MLME-ASSOCIATE.request primitive a STA shall associate with an AP via the following procedure:

a) The STA shall transmit an Association Request frame to an AP with which that STA is authenticated.  If the MLME-ASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Association Request frame.

b) If an Association Response frame is received with a status value of “successful,” the STA is now associated with the AP. The state variable shall be set to State 3b, and the MLME shall issue an MLME-ASSOCIATE.confirm primitive indicating the successful completion of the operation.

c) If an Association Response frame is received with a status value other than “successful” or the AssociateFailureTimeout expires, the STA is not associated with the AP. The MLME shall issue an MLME-ASSOCIATE.confirm primitive indicating the failure of the operation. The Status Code returned in the Association Response frame indicates the cause of the failed association attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as Basic Rates that the STA did not indicate as supported in the STA's Supported Rates information element, shall be corrected before the SME issues an MLME-ASSOCIATE.request for the same AP. If the Status Code indicates the association failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME-ASSOCIATE.request for the same AP, until a period of at least 2 seconds has elapsed.

d) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-ASSOCIATE.request primitive.

11.8.2 AP association procedures
When an Association Request frame is received from a STA, the AP shall associate with the STA using the following procedure:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the association procedure.

b) In an RSNA, the AP shall check the values received in the RSN information element, to see if the values received match the AP’s security policy. If not, the association shall not be accepted.

c) Upon receipt of an MLME-Associate.response service primitive, the AP shall transmit an Association Response with a status code as defined in 7.3.1.9. If the status value is “successful,” the association identifier assigned to the STA shall be included in the response.

d) When the status value of the association is not successful, the AP shall indicate a specific reason for the failure to associate in the Status Code of the Association Response frame. If any Status Code value from Table 23 in 7.3.1.9 is an appropriate reason for the failure to associate, the AP shall indicate that Status Code value. The use of the unspecified reason value of the Status Code shall indicate the association failed for a reason that is unrelated to every other defined Status Code value in Table 23.

e) When the Association Response with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP. The state variable for the STA shall be set to State 3b.

f) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

g) The SME will inform the DS of the new association.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-ASSOCIATE.indication primitive.

11.8.3 STA reassociation procedures
Upon receipt of an MLME-REASSOCIATE.request primitive that does not contain an Association Type Information Element, a STA shall reassociate with an AP via the following procedure:

a) If the state variable is in State 1, the STA shall inform the SME of the failure of the reassociation by issuing an MLME-REASSOCIATE.confirm primitive.

b) The STA shall transmit a Reassociation Request frame to the new AP. If the MLME-REASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Reassociation Request frame.

c) If a Reassociation Response frame is received with a status value of “successful,” the STA is now associated with the new AP. The state variable shall be set to State 3b, and the MLME shall issue an MLME-REASSOCIATE.confirm primitive indicating the successful completion of the operation.

d) If a Reassociation Response frame is received with a status value other than “successful” or the AssociateFailureTimeout expires, the STA is not associated with the AP. The MLME shall issue an MLME-REASSOCIATE.confirm primitive indicating the failure of the operation. The Status Code returned in the Reassociation Response frame indicates the cause of the failed reassociation attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as Basic Rates that the STA did not indicate as supported in the STA's Supported Rates information element, shall be corrected before the SME issues an MLME-REASSOCIATE.request for the same AP. If the Status Code indicates the reassociation failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME-REASSOCIATE.request for the same AP, until a period of at least 2 seconds has elapsed.

e) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-REASSOCIATE.request primitive without an Association Type Information Element.

11.8.8 STA tentative reassociation procedures
Upon receipt of an MLME-REASSOCIATE.request primitive that contains an Association Type Information Element and the Association Type is set to Tentative Association, a STA shall tentatively reassociate with an AP via the following procedure:

a) If the state variable is in State 1, the STA shall inform the SME of the failure of the tentative reassociation by issuing an MLME-REASSOCIATE.confirm primitive.

b) The STA shall transmit a Reassociation Request frame to the new AP.  The Association Type Information Element that is in the MLME-REASSOCIATE.request primitiveshall be included in the Association Request frame.  If the MLME-REASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Reassociation Request frame.

c) If a Reassociation Response frame is received with a status value of “successful,” the STA is now tentatively associated with the new AP. The state variable shall be set to State 3a, and the MLME shall issue an MLME-REASSOCIATE.confirm primitive indicating the successful completion of the operation.

d) If a Reassociation Response frame is received with a status value other than “successful” or the AssociateFailureTimeout expires, the STA is not tentatively associated with the AP. The MLME shall issue an MLME-REASSOCIATE.confirm primitive indicating the failure of the operation. The Status Code returned in the Reassociation Response frame indicates the cause of the failed tentative reassociation attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as Basic Rates that the STA did not indicate as supported in the STA's Supported Rates information element, shall be corrected before the SME issues an MLME-REASSOCIATE.request for the same AP. If the Status Code indicates the reassociation failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME-REASSOCIATE.request for tentative association for the same AP, until a period of at least 2 seconds has elapsed.

e) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) before invoking MLME-REASSOCIATE.request primitive containing an Association Type Information Element and the Association Type is set to Tentative Association.

11.8.9 STA full reassociation procedures
Upon receipt of an MLME-REASSOCIATE.request primitive containing an Association Type Information Element and the Association Type is set to Full Association, a STA shall fully associate with an AP via the following procedure:

a) If the state variable is in State 1, the STA shall inform the SME of the failure of the full reassociation by issuing an MLME-REASSOCIATE.confirm primitive.

b) The STA shall transmit a Reassociation Request frame to the new AP.  The Association Type Information Element that is in the MLME-REASSOCIATE.request primitiveshall be included in the Association Request frame.  If the MLME-REASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Reassociation Request frame.

c) If a Reassociation Response frame is received with a status value of “successful,” the STA is now fully associated with the new AP. The state variable shall be set to State 3b, and the MLME shall issue an MLME-REASSOCIATE.confirm primitive indicating the successful completion of the operation.

d) If a Reassociation Response frame is received with a status value other than “successful”, the STA is not fully associated with the AP. The MLME shall issue an MLME-REASSOCIATE.confirm primitive indicating the failure of the operation. The Status Code returned in the Reassociation Response frame indicates the cause of the failed full reassociation attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as Basic Rates that the STA did not indicate as supported in the STA's Supported Rates information element, shall be corrected before the SME issues an MLME-REASSOCIATE.request for the same AP. If the Status Code indicates the reassociation failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME-REASSOCIATE.request for full association for the same AP, until a period of at least 2 seconds has elapsed.

11.8.410 AP reassociation procedures
Whenever a Reassociation Request frame that does not contain an Association Type Information Element is received from a STA, the AP uses the following procedure to support reassociation:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the reassociation procedure.

b) In an RSNA, the AP shall check the values received in the RSN information element, to see whether the values received match the AP’s security policy. If not, the association shall not be accepted.

c) Upon receipt of an MLME-Associate.response service primitive, the AP shall transmit a Reassociation Response frame with a status code as defined in 7.3.1.9. If the status value is “successful,” the association identifier assigned to the STA shall be included in the response.

d) When the Reassociation Response frame with a status value of “successful” is acknowledged by the STA, the STA is considered to be associated with this AP. The state variable for the STA shall be set to State 3b.

e) When the status value of the reassociation is not successful, the AP shall indicate a specific reason for the failure to reassociate in the Status Code of the Reassociation Response frame. If any Status Code value from Table 23 in 7.3.1.9 is an appropriate reason for the failure to reassociate, the AP shall indicate that Status Code value. The use of the unspecified reason value of the Status Code shall indicate the reassociation failed for a reason that is unrelated to every other defined Status Code value in Table 23.

f) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

g) The SME will inform the DS of the new association.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-REASSOCIATE.indication primitive that does not contain an Association Type Information Element.

11.8.11 AP tentative reassociation procedures
Whenever a Reassociation Request frame contains an Association Type Information Element and the Association Type is set to Tentative Association is received from a STA, the AP uses the following procedure to support tentative reassociation:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the reassociation procedure.

b) In an RSNA, the AP shall check the values received in the RSN information element, to see whether the values received match the AP’s security policy. If not, the tentative association shall not be accepted.

c) Upon receipt of an MLME-Associate.response service primitive, the AP shall transmit a Reassociation Response frame with a status code as defined in 7.3.1.9.  The Association Type Information Element that is in the MLME-REASSOCIATE.response primitive shall be included in the Reassociation Response frame. If the status value is “successful,” the association identifier assigned to the STA shall be included in the response.

d) When the Reassociation Response frame with a status value of “successful” is acknowledged by the STA, the STA is considered to be tentatively associated with this AP. The state variable for the STA shall be set to State 3a.

e) When the status value of the reassociation is not successful, the AP shall indicate a specific reason for the failure to reassociate in the Status Code of the Reassociation Response frame. If any Status Code value from Table 23 in 7.3.1.9 is an appropriate reason for the failure to tentatively reassociate, the AP shall indicate that Status Code value. The use of the unspecified reason value of the Status Code shall indicate the tentative reassociation failed for a reason that is unrelated to every other defined Status Code value in Table 23.

f) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-REASSOCIATE.indication primitive that contains an Association Type Information Element and the Association Type is set to Tentative Association.

11.8.12 AP full reassociation procedures
Whenever a Reassociation Request frame contains an Association Type Information Element and the Association Type is set to Full Association is received from a STA, the AP uses the following procedure to support full reassociation:

a) If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the reassociation procedure.

b) Upon receipt of an MLME-Associate.response service primitive, the AP shall transmit a Reassociation Response frame with a status code as defined in 7.3.1.9.  The Association Type Information Element that is in the MLME-REASSOCIATE.response primitive shall be included in the Reassociation Response frame. If the status value is “successful,” the association identifier assigned to the STA shall be included in the response.

c) When the Reassociation Response frame with a status value of “successful” is acknowledged by the STA, the STA is considered to be fully associated with this AP. The state variable for the STA shall be set to State 3b.

d) When the status value of the reassociation is not successful, the AP shall indicate a specific reason for the failure to reassociate in the Status Code of the Reassociation Response frame. If any Status Code value from Table 23 in 7.3.1.9 is an appropriate reason for the failure to fully reassociate, the AP shall indicate that Status Code value. The use of the unspecified reason value of the Status Code shall indicate the full reassociation failed for a reason that is unrelated to every other defined Status Code value in Table 23.

e) The SME shall establish an RSNA, or it shall enable WEP by calling MLME.SETPROTECTION.request primitive with ProtectType set to “Rx_Tx,” or it shall do nothing if it does not wish to secure communication.

f) The SME will inform the DS of the full association.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10) upon receiving a MLME-REASSOCIATE.indication primitive that contains an Association Type Information Element and the Association Type is set to Full Association.

11.8.513 STA disassociation procedures
Upon receipt of an MLME-DISASSOCIATE.request primitive, an associated STA shall disassociate from an AP using the following procedure:

a) The STA shall transmit a Disassociation frame to the AP with which that STA is associated.

b) The state variable for the AP shall be set to State 2 if and only if it was not State 1.

c) The MLME shall issue an MLME-DISASSOCIATE.confirm primitive indicating the successful completion of the operation.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME-DISASSOCIATE.request primitive.

11.8.614 Non-AP STA disassociation receipt procedure
Upon receipt of a Disassociation frame, a STA shall operate as follows:

a) The MLME shall issue an MLME-DISASSOCIATE.indication with the ReasonCode parameter set to the value of the Reason Code received in the Disassociation frame.

b) The state variable for the AP shall be set to State 2 if and only if it was not State 1.

c) If the Reason Code indicates a configuration or parameter mismatch as the cause of the disassociation, the STA shall not attempt to associate or reassociate with the AP sending the Disassociation frame, until the configuration or parameter mismatch has been corrected.

d) If the Reason Code indicates the STA was disassociated for a reason other than configuration or parameter mismatch, the STA shall not attempt to associate or reassociate with the AP sending the Disassociation frame until a period of 2 seconds has elapsed.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME-DISASSOCIATE.request primitive.

11.8.715 AP disassociation initiation procedure
Upon receipt of a Disassociation frame from an associated STA, the AP shall disassociate the STA via the following procedure:

a) The state variable for the STA shall be set to State 2.

b) The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the disassociation.

c) The SME will update the DS.

The STA’s SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10) and by invoking MLME-SETPROTECTION.request(None) upon receiving a MLME-DISASSOCIATE.indication primitive.

TGr Editor: Delete 11.4.1.

TGr Editor: Replace 11.4.3 with the following:

11.4.3 TS lifecycle
Replace figure 195, entitled “TS Lifecycle (Informative)” with the following:

[image: image2.wmf]TS Setup In Full

Association

Inactive

Failed TS Setup

TS Renegotiation

Failed

TS Renegotiation

TS Deletion

TS Timeout

Active

Suspend

Rx: Frame

TS Suspension

TS Setup in

Tentative

Reassociation

Accepted

Transition to Full

Association

Disassociation

TS Renegotiation

Failed

TS Renegotiation


Insert after the second paragraph of clause 11.4.3 (second paragraph starts “Initially a TS is inactive ...”): 
A TS may be established by a TS Setup while in a Tentative Reassociation. Such a TS is created in the Accepted state. If the STA transitions to the Full Reassociation state with this AP, then the TS becomes Active. If the STA disassociates without transitioning to the Full Reassociation State, then the TS becomes Inactive.

Change the fourth paragraph of clause 11.4.3: 
While the TS is aActive or Accepted, the parameters of the TSPEC characterizing the TS can be renegotiated, when the renegotiation is initiated by the non-AP QSTA. This negotiation can succeed, resulting in a change to the TSPEC, or can fail, resulting in no change to the TSPEC.

Annex A TBD

Annex D TBD
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Abstract


In order to minimise or eliminate any gap in data connectivity while roaming, it is proposed to let a STA make a partial connection with a new AP without dropping the connection with the old AP.  The STA can then negotiate with the new AP, including EAPOL messages, to set up the correct conditions for data connectivity, while still using the old AP for data connectivity.  Once the correct conditions are set up, the STA can then break the connection with the old AP, and start using the new AP for data connectivity.
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