August 2003

doc.: IEEE 802.11-03/xxxr0

IEEE P802.11
Wireless LANs

Make Before Break

Date:
September 15, 2003

Author:
Clint Chaplin

Symbol Technologies

6480 Via Del Oro

San Jose, CA  95119-1208

Phone: +1-408-528-2766

e-Mail: cchaplin@sj.symbol.com

In order to minimise or eliminate any gap in data connectivity while roaming, it is proposed to let a STA make a partial connection with a new AP without dropping the connection with the old AP.  The STA can then negotiate with the new AP, including EAPOL messages, to set up the correct conditions for data connectivity, while still using the old AP for data connectivity.  Once the correct conditions are set up, the STA can then break the connection with the old AP, and start using the new AP for data connectivity.

Overview

In the original 802.11 standard, successful association meant that the AP would notify the DS of the new STA to AP mapping, and that was it.  As more complex features have been added to the standard, more and more negotiations, actions, and handshakes have been added to the association process.  These new necessary actions delay the start of possible data communication through the AP.  If these two steps could be reversed, the gap in data communication during a roam could be reduced or eliminated.

Make Before Break splits association triggered actions into two parts: the notification to the DS of the STA to AP mapping is one part (called “STA-AP Mapping Notification” in this document), and the rest of the actions is the other part (called “Association Triggered Actions” in this document). By splitting this functionality, association can then be done in two steps, rather than a single indivisible step.

For Make Before Break, the first step in the process are the Association Triggered Actions, and are triggered by the STA sending a Tentative Association Request to the new AP.  Once the new AP responds to this request, the new AP and the STA would then be free to do any and all of the actions, handshakes, and negotiations that are currently part of the association process; the only thing that would not take place would be the STA-AP Mapping Notification.  Since the STA-AP Mapping Notification has not happened, the STA is free to continue data communications through the old AP.  Also, since the Tentative Association Request/Response triggers everything that the regular Association Request would trigger (with the exception of the STA-AP Mapping Notification), no changes would have to be explicitly made to these mechanisms.

The STA would have to be capable of carrying on conversations with two different APs simultaneously, and these two APs will probably be on different channels.  Existing power save mechanisms can be used to allow the STA to communicate to both APs on the different channels, thus keeping the two conversations from affecting one another and preventing either AP from dropping the STA while the STA is off channel.  Alternatively, other mechanisms (existing or new) could be used to allow the STA to maintain communication with both APs.

Note that the existing EAPOL security communications are, strictly speaking, between the STA and the AP; the AP proxies these messages to the DS using it’s own MAC address, rather than the MAC address of the STA.  Using the MAC address of the STA at the new AP is not yet allowed, since the STA-AP Mapping Notification has not happened.

Once all negotiations, actions, and handshakes have taken place and the STA is satisfied, it sends a Complete Association Request to the new AP.  In response, the new AP sends a Complete Association Response to the STA, and also performs the STA-AP Mapping Notification to the DS.  At this point, association is complete, and data communications may go through the new AP.

The AP should probably have an age-out mechanism in place, that will drop the Tentative Association if is not completed in a defined period of time.

New association requests and association reply messages were defined, rather than attempting to reuse the existing Association Request/Association Reply messages.  It is hoped that, by doing so, changes to the existing state machines to add Make Before Break can be minimised.

The existing association mechanism is not replaced by Make Before Break; rather, Make Before Break is a optional feature in addition to the existing association mechanism.  If a STA wants to use Make Before Break but cannot find an AP that supports it, it can always drop back to the existing association mechanism (and take the break in data communications as a penalty).

As a variant, the STA could be allowed to have Tentative Associations simultaneously open with multiple APs.  The STA would have to complete the association with only one of the APs.

Management Frame Changes

Two new requests are defined that are used by the STA to signal to the new AP what it wants.  One request is defined to be a request to the new AP to let the STA open communications with it; this request is called Tentative Association Request.  The other request is defined to be a request to the new AP to complete the association; this request is called the Complete Association Request.

Since the number of possible management frame types is so limited, these new requests will have to be implemented by modifying the existing Association Request/Association Response management frames.  To do so, a new information element is defined: Association Type.  This information element is defined in the following table:

Element ID

1 octet
Length

1 octet
Association Type

2 octets

The Element ID will be the next available Element ID as assigned by the IEEE 802.11 number czar.

Length gives the number of octets in the information field of the Information Element.  In this case, the value of Length will always be 2.

Association Type gives the type of Association being requested, according to the values in the following table:

Association Type value
Meaning

0
Tentative Association

1
Complete Association

2-65535
reserved

This new Association Type IE is optionally inserted into the Association Request/Association Response management frames.  Use of this information element is made optional in order to allow backwards compatibility with existing implementations.

If the STA is capable of Make Before Break, and the new AP has advertised that it is capable of Make Before Break, then the STA may put the Association Type IE in the Association Request management frame, if the STA wants to perform Make Before Break.  Otherwise, the STA will leave out the Association Type IE, and will associate in the older way.

If the Association Type IE is present in the Association Request management frame, and the AP implements Make Before Break, the AP must put the Association Type IE in the Association Response management frame  In all other cases, the Association Type IE is not inserted into the Association Reply management frame.

Advertisement of Make Before Break Capability.

If the AP is capable of Make Before Break, it advertises that fact by setting the Make Before Break bit in the capabilities field of the Beacon and Probe Response messages.  Currently, the capabilities field has only one uncommitted bit; if this bit is assigned before this submission is made into a standard, the Task Group will have to extend the capabilities field using the extension bit.
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