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Abstract

This document suggests resolution to Letter Ballot 60 technical comments on Clause 8.4

Comment 17: In 8.4.1, how does there exist more than one PMK between an AP and a station?  It follows from the fact that a client will maintain only one assocation at a time?

Motion: After bullet 2 of the list for establishing a new security association, insert the informative note:

Informative Note. It is possible for more than one PMK to exist. As an example, a second PMK may come into existence through PMK caching. A STA might leave the ESS and flush its cache. Before its PMK expires in the AP's cache, the STA returns to the ESS and establishes a second PMK from the AP's perspective.

Motion: Change the sentence “A STA roaming within an ESS establishes a new security association by one of three schemes” to “A STA roaming within an ESS establishes a new PMK SA security association by one of three schemes”.

Comments 85, 98, 406: In 8.4.1, the commenter thinks it is more reasonable to include SSID in PMK SA rather than in PTK and GTK SA, and believes that the credential which will produce PMK during EAP authentication process will be choosen by SSID.

Motion: Add after the list of PMK SA attributes:

Also included in the PMK SA is every authorization parameter specified by the AS or by local configuration. This can include other parameters, such as the STA’s authorized SSID.

Comment 174:  8.4.1 has the text: "In a BSS, there is one GTK".  The definition of BSS  is "IBSS or Infrastructure BSS" so this is incorrect.
Motion: Replace “In a BSS, there is one GTK SA” with "in an Infrastructure BSS, there is one GTK SA ".

Comment 175: 8.4.1, in its description of roaming step 1, it uses “cryptographic keys” to mean “temporal keys’, while step 3 uses the same term to mean "PMK"
Motion: Replace both instances of “cryptographic keys” in step 1with “PTK,” and the instance in step 3 with “PMK”.

Comment 378: This comment on 8.4.1 asks what are the units for the PMK Lifetime.

Motion: Replace “Lifetime” in the list of PMK attributes with “Lifetime, specified by the dot11RSNAPMKLifetime MIB variable”. Add an

Informative Note: AAA session timeout is a different concept and begins with completion of 4-Way Handshake.

Comment 408: In 8.4.1 the PTK SA should not include SSID.

Motion: Remove the SSID from the list of PTK SA Attributes. Add the sentence:

Also included in the PTK SA is every authorization parameter specified by the AS or by local configuration. This can include other parameters, such as the STA’s authorized SSID.

Comment 411: In 8.4.1 the PTK SA should include BSSID and STA MAC address.

Motion: Add BSSID and STA MAC address to list of PTK SA elements.

Comment 432: 8.4.1 includes the incorrect phrase “it is the same as the EAP SA”

Motion: Change the setence “When the PMKSA is the result of a successful IEEE 802.1X authentication, it is the same as the EAP Security Association from the EAP authentication.” to “When the PMKSA is the result of a successful IEEE 802.1X authentication, it is derived from the EAP Security Association from the EAP authentication.”

Comment 699: 8.4.1, Page 60, line 12 says "Informative note:  Prior to the completion of IEEE 802.1X authentication and the installation of keys, the IEEE 802.1X controlled port in the AP will block (i.e. filter) all non-IEEE 802.1X data frames."  Similar descriptions appear elsewhere in this document.  My understanding is that 802.1X data frames destined to the Authenticator are channelsed via the Uncontrolled Port (which is in paralled with the Controlled Port).  This means that the Controlled Port does not need to make an exception for 802.1X data frames when it is blocking all frames while in the Unauthorized state.  While this is somewhat of a nit, it does, IMHO, misconstrue the IEEE 802.1X model.

Motion: Incorporate the change: Revise the description of the blocking function of the IEEE 802.1X Controlled Port [in this section, and elsewhere in the document] to remove the exclusion of 802.1X data frames from the "blocking" action and indicate that those frames are received by the Authenticator or Supplicant via the Uncontrolled Port.

Comment 724: In 8.4.1, in an IBSS the addresses used in the PMK SA definition are ambiguous.
Motion: In "The PMK SA consists of the following elements ... BSSID ... STA-MAC-Addr", change "BSSID" to "Authenticator MAC Address" and "STA-MAC-Addr" to "Supplicant MAC Address"

Comment 725: In 8.4.1, the GTK SA element list should include Authenticator/TA MAC address if direction vector is receive (at least for IBSS).
Motion: Add Authenticator MAC Address to element list. 

Comment 772:  8.4.1 says "If it does not have a cached PMK for …"

Motion: Change this to "if it does not have a cached PMK for any of the supplied…”

Comment 726: In 8.4.2, Since the RSN IE contains a single version number, this requirement "A STA shall request the highest Version field value it supports among all those a peer STA advertises" is confusing

Motion: Change to “A STA shall request the highest version field value it supports that is less than or equal to the version advertised by the peer STA.”

Comment 107, 383, 510, 669: In 8.4.4, the purpose of including cipher suites in the beacons and probe responses is to advertise capabilities.  How else would STAs determine if they can communicate compatibly?
Motion: Delete the first Informative Note from 8.4.4, and change the paragraph

The IEEE 802.1X entities of two directly communicating STAs negotiate pairwise key cipher suites using one of the 4-Way Handshakes. Thus, each pair of STAs within an IBSS may use the EAPOL-Key 4-Way Handshake to negotiate a pairwise key cipher suite. As specified in Clause 8.5.2, Messages 2 and 3 of the 4-Way Handshake convey an RSN IE. The Message 2 RSN IE includes a list of allowed pairwise key cipher suites, and the RSN IE in Message 3 reports the selected pairwise key cipher suite; the Message 3 RSN IE shall specify a pairwise key cipher suite from those suggested in Message 2, or else the 4-Way Handshake shall fail. Beacons within an IBSS shall specify an empty list of pairwise key cipher suites.

to read:

In an IBSS, all STAs must use a single broadcast cipher suite, and all STAs must support a common subsets of unicast cipher suites., but any pair of STAs may negotiate to use any common unicast cipher suite they support. Each STA shall include the broadcast cipher suite and list of unicast cipher suites it supports in its Beacons and Probe Response messages. If the broadcast cipher suite is not the same, then the two STAs shall not establish a PMK SA betwen. Similarly, if their unicast cipher suites do not overlap, then the two STAs shall not establish a PMK SA between them.

The IEEE 802.1X entities of two directly communicating STAs negotiate pairwise key cipher suites using one of the 4-Way Handshakes. Each pair of STAs within an IBSS may use the EAPOL-Key 4-Way Handshake to negotiate a pairwise key cipher suite. As specified in Clause 8.5.2, Messages 2 and 3 of the 4-Way Handshake convey an RSN IE. The Message 2 RSN IE includes the list of pairwise key cipher suites enabled by its sender, and the RSN IE in Message 3 reports the selected pairwise key cipher suite; the Message 3 RSN IE shall specify a single pairwise key cipher suite from those suggested in Message 2, or else the 4-Way Handshake shall fail.

Comment 381: 8.4.4 fails to specify which 4-Way Handshake determines the pairwise key cipher suite used.

Motion: Add the following text at the end of the re-write proposed by Motion to address comment 107:

The pair of STAs shall use the pairwise cipher suite specified in the 4-Way Handshake Message 3 sent by the STA with the lower MAC address.

Comment 382, 660: 8.4.4 fails to specify which PTK is used to secure the Group Key Handshake from each STA.

Motion: 8.4.9 specifies that each party uses the PTK derived in the 4-Way Handshake it initiated. This is specified in 8.4.9. Move this text from 8.4.9 from that section to 8.4.4.

Comment 182: 8.4.4.1 indicates that a STA may be unable to distinguish a TSN from a pre-RSNA BSS.  Equally an RSNA-capable device may not include the RSN IE when in a TSN (if it has only received beacons so far that don't include it).  Trying to specify behaviour based on what sort of SN it is fundamentally a waste of time.

Motion: Replace text of clause 8.4.4.1 with

Non-RSNA STAs generate Beacons and Probe Responses without an RSN IE, and will ignore the RSN IE, because it is unknown. This allows an RSNA STA to identify the non-RSNA STAs from which it has received Beacons and Probe Responses.

If an RSNA STA instead identifies another IBSS member on the basis of a received broadcast/multicast message, it cannot make this judgment directly. An RSNA STA may authenticate or initiate a 4-Way Handshake, in an attempt to establish a security association with the peer. If the peer is non-RSNA, then it will fail to respond. In this case, the RSNA STA may treat the peer STA as non-RSNA and attempt to communicate using non-RSN methods.

Informative Note: STAs may decline to use pre-RSN methods after a failed authentication or 4-Way Handshake attempt, as their policy may regard the peer’s failure to use RSN methods as a down-grade attack.

Comment 434: 8.4.5 contains an informational note saying that APs may allow specific MSDUs to flow through the authenticators uncontrolled port" has interactions with VLANS, this needs to be specified.
Motion: Delete the informative note.

Comment 767: The first sentence of 8.4.5 conflicts with the later MIB decision tree and keying state machines.  According to the pseudocode the AP or STA do not actually block non 802.1X data in the uncontrolled port.  Additionally 802.1X does not reference an AP or STA making this statement confusing

Motion: Delete “STA’s” and “AP’s” in that sentence.

Comment 183:  8.4.6 mentions MAC authentication; it would be wise to distinguish the type of authentication in the sentence starting "When a PMK is cached, authentication is not needed.”

Motion: Change to "When a PMK is cached, IEEE 802.1X authentication is not needed”.

Comment 774:  8.4.6 says "If the STA believes that the AP has cached it's PMK, the STA may utilize PMK caching (Clause 8.4.6.2) during it's (re)association. " The next sentence goes on to talk about pre-authentication.  It implies that pre-authentication is the only way a PMK can be cached.  This is not true.

Motion: Delete second sentence in paragraph from the referenced paragraph.

Comment 849: On p 65, lines  40-42, 8.4.6 describes STA behavour on 802.1X failure, but not AP's behaviour

Motion: Add a sentence: “If 802.1X authentication fails, then the AP shall disassociate the STA.”

Comment 729: In 8.4.6.2, if both sides assert possession of a cached PMK and the 4-Way Handshake fails both sides must delete the cached PMK for the selected KEYID" should be normative.
Motion: Change "must" to "shall"

Comment 777: 8.4.6.2 has abiguouity in PMK caching defintion.

Motion: Insert the sentence “Any PMK ID's in a (re)association request shall be ignored if the PMK caching bit is not set.” After the sentence “If it does not have a valid PMK it clears the bit in its (re)association request.”

Comment 385, 661: In 8.4.7 the authentication mechanism is very specific to limited configurations and use cases.
Motion: Add a paragraph:

The model for security in an IBSS is not general. In particular, it assumes:

· All of the STAs are in direct radio communication. In particular, there is no routing, bridging, or forwarding of traffic by a third STA to effect communication. This assumption is made, because the model makes no provision to protect IBSS toplogy information from tampering by one of the members.

If one STA notices that it has drifted out of radio range of another, then it shall delete the PTK and GTK SAs it shares with that STA. This replaces the same function provided by an association in an Infrastructure BSS.

Comment 850. 8.4.7 stipulates use of essentially 2 802.1X processes, with each STA acting as both a Supplicant and Authenticator.  No provision is made for when one of the Authenticators enters re-authenticate state and sends and EAPOL-Start to a connected Supplicant.  This can produce an out of balanced situation since the process is to wait for both 802.1X exchanges to run and then throw out one PMK and use the other.  A mechinism is needed to trigger the other side.  Thus the AS with the shortest timeout wins.

Motion: Add following after the second paragraph:

If the Authenticator of the STA’s peer enters its re-authenticate state and sends an EAPOL-Start, this process is to run to completion, and the STA’s authenticator shall initiate the opposite authentication handshake.  If either authentication fails, then the STAs shall delete any PMK, PTK, or GTK SAs that may exist between them.

Comment 78: In 8.4.8, a paragraph starts talking about 802.1X but ends up refering to the 802.1aa state variable.

Motion: In anticipation of 802.1aa being incorporated into 802.1X, change references to 802.1aa to 802.1X throughout the document.

Comment 79: A paragraph 8.4.8 starts "The AP may queue…" makes no sense. The same applies to any of the handshake messages which is AP can't send. The fact that it queues it and then discards it doesn’t mean it should always disassociate - it might vreate a new message after discarding the first.

Motion: Delete the cited paragraph.

Comment 417: 8.4.8 contains the sentence, “IEEE key state machines signal the completion if key management by utilizing the MLME-SETKEYS.request" is wrong.

Motion: Delete this sentence.

Comment 187: 8.4.9 says that a check is required that the multicast cipher and AKMP match that in beacons and probe responses.  What if it doesn't?  What if the beacons don't contain an RSN IE (because this is a TSN, and all the recent beacons have been sent by pre-RSNA devices)
Motion: The consistency of Beacons in an IBSS must be maintained, but the method of achieving this consistency is outside the scope of this standard.  Clarifying text has been added.

Comment 188: 8.4.10 doesn't cover all the cases.

Motion: Replace with "An RSNA is terminated by invocation of any of the MLME association, reassociation, disassociation, authentication, or deauthentication request or indication primitives.  Both the MAC, and the IEEE 802.1X Supplicant and Authenticator shall delete all temporal keys, and all state derived from those keys, before invoking one of these primitives, or on receiving one of these primitives.  In addition, the IEEE802.1X Supplicant and Authenticator shall also delete the PMK if PMK caching is not enabled.”

Comment 418:  8.4.10 deletes the GTK if an AP or a STA in IBSS if the GTK is generated by the STA. This should not happen.
Motion: Change the sentence to read “In the case of an ESS, the non-AP STA shall delete all PTK and GTK SAs, and the AP shall delete the PTK SA.”
Comment 191: 8.4.10.1 starts out being about the ESS case only.  Step 2 tells you to do something.  Then it tells you not to do it if you're in an ESS.  Then it tells you to do it if you're in an IBSS.  It's all somewhat confused.

Motion: Replace all but the informative note with the following.  "In order to recover from state mismatches between two STAs, a STA shall execute the following procedure on receiving an encrypted MPDU from a destination for which it does not have an installed key.  1) The frame shall be discarded.  2) If the STA is RSNA capable and has joined an IBSS, the authentication procedure as described in section 11.32 shall be executed. 3) Otherwise the deauthentication procedure described in section 11.3.3 shall be executed as if the MLME-DEAUTHENTICATE.request primitive had been invoked.”
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