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Abstract

Summary

8.3.2.3.3

Change

WEP seed ( Phase2(TTAK, TA, TSC)

To

WEP seed ( Phase2(TTAK, TK, TSC)

8.4.3.1

If an AP operating within a TSN receives a (Re)association request without an RSN IE, it shall allow communications only if a WEP key has been configured or if the key will be provisioned by IEEE 802.1X to secure communication. If a WEP key is not installed, and if IEEE 802.1X authentication and key management is not enabled, the AP shall reject the association request; if a WEP key is configured or if the AP is configured to provide IEEE 802.1X authenticated key management, the AP may accept the request.

5.4.3.2

In a RSNA ESS, Open System Authentication is required for MAC layer authentication.  In a RSNA ESS, Deauthentication results in termination of any association for the deauthenticated station. It also results in the IEEE 802.1X controlled port for that STA being disabled. The Deauthentication notification is provided to IEEE 802.1X via the MAC layer. 

In a RSNA IBSS, Open System Authentication is optional but a STA is required to recognize Deauthentication frames. Deauthentication results in the IEEE 802.1X controlled port for that STA being disabled.

5.6

In an IBSS a STA must be prepared for other STAs to initiate communications. Each pair of STAs in an IBSS negotiates the security algorithms to be used. In an ESS the STA initiates all associations.  In an ESS the STA and AP negotiate the security suite, and the AP enforces the security suite to be used.

In a RSNA ESS, the AS makes the authentication decision. The AS is typically separate from the AP, but may be integrated into the AP. In a RSNA IBSS, each STA must make its own authentication decision regarding each peer.

8.4.3

Informative Note: This can be enforced by configuring the AP to use only RSNA cipher and authentication and key management suites, i.e., by disabling WEP and pre-RSNA IEEE 802.1X key management.

7.2.3.9

The cipher suite selectors 00:00:00:1 “WEP-40” and 00:00:00:5 “WEP-104” are only valid as a group cipher suite when communicating with pre-RSNA devices.

7.3.2.9.5 4th example

802.1X authentication, Use CCMP for unicast cipher suite, CCMP group key cipher suites, pre-authentication and a PMKID.

5.4.3.3
Replace “Confidentiality is an SS.” with “Confidentiality is a SS.”

6.1.2

Replace “The security services provided by the WEP” with “The security services provided by WEP”.

8.1.3

Replace 
“It may optionally perform MAC authentication and if such authentication is utilized it shall be Open System Authentication.” 
with 
“It may optionally perform MAC authentication and, if such authentication is utilized, it shall be Open System Authentication.”
5.7.5

Replace Clause 5.7.5 with:
For a STA to invoke the WEP privacyconfidentiality algorithm (as controlled by the related MIB attributes, see Clause 11), the privacyconfidentiality service causes MPDUselects WEP encryption and sets the Protected Frame bitWEP frame header bit appropriately (see Clause 7).

8.5.2

Replace the first bullet item in Clause 8.5.2 

“4-Way Handshake, to confirm that the PMK between associated STAs are the same and is live and to transfer the GTK to the STA.”

With

“4-Way Handshake, to confirm that the PMK between associated STAs is the same and live and to transfer the GTK to the STA.”

Annex D

Replace

“In the “MANDATORY-GROUPS” Clause of the dot11Compliance object, change “dot11SMTbase2” to “dot11SMTbase4”.”

with

Change dot11Compliance as follows:

dot11Compliance MODULE-COMPLIANCE

 STATUS  current

DESCRIPTION

"The compliance statement for SNMPv2 entities that implement the IEEE 802.11 MIB."

MODULE  -- this module

    
MANDATORY-GROUPS {


dot11SMTbase24,

        


dot11MACbase, dot11CountersGroup,

        


dot11SmtAuthenticationAlgorithms, 

        


dot11ResourceTypeID, dot11PhyOperationComplianceGroup 

}
Delete the  following text::

--

--  IEEE 802.11 RSN MIB

--

IEEE802dot11RSN-MIB DEFINITIONS ::= BEGIN

IMPORTS

MODULE-IDENTITY, OBJECT-TYPE, Integer32, Unsigned32, Counter32

FROM SNMPv2-SMI

DisplayString, MacAddress, TruthValue

FROM SNMPv2-TC

ieee802dot11 

FROM IEEE802dot11-MIB

InterfaceIndexOrZero

FROM IF-MIB;

ieee802dot11RSN MODULE-IDENTITY

LAST-UPDATED "0209100000Z"
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DESCRIPTION

"The MIB module for 802.11 entities implementing 802.11 RSN (Robust Security Network Associations)."

::= { ieee802dot11 7 }

Change the following text:

--

--  Robust Security Network Association (RSNA and TSN) Configuration

--

dot11RSNAConfigTable OBJECT-TYPE

SYNTAX

SEQUENCE OF Dot11RSNAConfigEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION


"The table containing RSNA configuration objects."

::= { ieee802dot11 5 }

--

--  RSNA statistics 

--

dot11RSNAStatsTable OBJECT-TYPE

SYNTAX

SEQUENCE OF Dot11RSNAStatsEntry

MAX-ACCESS
not-accessible

STATUS

current

DESCRIPTION

"This table maintains per-STA statistics for SN. The entry with dot11RSNAStatsSTAAddress set to FF-FF-FF-FF-FF-FF shall contain statistics for broadcast/multicast traffic."

::= { ieee802dot11 6 }
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