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Abstract

This document proposes resolution for comment numbers 293, 367, 733, 734, 735, and 844 on recirculation letter ballot 60 on Tgi draft 5.0.
Change clauses 8.5.2 as follows:

8.5.2  EAPOL-KEY frames

IEEE 802.11 uses EAPOL-Key frames to exchange information between STAs’ Supplicants and Authenticators that result in cryptographic keys and synchronization of security association state. EAPOL-Key frames are used to implement two different exchanges:

· 4-Way Handshake, to confirm that the PMK between associated STAs are the same and is live.

· The Group Key Handshake, to update the GTK at the STA.

The RSNA key descriptor carried by EAPOL-Key frames is described below and replaces the EAPOL-Key decription in IEEE 802.1X-2001.

The bit and octet convention for fields in the EAPOL-Key frame are defined in IEEE 802.1X-2001 Clause 7.1. EAPOL-Key frames containing invalid field values shall be silently discarded

	Descriptor Type – 1 octet

	Key Information – 2 octets
	Key Length – 2 octets

	Key Replay Counter – 8 octets

	Key Nonce – 32 octets

	EAPOL-Key IV – 16 octets

	Key RSC – 8 octets

	STA MAC Address – 6 octets

	Reserved-2 octets

	Key MIC – 16 octets

	Key Data Length – 2 octets
	Key Data – n octets


Figure 1—EAPOL-Key descriptor

Descriptor Type. This field is one octet and has a value of X (defined by IEEE 802.1X), identifying RSNA Key Descriptor.

Key Information. This field is two octets and specifies characteristics of the key.
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Figure 2—Key information bit layout

The bit convention used is as in Clause 7.1 of IEEE 802.1X-2001.

· Key Descriptor Version (bits 0-2): specifies the Key descriptor version type.

1. The value 1 shall be used for all EAPOL-Key frames to and from a STA when the Group and Pairwise cipher is TKIP for Key Descriptor 1. This value indicates that:

a) HMAC-MD5 is the EAPOL-Key MIC;

b) RC4 is the EAPOL-Key encryption algorithm used to protect the distributed GTK.

2. The value 2 shall be used for all EAPOL-Key frames to and from a STA when either the Pairwise or the Group cipher is AES-CCMP for Key Descriptor 2. This value indicates that:

a) HMAC-SHA1-128 is the EAPOL-Key MIC; HMAC is defined in RFC 2104, and SHA1 by FIPS-180-1. The output of the HMAC-SHA1 shall be truncated to its most significant 128-bits (octets 0-15 of the digest output by HMAC-SHA1).

b) The NIST AES key wrap is the EAPOL-Key encryption algorithm used to protect the distributed GTK. RFC 3394 defines the NIST AES key wrap algorithm.

· Key Type (bit 3): specifies whether this EAPOL-Key frame is part of a 4-way handshake deriving a Pairwise Temporal Key.
1. The value 1 indicates a Pairwise Temporal Key derivation.
2. The value 0 indicates the message is not part of a PTK derivation.

The STAKey bit shall be 0 when this bit is set.

· 


· Bit 6 is the Install flag.

1. If the value of Key Type (bit 4) is Pairwise (1), then

a. The value 1 means the IEEE 802.1X component shall configure the temporal key TK derived from this message into its IEEE 802.11 STA.

b. The value 0 means the IEEE 802.1X component shall not configure the temporal key into the IEEE 802.11 STA.

2. If the value of Key Type (bit 4) is Group (0), then

a. The value 1 means the IEEE 802.1X component shall configure the temporal key TK derived from this message into its IEEE 802.11 STA for both transmission and reception.

b. The value 0 means IEEE 802.1X component shall configure the temporal key TK derived from this message into its IEEE 802.11 STA for reception only.

3. If the value of STAKey (bit 12) is 0, then the value shall be 1.

· Key Ack (bit 7): This bit is set in messages from the Authenticator if an EAPOL-Key frame is required in response to this message, and clear otherwise. The Supplicant’s response to this message shall use the same replay counter as this message.

· Key MIC (bit 8): this bit is set if a MIC is in this EAPOL-Key frame, and it is clear if this message contains no MIC.

· Secure (bit 9): this bit is set once the initial key exchange is complete. That is, the secure bit in the EAPOL-Key frame is used to inform when the 4-Way or Group Key Handshake is complete. It shall be initialized to 0 (not secure) at the beginning of any 4-way handshake.

The Authenticator shall set the secure bit to 1 in the EAPOL-Key frame to the Supplicant with the last key needed to complete the Supplicant’s initialization. The Authenticator shall then set the secure bit in all EAPOL-Key frames it sends until it no longer considers the link secure.

The Supplicant will set the secure bit when it considers the link is secure. That is, the Supplicant considers the link secure when it has accepted enough keys to initialize the link. The number of keys should match the negotiated ciphers e.g. if a unicast and multicast cipher are negotiated then a Pairwise and Group key must be sent before the link is considered secure. The Supplicant shall clear the secure bit when it considers the link no-longer secure.

The Supplicant and Authenticator shall consider the link insecure after a TKIP MIC error but prior to keys being re-established.

The Supplicant clears the secure bit on receiving a TKIP integrity error from the MAC or on receiving an EAPOL-Key frame with the secure bit cleared. The Authenticator clears the secure bit on receiving a TKIP integrity error from the Supplicant or from its STA.

· Error (bit 10): A Supplicant sets this bit to report that a MIC failure occurred in a TKIP MSDU. A Supplicant shall set this bit only when the Request (bit 11) is set.

· Request (bit 11): The Supplicant sets this bit to request that the Authenticator initiate either a 4-Way or Group Key Handshake, and in a Michael MIC Failure report. The Supplicant shall not set this bit in on-going 4-Way Handshakes, i.e., the Ack bit (bit 8) shall not be set in any message with the Request bit set. The Authenticator shall never set this bit.

In a Michael MIC Failure report, setting the bit is not a request to initiate a new handshake.  However the recipient may initiate a new handshake on receiving such a message.

If the EAPOL-Key frame with request bit set has a Key Type of Pairwise key, the authenticator shall initiate a 4-Way Handshake. If the EAPOL-Key frame with request bit set has a key type of Group key, the authenticator shall change the Group key, initiate a 4-Way Handshake with the Supplicant and then execute the Group Key Handshake to all Supplicants.

· STAKey (bit 12). This bit is set if the Key is to be used to secure STA to STA communication. The Key Type bit shall be 0.

· Encrypted Key Data (bit 13). This bit is set if the Key Data field is encrypted, and is clear if the Key Data field is not encrypted.  This field shall be set, and the Key Data field shall be encrypted, if any key material (e.g. GTK or STAKey) is included in the frame.
· Reserved (bits 14-15). The sender shall set them to 0, and the receiver shall ignore the value of these bits.

Key Length. This field is two (2) octets in length, represented as an unsigned binary number. The value defines the length in octets of the key to configure into IEEE 802.11. 

Table 1—Cipher Suite Key Lengths (in octets)
	Ciphersuite
	CCMP
	TKIP
	WEP-40
	WEP-104

	Key Length (octets)
	16
	32
	5
	13


Informative Note: For Group Keys, the Key Data Length will be the same as the Key Length field for Key Descriptor Version 1 and Key Length + 8 octets for Key Descriptor Version 2. The Key Data Length is 8 octets larger than the Key Length for Key Descriptor Version 2 because of the AES Key Wrap algorithm.

Key Replay Counter. This field is eight (8) octets, represented as an unsigned binary number, and is initialized to 0 when the PMK is established. The Supplicant shall use the replay counter in the received EAPOL-Key frame when responding to an EAPOL-Key frame. It carries a sequence number that the protocol uses to detect replayed EAPOL-Key frames.

The Supplicant and Authenticator shall track the Replay Counter per security association. The replay counter shall be initialized to 0 on (re)association. The Authenticator shall increment the replay counter on each EAPOL-Key frame.

When replying to a message from the Authenticator the Supplicant shall use the replay counter received from the Authenticator. The Authenticator should use this to identify invalid messages to silently discard. The Supplicant should also use the replay counter and ignore EAPOL-Key frames with a replay counter smaller than any received in a valid message. The local replay counter should not be updated until the after EAPOL-Key MIC is checked and is valid. This means that the Supplicant never updates the replay counter for the first message in the 4-Way Handshake, as it includes no MIC. This implies the Supplicant must allow for re-transmission of the first message when checking for the replay counter of the third message.

The Supplicant shall maintain a separate replay counter for sending request EAPOL-Key frames to the Authenticator; the Authenticator also shall enforce monotonicity of a separate replay counter to filter received EAPOL-Key Request messages.  

Informative Note: The Replay Counter does not play any role beyond a performance optimization in the 4-Way Handshake. In particular, replay protection is provided by selecting a never-before-used nonce value to incorporate into the PTK. It does, however, play a useful role in the Group Key Handshake.

Key Nonce. This field is thirty two (32) octets. It conveys the ANonce from the Authenticator and the SNonce from the Supplicant. It may contain 0 if a Nonce is not required to be sent.

EAPOL-Key IV. This field is sixteen (16) octets. It contains the IV used with the key encrypting the Group Key. It shall contain 0 when an IV is not required, i.e., when the message specifies a pairwise key. It should be initialized by taking the current value of the global Counter (See Clause 8.5.7) and then incrementing the counter. Note that only the lower sixteen octets of the counter value will be used.

Key RSC. This field is eight (8) octets in length. It contains the receive sequence counter (RSC) for the key being installed in IEEE 802.11. It is only used in message 3 of the 4-Way Handshake and the first message of the Group Key Handshake, where it is used to synchronize the IEEE 802.11 replay state. It shall contain 0 in other messages. The Key RSC gives the current packet number for the Group Key, to allow a STA to identify replayed MDPUs. If the key RSC is less than eight octets in length the remaining octets shall be set to 0. The least significant octet of the TSC or PN should be in the first octet of the Key RSC.

Informative Note: The Key RSC for TKIP is the TSC in the first 6 octets and for CCMP is the PN in the first 6 octets.

Table 2—Key RSC TSC Table

	KeyRSC 0
	KeyRSC 1
	KeyRSC 2
	KeyRSC 3
	KeyRSC 4
	KeyRSC 5
	KeyRSC 6
	KeyRSC 7

	TSC0
	TSC1
	TSC2
	TSC3
	TSC4
	TSC5
	0
	0

	PN0
	PN1
	PN2
	PN3
	PN4
	PN5
	0
	0


For WEP, the key RSC value shall be set to 0 on transmit, and shall not be used at the receiver.
STA MAC Address. This field is six (6) octets in length. When the STAKey bit is set to 1, the field contains the peer MAC address. In all other cases, this field is reserved and set to zero.


Key MIC. This field is sixteen octets (16) in length when the Key Descriptor Version field is 1 or 2. The Key MIC is a MIC of the EAPOL packet, from and including the EAPOL protocol version field, to and including the Key Data field, with the Key MIC field set to 0. If the Encrypted Key Data flag is set, the Key Data field is encrypted prior to computing the MIC.
a) Key Descriptor Version 1: HMAC-MD5; RFCs 2104 and 1321 together define this function.

b) Key Descriptor Version 2: HMAC-SHA1.

Key Data Length. This field is two (2) octets in length, taken to represent an unsigned binary number. This represents the length of the Key Data field in octets.  If the Encrypted Key Data flag is set, the length is the length of the Key Data after encryption.


Key Data. 

The Key Data field is a variable-length field that is used to include any additional data required for the key exchange which is not included in the fixed fields of the EAPOL-Key descriptor.  The additional data may be zero or more Information Element(s) (such as the RSN IE), Group Key(s), STAKey(s), or PMKID(s), or vendor-specific data. Information Elements sent in the Key Data field include the Element ID and Length fields. Data other than Information Elements shall be encapsulated using the following format:

	Type (1 Octet) = 0xdd
	Length – 1 Octet
	OUI – 3 Octets
	Data Type – 1 Octet
	Data – (Length – 4) Octets


Figure 3—Key Data Encapsulation format

The Type field shall be set to 0xdd. The Length field specifies the number of octets in the OUI, Data Type, and Data fields. The order of the OUI field shall follow the ordering convention for MAC addresses from IEEE 802.11 Clause 7.1.1.

Table 3 – Key Data Encapsulation
	OUI
	Data Type
	Meaning

	00:00:00
	0
	Reserved

	00:00:00
	1
	KeyID and GroupKey

	00:00:00
	2
	STAKey

	00:00:00
	3
	PMKID

	00:00:00
	4-255
	Reserved

	Vendor OUI
	Any
	Vendor Specific

	Other
	Any
	Reserved


STAs shall ignore any encapsulated data they do not understand.
If the Encrypted Key Data flag is set, the entire Key Data field shall be encrypted.
For Type 1 (KeyID and GroupKey), the format of the Data field is as follows:
	KeyID (1 Octet) = 0,1,2, or 3
	Reserved – 1 Octet
	GTK – (Length – 6) Octets


Figure 3—Key Data Encapsulation format
4-Way Message 1: This field shall contain an encapsulated PMKID for the PMK which is being used in this key derivation, and shall not be encrypted.


4-Way Message 2: This field shall contain an RSN IE, and shal not be encrypted.

The Supplicant shall insert the RSN IE it sent in its (re)associate request. The RSN IE is included as transmitted in the management frame. On receipt of the second message the Authenticator shall bit-wise compare this against the RSN IE received in the IEEE 802.11 association request.


4-Way Message 3: This field shall contain one or two RSN Ies. If a multicast cipher has been negotiated, this field shall also include an encapsulated GTK.  This field shall be encrypted if a GTK is included.

An AP shall insert the second RSN IE only to indicate the pairwise key cipher suite the STA must use when the STA selects an enabled pairwise key cipher suite that policy disallows this particular STA from using.  The pairwise key cipher suite included must be one of the ciphers advertised by the Authenticator.  All other fields in the second RSN IE must be identical to the first RSN IE. 

The Authenticator shall insert the RSN IE it sent in its Beacon or Probe Response. The Supplicant shall bit-wise compare the required RSN IE against the RSN IE received in the Beacon or Probe Response. If the second optional RSN IE is present, the STA shall either use that cipher suite with its pairwise key, or it shall deauthenticate. When both Beacon and Probe Response RSNIEs are received by the STA, the Probe Response RSNIE shall be used for the bit-wise compare. In either case, if the values do not match, then the receiver shall consider the RSN IE modified and shall use the MLME-DEAUTHENTICATE.request primitive to break the association. A security error should be logged at this time. 

 


4-Way Message 4: This field is empty and the Key Data Length is 0.


Group update message 1: This field shall contain the GTK, and shall be encrypted.



Group update message 2: This field is empty and the Key Data Length is 0.


STAKey update message 1: This field shall contain the STAKey, and shall be encrypted..



STAKey update message 2: This field is empty and the Key Data Length is 0.



Key Descriptor Version 1: RC4 is used to encrypt the Key Data field using the KEK field from the derived PTK. No padding shall be used. The encryption key is generated by concatenating the EAPOL-Key IV field and the KEK. The first 256 octets of the RC4 key stream shall be discarded following RC4 stream cipher initialization with the KEK, and encryption begins using the 257th key stream octet.

Key Descriptor Version 2: AES Key Wrap, defined in RFC 3394, shall be used to encrypt the Key Data field using the KEK field from the derived PTK. The key wrap default initial value shall be used.


Informative Note: The ciphertext output of the AES Key Wrap algorithm is 8 octets longer than the plaintext input.
Change clause 8.5.3.3 as follows:

8.5.3.1 Message 1

Message 1 uses the following values for each of the EAPOL-Key frame fields

Descriptor Type = N – See Clause 8.5.2

Key Information.

Version = 1 (RC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128)

Key Type = 1 (Pairwise)


Install flag = 0

Key Ack = 1

Key MIC = 0

Secure = 0

Error = 0

Request = 0
Encrypted Key Data = 0
Reserved = 0 – unused by this protocol version

Key Length = Cipher suite specific; see Table 1. 

Key Replay Counter = n – to allow Authenticator to match the right Message 2 from Supplicant

Key Nonce = ANonce

Key IV = 0 – unused

Key RSC = 0

EAPOL Key ID = 0 – reserved

Key MIC = 0

Key Data Length = 22
Key Data = 0.

Change clause 8.5.3.2 as follows:

8.5.3.2 Message 2

Message 2 uses the following values for each of the EAPOL-Key frame fields

Descriptor Type = N – See Clause 8.5.2

Key Information.

Version = 1 (RC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) – same as Message 1

Key Type = 1 (Pairwise) – same as Message 1


Install flag = 0

Key Ack = 0

Key MIC = 1

Secure = 0 – Same as Message 1

Error = 0 – Same as Message 1

Request = 0 – Same as Message 1
Encrypted Key Data = 0
Reserved = 0 – unused by this protocol version

Change clause 8.5.3.3 as follows:

8.5.3.3 Message 3

Message 3 uses the following values for each of the EAPOL-Key frame fields

Descriptor Type = N – See Clause 8.5.2

Key Information.

Version = 1 (RC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) – same as Message 1

Key Type = 1 (Pairwise) – same as Message 1


Install = 0/1 – 0 only if AP does not support key mapping keys

Key Ack = 1

Key MIC = 1

Secure = 1 (install keys)

Error = 0 – same as Message 1

Request = 0 – same as Message 1
Encrypted Key Data = 1

Reserved = 0 – unused by this protocol version

Key Length = Cipher suite specific; see Table 1. 

Key Replay Counter = n+1
Key Nonce = ANonce – same as Message 1

Key IV = 0 (Version 2) or random (Version 1)

Key RSC = starting sequence number Authenticator’s STA will use in packets protected by GTK


Key MIC = MIC(KCK, EAPOL) – MIC computed over the body of this EAPOL-Key frame with the Key MIC field first initialized to 0.

Key Data Length = length in octets of included RSN IEs and GTK.

Key Data = the AP's Beacon/Probe RSN IE, and, optionally, a second RSN IE that is the Authenticator’s unicast cipher suite assignment, and, if a multicast cipher has been negotiated, the encapsulated GTK (See Clause 8.5.2).

Change clause 8.5.3.4 as follows:

8.5.3.4 Message 4

Message 4 uses the following values for each of the EAPOL-Key frame fields

Descriptor Type = N – See Clause 8.5.2

Key Information.

Version = 1 (RC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) – same as Message 1

Key Type = 1 (Pairwise) – same as Message 1


Install = 0

Key Ack = 0 – This is the last message

Key MIC = 1

Secure = 0 or 1 – same as Message 3

Error = 0

Request = 0
Encrypted Key Data = 0
Reserved = 0 – unused by this protocol version

Change clause 8.5.4.1 as follows:

8.5.4.1  Message 1

Message 1 uses the following values for each of the EAPOL-Key frame fields

Descriptor Type = N – See Clause 8.5.2

Key Information.

Version Number = 1 (RC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128)

Key Type = 0 (Group)


Install flag = 0 (use key for receive only) or 1 (use key for both transmit and receive)

Key Ack = 1

Key MIC = 1

Secure = 1

Error = 0

Request = 0
Encrypted Key Data = 1
Reserved = 0

Key Length = Cipher suite specific; see Table 1.

Key Replay Counter = n+2

Key Nonce = 0

Key IV = version specific

Key RSC = last transmit sequence number for the GTK.

EAPOL Key ID = 0 – reserved

Key MIC = MIC(KCK, EAPOL)

Key Data Length = Cipher suite specific; see Table 1.

Key Data = encrypted, encapsulated GTK
Change clause 8.5.4.2 as follows:

8.5.4.2  Message 2

Message 2 uses the following values for each of the EAPOL-Key frame fields

Descriptor Type = N – See Clause 8.5.2

Key Information.

Version number = 1 (RC4 encryption with HMAC-MD5) or 2 (NIST AES key wrap with HMAC-SHA1-128) – same as Message 1

Key Type = 0 (Group) – same as Message 1


Install = 0

Key Ack = 0

Key MIC = 1

Secure = 1

Error = 0

Request = 0
Encrypted Key Data = 0
Reserved = 0
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