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Abstract

New Clause 7.3.2.9 drafted to address Letter Ballot 60 Comments on Clause 7.3.2.9 of 802.11i draft 5.0.

Comments 61, 160, 118, 151, 158, 162, 164, 211, 718, 505, 681
7.3.2.9  RSN Information Element (RSN IE)

The RSN Information Element (RSN IE) lists authentication and pairwise key cipher suite selectors, a single group key cipher suite selector, an RSN Capabilities field, the KeyID Count and KeyID List. All STAs implementing RSNA shall support this element.

	Element ID

1 octet
	Length

1 octet
	Version

2 octets
	Group Key Cipher Suite

4 octets
	Pairwise Key Cipher Suite Count

2 octets
	Pairwise Key Cipher Suite List

4(m octets
	Authentication and Key Management Suite Count

2 octets
	Authentication and Key Management Suite List

4(n octets
	RSN Capabilities

2 octets
	KeyID Count

2 octets
	KeyID List

16(s octets


Figure 1—RSN Information Element format

where m denotes the Pairwise Key Cipher Suite Count, n the Authentication and Key Management Suite Count, and s is the KeyID Count.

All fields use the bit convention from Clause 7.1.1. The RSN IE shall contain up to and including the Version field. The Group Key Cipher Suite field, Pairwise Cipher Suite Count field, the Pairwise Cipher Suite List field, Authentication and Key Management Suite Count field, the Authentication and Key Management Suite List field,  RSN Capabilities field, the KeyID Count and KeyID List are optional. If any optional field is absent, then none of the subsequent fields shall be included.

Element ID shall be 48 decimal (30 hex).

Length gives the number of octets in the information field (field(s) following the Element ID and Length) of the Information Element.

The Version field indicates the version number of the RSNA protocol. The range of Version field values a STA supports shall be contiguous. Values of the Version field 0 and 2 or higher are reserved.RSNA Version 1 is defined in this document.

7.3.2.9.1 Cipher Suites

The Group Key Cipher Suite contains the cipher suite selector used by the BSS to protect broadcast/multicast traffic.

The Pairwise Cipher Suite Count field indicates the number of Pairwise Cipher Suites that are contained in the Pairwise Cipher Suite List field. 
A suite selector has the following format:

	OUI – 3 Octets
	Suite Type – 1 octet


Figure 2—Suite selector format

The order of the OUI field shall follow the ordering convention for MAC addresses from IEEE 802.11 Clause 7.1.1.

Table 1 – Cipher Suite Selectors

	OUI
	Suite Type
	Meaning

	00:00:00
	0
	Use Group Key cipher suite

	00:00:00
	1
	WEP-40

	00:00:00
	2
	TKIP

	00:00:00
	3
	Reserved – deprecated

	00:00:00
	4
	CCMP – default in an RSNA

	00:00:00
	5
	WEP-104

	00:00:00
	6-255
	Reserved

	Vendor OUI
	Other
	Vendor Specific

	Other
	Any
	Reserved


The cipher suite selector 00:00:00:4 “CCMP” shall be the default cipher suite value.

The cipher suite selectors 00:00:00:1 “WEP-40” and 00:00:00:5 “WEP-104” are only valid as a group cipher suite to enable communication with pre-RSN devices.

Use of CCMP as the group key cipher suite with TKIP, WEP-40, or WEP-104 as the pairwise key cipher suite shall not be supported.

The cipher suite selector 00:00:00:0 “Use Group Key cipher suite” is only valid as the pairwise cipher suite. An AP may specify the selector 00:00:00:0 “Use Group Key cipher suite” for a pairwise key cipher suite if it does not support any pairwise cipher suites. An AP shall not specify the selector 00:00:00:0 “Use Group Key cipher suite” as the group key cipher suite selector.  Since Table 3 indicates that WEP-40 and WEP-104 are not valid pairwise key cipher suites, the Selector “Use Group Key cipher suite” shall only be used as a pairwise cipher when the Group Key Cipher Suite is TKIP (selector 00:00:00:2). If an AP specifies “Use Group Key cipher suite” as the pairwise cipher selection, this shall be the only pairwise cipher selection the AP advertises.

Informative Note: If CCMP is enabled, then the AP will support pairwise keys and thus the suite selector 00:00:00:0 “Use Group Key cipher suite” is not a valid option
Informative Note: The “Use Group Key cipher suite” (selector 00:00:00:0) is intended for use only by Pre-RSNA STA’s.
Informative Note: This specification defines no vendor specific Cipher Suites. The category “Vendor Specific” is reserved as a standard way for vendors to introduce proprietary suites.

It does not make sense to use every cipher suite in any context. Table 2 indicates the circumstances under which each may be used.

Table 2—Cipher Suite Usage

	Cipher Suite Selector
	Group Key, IBSS
	Group Key, ESS
	Pairwise Key

	Use Group Key
	No
	No
	Yes

	WEP-40
	Yes
	Yes
	No

	WEP-104
	Yes
	Yes
	No

	TKIP
	Yes
	Yes
	Yes

	CCMP
	Yes
	Yes
	Yes


7.3.2.9.2 Authentication and Key Management Suites

The Authenticated Key Management Suite Count field indicates the number of Authenticated Key Management Suites that are contained in the Authenticated Key Management Suite List field.
Table 3 – Authentication and Key Management Suite Selectors

	OUI
	Suite Type
	Meaning

	
	
	Authentication Type
	Key Management Type

	00:00:00
	0
	Reserved
	Reserved

	00:00:00
	1
	Authentication negotiated over IEEE 802.1X – RSNA default
	IEEE 802.1X Key Management as defined in Clause 8.5 or using PMK caching as defined in Clause 5.9.5 – RSNA default

	00:00:00
	2
	None
	IEEE 802.1X Key Management as defined in Clause 8.5, using pre-shared key

	00:00:00
	3-255
	Reserved
	Reserved

	Vendor OUI
	Any
	Vendor Specific
	Vendor Specific

	Other
	Any
	Reserved
	Reserved


The Authentication and Key Management suite selector value 00:00:00:1 “Authentication negotiated over IEEE 802.1X” with “IEEE 802.1X key management as defined in Clause 8.5 or using PMK caching as defined in Clause 5.9.5” shall be the assumed default when the Authentication and Key Management Suite Selector field is not supplied.

Informative Note. The Selector value 00:00:00:1 specifies only that IEEE 802.1X is used as the authentication transport. IEEE 802.1X selects the authentication mechanism.

The Authentication and Key Management suite selector value 00:00:00:2 “Pre-shared key over IEEE 802.1X” is used when a pre-shared key is used with IEEE 802.1X.

Informative Note: This specification defines no vendor specific Authentication and Key Management Suites. The category “Vendor Specific” is reserved as a standard way for vendors to introduce proprietary suites.

7.3.2.9.3 RSN Capabilities

The RSN Capabilities field indicates requested or advertised capabilities. The length of the RSN Capabilities field is two octets. The format of the RSN Capability Information field is as illustrated in Figure 3.
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Figure 3—RSN Capability Information Fields

7.3.2.9.3.1 Pre-authentication

An AP sets the Pre-authentication Subfield (Bit 0) of the RSN Capabilities field to one to signal it supports Pre-Authentication (See Clause 8.4.6.1), and sets the subfield to zero when it does not support Pre-Authentication.

7.3.2.9.3.2 Pairwise

A STA sets the Pairwise Key Subfield (Bit 1) of the RSN Capability Information field to one if the STA cannot support a WEP default key at KeyID 0 simultaneously with a TKIP or CCMP Pairwise key (See Clause 8.5.1), and sets the subfield to zero otherwise. 
7.3.2.9.3.3 Replay Counter

A STA or AP sets the Number of Replay Counters subfield (Bits 2 and 3) of the RSN Capability Information field to the value contained in dot11RSNANumberofReplayCounters. The least significant bit of dot11RSNANumberofReplayCounters is put in bit 2. See Clauses 8.3.2.4.4 and 8.3.3.4.5. The meaning of the Number of Replay Counters is defined in Table 4.

Table 4—Number of Replay Counters Usage

	Number of Replay Counters value
	Meaning

	0
	1 replay counter

	1
	2 replay counters

	2
	4 replay counters

	3
	16 replay counters


7.3.2.9.3.4 Reserved

The remaining subfields of the RSN Capabilities field are reserved and shall be set to zero on transmission and ignored on reception. The value of the capability information field shall be taken as 0 if the field is not available in the RSN Information Element. 

7.3.2.9.4 Key ID

The KeyID Count and List field shall be used only in the RSN IE in the (re-)associate request to an AP. The KeyID Count specifies the number of KeyIDs in the KeyID List field. The KEYID list contains 0 or more KEYIDs that the STA can send to the AP.

7.3.2.9.5 RSN IE Examples

Informative Note: The following represent example information elements:

1. 802.1X authentication, CCMP pairwise and group key cipher suites (WEP-40, WEP-104, and TKIP not allowed).

30, // information element id, 48 expressed as Hex value

14,  // length in octets, 20 expressed as Hex value

01 00, // Version 1

00 00 00 04, // CCMP as group key cipher suite

01 00, // pairwise key cipher suite count

00 00 00 04, // CCMP as pairwise key cipher suite

01 00, // authentication count

00 00 00 01 // 802.1X authentication

00 00 // No capabilities

2. 802.1X authentication, CCMP pairwise and group key cipher suites (WEP-40, WEP-104 and TKIP not allowed), Pre-Authentication supported.

30, // information element id, 48 expressed as Hex value

14,  // length in octets, 20 expressed as Hex value

01 00, // Version 1

00 00 00 04, // CCMP as group key cipher suite

01 00, // pairwise key cipher suite count

00 00 00 04, // CCMP as pairwise key cipher suite

01 00, // authentication count

00 00 00 01 // 802.1X authentication

01 00 // Pre-authentication capabilities

3. 802.1X authentication, Use Group key for unicast cipher suite, TKIP group key cipher suite, optional RSN Capabilities field omitted.

30, // information element id, 48 expressed as Hex value

12,  // length in octets, 18 expressed as Hex value

01 00, // Version 1

00 00 00 02, // TKIP as group key cipher suite

01 00, // pairwise key cipher suite count

00 00 00 00, // Use Group key as pairwise key cipher suite

01 00, // authentication count

00 00 00 01 // 802.1X authentication
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