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Abstract

The current draft of 802.11i only defines the use of PMKs with the AP MAC address that the PMK was originally generated for.  With the increasing design of APs with multiple radio interfaces (a/g, for example), there has been interest in allowing PMKs to be shared among the radio interfaces, and even among APs.  This submission will attempt to analyze the increased security risks associated with such PMK sharing.

Current PMK Threat Analysis

How can the PMK become compromised under the existing system? There are a few ways:

1) Attacker guesses the PMK.

2) Attacker works out the PMK from traffic. This means cracking the PRF, or something similar. Right now, there is no known attack against the PRF, but that does not mean that one or more may be discovered in the future.

3) The station is compromised.

4) The AP is compromised.

5) The AS "blob" is compromised. By "blob", I mean whatever shape the AS may take: single combined server, or separate Radius, EAP, and EAP method servers, with the communication links in between.

6) The communication path between the AS and the AP is compromised.  This would involve some way of tapping into the path, and also knowing the RADIUS shared secret.  Since the RADIUS shared secret is usually a string, normal password vulnerabilities come into play, including dictionary attacks.

Once the PMK is compromised, what can an attacker do? Under the existing system, any and all of the following:

1) The attacker can eavesdrop on the traffic between the AP and the STA, including broadcast/multicast traffic. With PMK caching, the attacker can do this even when the STA roams away and then comes back.

2) The attacker can inject traffic into the AP or the STA, including broadcast traffic. However, replay detection may be triggered; if the attacker sends the injected traffic faster than the legitimate entity, legitimate traffic will not get through and trigger replay detection.

3) If the STA physically moves out of range of the legitimate AP, the attacker can spoof the AP and cause the STA to associate with it.

4) The attacker could force the STA to disassociate from the AP, allowing the attacker to associate with the AP  If the AP doesn’t realize that the STA has disassociated, the attacker can simply take over the connection.  If the legitimate STA does come back (either to the same AP or another AP), there will be a MAC address collision on the network.

5) If the STA disappears completely, the attacker can spoof the STA and successfully associate with the legitimate AP (if the STA is elsewhere on the network, the two instances of the MAC address will collide).

APs With Multiple Radio Interfaces

Situations where APs have multiple radio interfaces, two cases can be categorized: cases where the radios are physically within the AP, and cases where the radios are physically separate from the AP with a communication path in between.  The former case is the traditional legacy AP architecture, including APs with mixed a/g modes.  The latter case encompasses systems that fall under the "Wireless Switch" banner.

There are many possible architectures that fit within the "Wireless Switch" category, depending on how the functionality of the traditional AP is split between the central unit and the leaves. There are implementations today that put almost the entire functionality in the central unit, and the leaves are dumb radios.  There are also implementations where the AP functionality is almost entirely in the leaves, while the central unit takes care of administrative tasks.  Of course, anybody is free to design a system that falls in between these two extremes.

Given the above, there are four possibilities for placement of the EAP authenticator and the 4 Way Handshake/Group Key Handshake in a “Wireless Switch” architecture, which are explored below.

1) The central unit implements both the EAP authenticator and the 4 Way Handshake/Group Key Handshake. In this case, the PMK will stay within the central unit, and will not be pushed out to the leaves. What happens to the PTK, GTK, and the derivatives of them is unknown, and is outside the discussion of PMK issues. In this case, the central unit, for purposes of this threat analysis, is the AP.

2) The leaves implement both the EAP authenticator and the 4 Way Handshake/Group Key Handshake.  In this case the leaves have the PMK.  It could be argued that the leaves are legacy architecture APs unto themselves, and the central unit is relegated to only being in the communication path between the AP and the AS "blob".  This means that the threat of PMK compromise is only slightly increased.  There is one possible wrinkle; for whatever reason, a designer of this sort of architecture may let the central unit know the RADIUS shared secret, in order to allow the central unit to get the PMK from the conversation so that the central unit can pass the PMK somewhere else.  This possibility raises a whole new set of possible threats, including compromise of the central unit.

3) The central unit implements the EAP authenticator and the leaf implements the 4 Way Handshake/Group Key Handshake.  This means that the PMK must be passed from the central unit to the leaf, and that handoff must be secure.  Architectures in this category add two possible ways that the PMK may be compromised: the central unit or the leaf can be compromised, or the communication path between the central unit and the leaf can be compromised.  Since devices that use this architecture must push the PMK to the leaf in a secure manner, pushing the PMK to all leaves should not decrease security.

4) The leaf implements the EAP authenticator and the central unit implements the 4 Way Handshake/Group Key Handshake. This choice in architecture makes no sense to me at all, and seems pretty counterproductive.

PMK Threat Analysis with PMK Sharing

That's the state of the world today. Now, what happens if PMK sharing is allowed? The PMK may be compromised in the following additional ways:

1) Any AP that knows the PMK could compromise it.  This isn't as much of a problem if we're really talking about a single "AP" with multiple radio interfaces that keeps the PMK in a single physical unit.

2) Whatever distribution mechanism which shares the PMK is compromised. This is only a security problem if the PMK were to be shared among different physical units, rather than multiple radio interfaces in a single “AP”.  However, the STA would have to work with the assumption in its trust model that the worst possible case existed.  If PMK sharing were only allowed within a single “AP”, and sharing among multiple physical units was specifically disallowed or was designed to be secure, then the added risk would be minimal.

With PMK sharing, the attacker can do the following, in addition to the attacks listed above:

1) The attacker can listen to traffic between the STA and any AP that knows the PMK, not just a single AP. A security decrease in degree, not in kind.

2) The attacker can spoof a "new" AP with an entirely new MAC address and cause the STA to associate with it, even if the STA is within range of legitimate APs. A security decrease in kind.

3) The attacker can eavesdrop on broadcast/multicast traffic for all APs the STA has associated with, even when the STA has lost association, and can also inject broadcast/multicast traffic. This condition will persist for each AP until the AP changes the broadcast key after the STA has roamed away. A security decrease in degree.

In addition, once it has been detected that a PMK has been compromised, revocation of that PMK will take more effort.  It will also take more effort to find out how and where the PMK was compromised so that additional attacks using the same approach can be prevented.
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