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Abstract

This paper describes the architectural model for IEEE 802.1X pre-authentication. In particular, it addresses the question of how 802.1X pre-authentication is implemented on IEEE 802.11 Access Points (APs). 
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1. Introduction
1.1 Access Point Organization
Access Points (APs) interconnect the Wireless Medium (WM) and the Distribution System (DS) by relaying frames between the separate MACs attached to the WM and DS.  The position of the Access Point relay function within the MAC sub-layer is shown in Figure 1-1.  
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Figure 1-1.  Internal Organization of the Access Point
The Internal Sublayer Service provided by a MAC Entity to the MAC Relay Entity within an Access Point is that provided by the individual MAC for the WM or DS port.  This observes the appropriate MAC procedures and protocol for the LAN to which it attaches.  The Relay Entity shall not forward frames destined to a non-forwardable multicast address. 
The Access Point is attached both to the WM, via the WM port, as well as to the DS, via the DS port. Depending on the AP implementation, the WM port and DS port may or may not have distinct MAC addresses.  However, if available, the MAC addresses of the WM and/or DS shall be unique within the WM and DS. For purposes of management or use with 802.1X, the Access Point may be directly addressed by communicating end stations at either the WM or DS points of attachment.

The WM MAC address, also known as the BSSID, is advertised in the IEEE 802.11 Beacon and Probe Response messages. This allows Stations (STAs) to learn the WM MAC address. 
1.2 Forwarding behavior
A frame received on the WM port addressed to the WM MAC address or with the “From DS” FC bit set to FALSE and the “To DS” FC bit set to FALSE is processed by the WM port.  If a frame is received on the WM port with the “To DS” FC bit set to TRUE,  the action taken is dependent on the State. Unless the Station (STA) sending the frame is in State 3 (Authenticated and Associated) with respect to the WM port, the frame is discarded.  If the STA is in State 3 and the frame is addressed to a non-forwardable multicast address it is processed by the WM port. If the STA is in State 3, and the frame is addressed to the unicast address of a STA associated with the WM port, the frame is handled by the Relay Entity and forwarded back to the WM port where it is transmitted on the WM. If the STA is in State 3 and the frame is addressed to a unicast address that is not associated with the WM port,  the frame is forwarded to the DS port via the Relay Entity, and then is transmitted on the DS.  
If the WM port receives a frame forwarded by the Relay Entity then it will transmit that frame on the WM with the “From DS” FC bit set to TRUE and the “To DS” FC bit set to FALSE.  The Relay Entity will only forward frames to the WM port if it is destined to a MAC address associated with the WM port or (depending on the implementation) if it is destined to the broadcast address or a multicast address.  



The DS port receives frames destined to multicast and unicast addresses as well to the broadcast address. The DS port processes frames addressed to the DS MAC address, and the Relay Entity shall not forward these frames to the WM port. Depending on the implementation, the Relay Entity may or may not forward to the WM port frames received on the DS port addressed to the broadcast address. The Relay Entity forwards to the WM port frames received on the DS port destined to the MAC address of a STA associated with the WM. 
 
Frames received on the DS port and destined for the WM MAC address (otherwise known as the BSSID) are forwarded to the WM port by the Relay Entity.  Frames arriving on the DS port that are destined to stations associated with the WM port are forwarded to the WM port via the Relay Entity, and are forwarded to the logical WM port corresponding to the appropriate WM association with the “From DS” FC bit set to TRUE and the “To DS” FC bit set to FALSE. Frames arriving on the WM port that have the “To DS” FC bit set to FALSE are not forwarded to the DS port via the Relay Entity, regardless of their contents. 

1.3 802.1X Support
An Access Point supporting 802.1X shall have a WM port supporting an Authenticator Port Access Entity (PAE), and may have a WM port supporting a Supplicant PAE. The Access Point may also have one or more DS ports supporting a Supplicant PAE or an Authenticator PAE. 
The WM port provides the AP with both a physical and a logical point of attachment to the WM. When a Station (STA) successfully associates to the AP via the WM, the effect is to create a logical port on the WM.  This logical port contains an Authenticator PAE comprised of controlled and uncontrolled ports whose operation is governed by IEEE 802.1X-2001.  
The WM logical port will process frames with the EAPOL or pre-authentication EtherType sent either to the non-forwardable multicast address or to the WM MAC address, as well as frames received with the EAPOL or pre-authentication EtherTypes and with “From DS” and “To DS” both set to FALSE
.  
The Supplicant or Authenticator PAEs contained within the DS port shall not process frames with the pre-authentication EtherType, nor do they process EAPOL frames not addressed to the non-forwardable multicast address or to the MAC address of the DS port. 
2. 802.1X pre-authentication
802.1X pre-authentication is always initiated by a Supplicant STA authenticated and associated to the WM port (State 3). We will call the AP to which the STA is currently associated the “current AP”.  By listening to Beacons and Probe Responses, the STA discovers other APs.  From the set of available APs, the STA chooses one or more that it wishes to pre-authenticate to, known as the “target APs.”  The STA then transmits a Start frame over the WM, destined to the BSSID (WM MAC address) of a target AP, with the “From DS” FC bit set to FALSE and the “To DS” FC bit set to TRUE. 

The Start frame is received by the WM port of the current AP.  Since the STA is in State 3 (authenticated and associated) with respect to the current AP, and since the frame has the “From DS” FC bit set to FALSE and the “To DS” FC bit set to TRUE, and the destination unicast address does not correspond to a STA associated with the WM port of the current AP, the frame is forwarded by the Relay Entity to the DS port of the current AP and transmitted on the DS.  

The Start frame is then delivered to the DS port of the target AP by the DS.  
Where the DS is comprised of bridged LANs, in order to accomplish delivery it is necessary for the Start frame to be of an EtherType that is forwardable by a Bridge.  IEEE 802.1X-2001 does not specify that the EAPOL EtherType is non-forwardable by a Bridge. However, Appendix C3.2 warns about security vulnerabilities that result from forwarding frames with the EAPOL EtherType.  For example, this could conceivably allow an attacker to impersonate an Authenticator and send EAPOL frames to a Supplicant located on another port.  As a result, some Bridge implementations do not forward EAPOL frames.  It is therefore recommended that the Start frame and subsequent 802.1X pre-authentication frames utilize an EtherType different from the EAPOL EtherType.  

Once the Start frame is received on the DS port of the target AP, it is forwarded to the WM port of the target AP by the Relay Entity, since it is destined to the BSSID (WM port MAC address). On receiving the Start frame, the WM port creates a logical WM port with an Authenticator PAE.  The Authenticator PAE responds by sending an EAP-Request destined to the MAC address of the STA/Supplicant, encapsulated in an IEEE 802 frame using the pre-authentication EtherType. 
Since the destination MAC address of the EAP-Request frame does not correspond to a STA associated with the WM port, the frame is forwarded to the DS port by the Relay entity, and transmitted on the DS.  The DS then delivers the frame to the DS port of the current AP. Since the EAP-Request frame is destined to the MAC address of a STA associated with the WM port of the current AP, the frame is forwarded to the WM port by the Relay Entity.  The WM port then transmits the frame on the WM with the “From DS” FC bit set to TRUE and the “To DS” FC bit set to FALSE. 

Note that this assumes that in APs supporting pre-authentication, frames with the pre-auth EtherType received on the DS port and destined for the MAC address of STAs associated with the WM are forwarded by the Relay Entity. APs not supporting pre-authentication and receiving frames on the DS port with the pre-authentication or EAPOL EtherTypes shall not forward them to the WM port via the Relay Entity. 

The conversation between the pre-authenticating Supplicant and the target AP continues until EAP authentication succeeds or fails. If EAP authentication is successful, then the target AP sends an EAP-Success packet to the Supplicant;  if it fails, it sends an EAP-Failure packet.  A successful authentication results in the target AP closing the controlled port on the Authenticator PAE of its WM port.  However, since the STA is not yet associated with the WM port of the target AP, the controlled port of the WM logical port is not valid for sending or transmitting data.  In order for the controlled port to be validated it is necessary for the STA to associate to it, as well as to complete the 4-way and group-key handshakes. 




















































































�The Relay Entity should only forward frames to the WM port, if it has already determined that the destination is associated with the WM port.


�This paragraph doesn't address the multicast frames that are mentioned in the first sentence that are received by the DS port.  Many APs currently forward all multicast frames to the WM, through the WM port.


�This looks new.  Do you really need to have both of these options?  Since these are going to have to be in Data frames, can't we drop FromDS=ToDS=FALSE requirement.  It will simplify both the supplicant/client and authenticator/AP MAC processing if the Data frame is a normal ToDS=TRUE frame, like current 802.1X.


�This requires that the AP somehow inform any bridges in the DS of both the DS MAC and WM MAC addresses.  Where DS MAC is not equal to WM MAC, this is not usually done by an AP and could be problematic.  An AP with different MAC addresses on the WM and DS sides is usually known only by the address on the side nearest to a corresponding device.  This was one of the problems that 802.11F IAPP ran into when trying to have one AP comunicate with another AP, when only the WM MAC address of the other AP is known.  We decided to use RADIUS (rightly or wrongly) to perform the address translation from the WM MAC address to the DS IP address.
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