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Abstract

This document includes motions to be made to address letter ballot comments in Clauses 8.5.3 of the TG1 draft. These motions reflect comment resolution on LB52, prepared by the Clause 5,10,11 subgroup. Members include Clint Chaplin, Fred Haisch, Julian Minard and Al Potter and Dorothy Stanley.

May Motions:
Suggested Changes to address comments 889, 1330, 1417, 1418, 1485, 2040, 1778,  1062, 779, 782, 783, 789, 793, 796, 1540, 1779, 797, 1946, 1185, 1452, 1331, 2044,1381, 802

Motion: Instruct the editor to make the following changes in Clause 8.5.3

In list item 3,

Change “IV” to “Key RSC”

In the 3rd bullet item,


Delete the second sentence, “It assumes the same values..”

In the 5th bullet item,


Add “The” before “MIC”, and delete the word “containing”

Informative Note:


Add the following sentence to the end of the note: “Message 1 contents must not update state, until the data is validated in Message 3.”

Motion: Instruct the editor to make the following changes in Clause 8.5.3.1:

Key Length line


Delete “16- all…length” and replace with “Ciphersuite specific, see Table xx” (new table added in Clause 8.5.2)

Key ID line

Change “Key ID” to “EAPOL Key ID”

Paragraph before numbered list


Add the following phrase to the end of the first sentence: “at the end of a successful 802.1X authentication or after the STA requests a new key.”

Numbered List


“Capitalize first word in each list item.

Motion: Instruct the editor to make the following changes in Clause 8.5.3.2:

Key Length line


Delete “16- same as message 1” and replace with “0”

Key ID line

Change “Key ID” to “EAPOL Key ID”

Numbered List


“Capitalize first word in each list item.

Motion: Instruct the editor to make the following changes in Clause 8.5.3.3:

Key Length line


Delete “16- and replace with “Ciphersuite specific, see Table xx” (new table added in Clause 8.5.2)

Key Replay Counter


Replace “n-which..to?”  with “n+1. Allows the authenticator to match the right Message 4 from the Supplicant.”

Key ID line

Change “Key ID” to “EAPOL Key ID”

Numbered List


“Capitalize first word in each list item.


List item 1 – “second” is misspelled.

Informative Notes


Delete both informative notes.

Motion: Instruct the editor to make the following changes in Clause 8.5.3.4:

Key Length line


Delete “16”and replace with “0”

Key Replay Counter


Replace “n-which..to?”  with “n+1. Allows the authenticator to know which Message 3 this message corresponds to.”

Key ID line

Change “Key ID” to “EAPOL Key ID”

First Paragraph:


Replace second sentence “Note that it is protected..PTK” with “Note that when the 4-way message exchange is first used, Message 4 is sent in the clear.”

Numbered List


“Capitalize first word in each list item.

Motion: Instruct the editor to make the following changes in Clause 8.5.3.5:

Section Header


Capitalize “H” in “Handshake”

First Paragraph


Replace “up to three times at one second intervals” with “per the configured intervals established by dot11RSNAConfigPairwiseUpdateTimeOut, and dot11RSNAConfigPairwiseUpdateCount.”

Second Paragraph


Replace “initial” with “Message 1”

Replace “when it expects” with “within the expected time interval (prior to 802.1X timeout.”

Informative Note immediately following second paragraph


Delete the informative note.

Motion: Instruct the editor to make the following changes in Clause 8.5.3.6:

Replace the figure, “example 4-way Handshake” with the following Figure:


[image: image1.wmf]802.11 Station

802.1X Supplicant

802.11Access Point

802.1X Authenticator

EAPOL-Key(0, 1, 1, 1, 0, P, KeyRSC, ANonce, MIC, RSNIE)

Set Temporal Encryption and MIC Keys from PTK

in Key ID for Tx/Rx

Set Temporal Encryption and MIC Keys from PTK

in Key ID for Tx/Rx

Calculate PTK

 using ANonce

 and SNonce

Calculate TPK using ANonce and SNonce

ANonce

 = Get next Key Counter

EAP-Success

SNonce

 = Get next Key Counter

EAPOL-Key (0, 1, 0, 0, 0, P, 0, 0, MIC, 0)

EAPOL-Key (0, 0, 1, 0, 0, P, 0, Anonce, 0, 0)

EAPOL-Key(0, 1, 0, 0, 0, P, 0, SNonce, MIC, RSNIE)


Numbered List


“Capitalize first word in each list item.

Motion: Instruct the editor to make the following changes in Clause 8.5.3.7:

Third Paragraph below bullet list


Change “PKT to “PTK”

Fifth Paragraph below bullet list


Replace “Message 4 serves....purpose.” with “While message 4 serves no cryptographic purpose, it serves as an acknowledgement to Message 3. It is required to ensure reliability and to signal the start of the group key handshake.

Numbered List


“Capitalize first word in each list item.




















































Submission
page 1
Dorothy Stanley, Agere Systems


_1113389372.vsd

