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Call to Order and Agenda 

Meeting called to order on Tuesday, April 22, 2003 at 9:20AM by chair Dave Halasz.

Agenda:

· Approve Agenda

· Chair’s Status

· TGi draft 3.2, Letter Ballot52

· Comment resolution of Letter Ballot52 (Draft 3 of TGi)

Discussions:

· Subgroup Status (Dave, Dorothy, Tim, Jesse, Paul)

· Protected Field bit always 1: Paul Lambert

· Aligning TGi with WPA

· EAPOL in clear

· To fix the race condition of 4-way handshake and group key

· Plumb the Rx key, when Tx message in clear

· Another race condition exists in rekeying the PMK.

· Time from when the pairwise key is installed at STA after receipt of messsage 3, to when the pairwise key is installed at the AP after receipt of message 4.

· Retry time (TGi draft indicates 1 sec, WPA indicates 100ms)

· TSC Convention

· PAR split discussion Tuesday, 2:00 PM Pacific Time

· Subgroups

· FromDS, ToDS bit=0: Tim Moore, Jesse Walker

· IBSS coalescing

· Fast Roaming

Chair: Other than the splitting of the PAR discussion, I was hoping we could process Letter Ballot comments in sub-groups for this meeting.  If there is text that has been prepared for a motion in May, we should discuss it here first, to avoid that discussion during the May meeting.

Comment: Is there any text that people would like to discuss now?

Comment: Tim and Jesse need to discuss an issue with pre-authentication and the ToDS bit.  Data frames can be sent with FromDS and ToDS bits off, prior to Authentication.

Chair: We started the discussion of using the DS for the pre-authentication,

Comment: The new authentication needs to be done without power management.

Comment: I would like to discuss the use of the Protected Field bit always being one.

Comment: Aren’t most of our problems due to us trying to force all the authentication frames into data frames?

Jesse: Only 75%

Comment: There is a well-known and used architecture that separates the authentication and data phases in 802.11.  This separates the management of encryption, from the encryption itself.

Comment: Did all the Letter Ballot 52 comments from the sub-groups get consolidated?

Chair: I used Paul’s file as a basis for V2 of the spreadsheet.  I don’t have responses from all sub-groups yet.

Comment: Can we get a status of the sub-groups?

Chair: Good suggestion.

Chair: Is there any objection the agenda?

None.

Agenda approved

Subgroup status:

· Dave Halasz:
We completed Clauses 2, 3 & 4.  Not finished with 7 or PICS yet.

· Dorothy (Clause 5):
Less than 10 comments remaining to process.

· Tim (TKIP):
Haven’t processed editorial comments yet.  Issues remain with TSC and IV.

· Jesse (8.4 & beyond):
We have a lot yet.  We welcome any help.

· Paul (CCMP):
State variable issues remain.  I will talk to Jesse about what is appropriate here.

Comment: Can we get a summary of where we are overall?

Chair: Document 03/033r2 indicates the number of comments that have been processed.

Comment: How many can we resolve this session?

Chair: Based on the fact that less than 50% of the Letter Ballot comments have been processed in 2 meetings, I would be surprised if we made it to re-circ in May.

Comment: We are going to hit the difficult ones.

Comment: But many said they have not processed the editorial comments.  So, it may get easier.

Chair: Make sure that when the motions are made, the instructions to the editor are clear.

Comment: We also need to make sure the text as a whole reads well.

Comment: I think we have made many sections clearer.

Jesse: People are working on implementations now, so we are getting more feedback.

Discussion: Paul Lambert: Protected Field bit always 1

Paul: The text states that the Protected Field bit is always one.  This precludes the used of mixed unencrypted and encrypted traffic which could be useful for hotspot applications.

Paul: We should change the line in the draft that says this bit must be set.

Comment: But a STA is not required to set the bit if it is set in the Beacon.

Paul: But if a STA sees that bit set, it won’t attempt to associate.

Comment: It is very important in enterprise to have this.

Comment: Which bit are we talking about here?  The bit in the frame control field, or the bit in the capability field of the beacon?

Paul: The bit in the beacon.

Comment: So you are saying set the privacy bit to 0, but still include the RSNE?

Paul: Yes

Paul: We also need a valid “null” cipher suit for both unicast and multicast.  Now the null suite is valid only for multicast.

Comment: If this is allowed, the fact that the STA is doing RSN buys you nothing.  The STA cannot trust the RSN.

Jesse: You cannot bill someone if the data packets are not authenticated.

Comment: You really need two virtual access points.  Perhaps multiple BBSIDs, multiple beacons, or VLANs.

Comment: I want mode where we are guaranteed that all STAs are completely secure.

Paul: Then this mixed mode is only valid for a TSN, not an RSN.

Comment: As soon as this bit is turned off, then the network changes to a TSN.

Chair: So there is no objection as long as it is only for a TSN?

None

Discussion: Aligning TGi with WPA - EAPOL always in clear

Comment: There were several places where race conditions could occur.  Whether you are keying for the first time or re-keying.

Comment: This has also come up when rekeying pairwise keys.

Comment: Why would you be doing that?  That text has been removed.

Comment: There is some condition where the 4th message is lost, the AP retries in the 3rd message in the clear, which the STA discards.  

Comment: The state diagram indicates the proper way of handling this condition.

Comment: Are the state diagrams the same between WPA and TGi?

Comment: Yes

Chair: Is the retry issue related to this?

Comment: Yes

Comment: It sounds like the easiest thing to do is discard, but how will that affect fast roaming?

Comment: We could fix this by setting the keys for receive only at message 3, and then transmit after message 4.

Comment: What is the current meaning of the re-key bit?  Is there a security issue if we send EAPOL messages in the clear at all times?

Jesse: The meaning of the re-key bit has been changed in draft 3.1 or 3.2.  The EAPOL-key messages are self-protecting, so they could go in the clear.  The other EAPOL messages need to be encrypted.

Comment: How long does the STA wait for the re-key to complete?

Comment: There is also an issue with re-keying group keys.  The issue is when to start using the new key.

Comment: With group keys, you have the option of using different key indexes; you don’t have that option with pairwise keys.

Comment: Once valid keys have been established, why would I want to transmit anything in the clear?  This places a large burden on the MAC to examine each frame to recognize EAPOL frames.

Comment: We’re doing this now.

Comment: We have it on the xmit, not recv.  With the new 802.1X we can get rid of this on the xmit as well.

Comment: We could provide a bypass model to allow the encryption to be decided by a layer above the MAC.

Jesse: I don’t remember why we decided to start encrypting EAPOL, but now we either have to fix the race condition or perform MAC filtering on these frames.

Comment: Transmitting the EAPOL in the clear or not doesn’t solve the race condition.

Comment: When re-keying, there is a window between message 3 & message 4 (1/2 round trip) of the 4-way where the STA & AP have different keys.  Messages will be dropped here.  Is this an issue?

Comment: The consensus is that this is not an issue.  We can live with the packet loss.

Jesse: Did this come up in interop testing?

Comment: This race condition was not causing problems in WPA testing.  The previous one did.

Comment: Will that be documented in the standard?  Or do we just agree here?

Chair: Further action is needed.

Comment: We should add a comment in the draft.  However, with TKIP and CCMP, there is no longer a need for rekeying.

Comment: Should there be an Annex that describes these sorts of conditions?

Comment: This race condition only applies for WEP STAs?

Comment: Yes

Comment: The silent discard solution will affect fast roaming.

Comment: A STA that is slow and sees the race condition will see it every time it roams.

Comment: But it is the AP that may be slow.

Comment: The process on the STA of setting the key and sending message 4 must be serialized to avoid this race condition.

Comment: The definition of the Protected bit belongs in Clause 7.  How it is used is defined in Clause 8.

<Lunch>

Discussion: TSC Convention

Comment: This is a discussion on how the TSC values map into the old WEP IV.

Comment: Also the initialization of the values.

Comment: There is one line in the draft that will need to change.  And then there are clarity issues.

Comment: In 8.3.2.4.3, there were inconsistencies between the pseudo-code and the sample code regarding how the RC4 key is mapped to the TSC.

Comment: The text on line 28 of page 38 is not consistent with the way that this was implemented for WPA.  Bytes 0 and 1 should be swapped.

Comment: Should we change the draft to be consistent with the way WPA implemented this?

Comment: The vendors participating in WPA testing today have zero percent of the WPA market because this is not shipping yet.  Therefore, it affects no installations.

Chair: The draft is inconsistent, so this can be considered right or wrong depending on which part of the draft was read.

Chair: Is there a security reason to have this one way or the other?

Jesse: No

Chair: If there is no technical argument for one way or the other, we need to find another reason.

Comment: What is the reason to make this not inconsistent?

Jesse: We would need to make changes to the reference code.

Comment: Which is informative.

Straw Poll by Al Potter:

TGi should adjust the draft with respect to TSC conventions to match practices currently in use for the WPA test bed?

Results: 7-2-10

Chair: Tim will draft text for a motion for the May meeting regarding the TSC conventions.

2:00pm conference call – Splitting the PAR

Attending via conference call: Larry Green, Donald Eastlake, Bill Brasier, Bernard Aboba, Luke Ludeman, Patik Mehta

Chair: One of the arguments for WPA was to provide a solution quickly and to provide TGi with more time, but now it has turned into this urgency of a splitting of the PAR.

Comment: Didn’t Russ start this in an effort to get CCMP out sooner?

Chair: Yes.  There is a placeholder for CCMP in WPA.

Comment: I believe the main motivation for the suggested split is that there was a lot work remaining in fast-roaming.

Chair: This was not a need before, but now it is.

Comment: If we believe that we’ve completed enough work in 11i to satisfy the PAR, that products can be built based on it, and have we’ve completed enough framework for fast roaming can take place in the future, then we can consider splitting the PAR.  Otherwise, we cannot.

Comment: Does fast roaming even fall under our PAR?

Comment: No task group believes fast roaming is in their PAR.  TGe specified 40ms, but nobody knows why.

Chair: Remember TGi was split from TGe.

Comment: The word roaming is not even in the 1999 spec.

Comment: Is 11i working on security for 802.11?

Chair: We do have a scope.  But security is our main focus on the MAC.

Comment: And PHY as well.

Comment: Is Fast Roaming a security issue?

Comment: Not strictly.

Jesse: There is a need to extend security to applications that have tight roaming requirements.

Comment: So the solution for roaming we have in TGi isn’t fast enough for some applications?

Chair: There were 3 separate solutions for Fast Roaming that were combined into one (doc 03/241).  That motion failed, but a subsequent straw poll was positive to allow this to pass with some additional work.

Comment: The proposal to split is an attempt to speed things up.  If we can solve the Fast Roaming issue quickly, than we should include it now.  Otherwise, split.

Chair: You can’t treat fast roaming like just another Letter Ballot comment.  There are a number of voters from TGe that are interested in this.  

Comment: The issue for all of us is to finish TGi quickly.  My interest is to get this and all comments resolved as quickly as possible so that we can vote on them.

Chair: If we were to attempt to split the PAR, it is a procedural effort.  We will probably discuss this again at the May meeting.

Comment: I’m afraid that if TGi doesn’t align itself with WPA, that people won’t implement TGi.  WiFi may then feel emboldened to do this again and IEEE may loose control of the standards process.

Comment: Many of the people involved with TGi are the same ones responsible for creating WPA.  We (TGi) made the draft available.

Comment: Apart from AES & Fast Roaming, are there other topics that are a large part of the 2000+ comments?

Comment: Yes

Chair: So where is the call for the split coming from?

Comment: The majority of the Letter Ballot comments did not address AES & Fast Roaming.

Jesse: But some comments are more significant than others.

Comment: What are the significant ones?

Jesse: Roaming, IBSS, architectural.

Chair: We know we can’t pass without resolving certain issues.  So, we addressed those.

Comment: Our issue to resolve is not WPA politics, but IEEE 802.11 security.

Comment: I don’t think we should consider Fast Roaming a big-ticket item.  This is an issue that came up late in the process.  If we can create a solution quickly, then we should not address it.

Chair: We are not excluding all other comments and focusing on fast roaming.  The minutes from March indicate this.

Comment: I believe it is wrong for us to consider splitting and stopping the work and fast roaming.

Jesse: We passed the Letter Ballot by very slim margins.  We are moving slowly because we have not truly arrived at a consensus.

Comment: We need to determine what is in scope for our current PAR.  We need to finish what we are working on, and then write a new PAR if necessary.

Comment: We need to figure out where we stand after processing the existing Letter Ballot comments.  We need to be more efficient at Letter Ballot comment processing.

Chair: The expectations are that at the end of this week, two of the Letter Ballot subgroups should be finished and can the help the other subgroups.  We are taking time to discuss the motions here to save time at the May meeting.

Comment: We should consolidate the motions and make a single motion to save time.

Chair: We are doing that currently most of the time.  But, we can do a little better.

Comment: I have three comments.  1) Regarding the splitting the PAR; it is not just procedural.  We need to extract text from current text.  2) Putting only the frame protection in but not key management is the mistake we made with WEP – we will get cited in the press.  3) Then we have to get 75% approval of the reduced draft and there may be unhappy voters out there that the PAR was split in the first place.

Comment: What is the completion plan?

Chair: Basing the fact that we have processed less than 50% of the comments in 2 meetings, we can estimate that it will take about the same amount of time to process the remaining comments.  It would be very optimistic to go to recirculation ballot in May.  

Comment: If we drop below 75% on re-circulation, we drop back to Letter Ballot.

Comment: Can you only go to SB at a plenary?

Comment: No, under certain conditions you can go to SB during an interim.

Chair: If we go to re-circulation in May, and in July we go to SB.  Even with that, it would be unlikely that we would have a standard in 2003.

Comment: So we are driven by our progress rather than a schedule.

Chair: This is why I try to give a history of where we were.  If we split, I don’t see it ultimately saving that much time.

Comment: But it would be helpful to have a schedule.

Jesse: That is an admiral goal, but the reality is that we have to continue to add pieces for a proper solution.  This has not been done before, so it is difficult to set bounds for our efforts.  We can’t take any shortcuts.

Comment: The majority of comments are editorial.  We’ve addressed most of the technical issues.  It is the process of processing those remaining comments that we need to make more efficient.

Comment: How can we finish the comments by May?

Comment: This is a volunteer organization – we need more volunteers.

Chair: If the goal is May, do we need more of a plan?

Comment: Yes.

Comment: The work that Jesse is doing can be split into further subgroups.  Also, I have resources at my company that may be able to help process some of these, but I need the comments published.

Chair: All the information for the comments is already available.  Also, I also stated that we will be adding to the subgroups as other subgroups will be finishing.

Comment: Is the architecture that we have in the draft sufficient for us to finish?  If not, we cannot define a schedule because we cannot set the bounds of the problem.

Chair: Are you looking for a more rigid procedure?

Comment: In TGg, people were much more focused.

Comment: My recommendation is to create a schedule that can be updated if things start to slip.

Comment: We are not architecturally done.  When do we draw the line?

Comment: Given our PAR, we don’t have control over our own destiny.  Let’s decide what we are going to do, and draw a circle around it.

Chair: We did that early on with EAP types.

Jesse: Regarding the question of “are we done”.  If we were, we wouldn’t arguing over it.  Also, we told the world that WPA was an interim.  We’ve addressed the non-roaming enterprise.

Comment: We can state what is in and out of scope by how we address the Letter Ballot comments.

Chair: I agree. The process will tell us.

Comment: At this stage of the game, all we can do is process the Letter Ballot comments.  We can’t add more.

Comment: There is nothing that states we cannot add things after passing the Letter Ballot.

Comment: No, but procedurally we shouldn’t unless it address a comment.

Chair: Is there anybody here that is “for” splitting the PAR?

Chair: restate: At the May meeting, is there anybody “for” splitting the PAR?

None

Comment: I’m against splitting, but if that means adding bounds, then I may be for it.

Comment: We inherit our rules from the 802 operating rules.  802 states that every effort should be made to address the comments.  Once 75% has been achieved, the IEEE has the obligation to complete the standard in a timely manner.

Chair: It also states the 802.11 chair’s responsibility to ensure that the standard is completed in a timely manner.

<clause 5.4.3.2 of the Standards Board Operation Manual was read>

<end of conference call>

Chair: Do we want to break into subgroups or move onto other discussions?

Comment: Given the discussion we just had, I would feel better if we processed some comments.  If the bulk of the work is in Clause 8, we can look into further sub-dividing Clause 8.

Chair: None of the other subgroups appear to need additional help.

Comment: Nancy and Jesse will define how Clause 8 can be sub-divided.

Chair: Doc 03/033r2 is the latest spreadsheet.

<break into subgroups>

recess at 5:40pm

Wednesday, April 23, 2003

Chair: Could Jesse’s subgroup be further subdivided?

Jesse: Clause 8.5 with the exception of 8.5.1 could be handed off to a new sub-group.

Chair: What is 8.5.2 & later?

Jesse: 4-way, group key exchange, state machines.

Chair: Do we want to cover some of these discussions now or breaking into subgroups?

Comment: Prefer subgroups

Chair: Any objection to breaking into subgroups at this time?

None

<Lunch>

Chair: I’ve added some items to the Discussion topics.

Chair: Do we want to discuss some of the Discussion Items at this time?

Consensus is yes.

Discussion: Timeline

Chair: I’ve had requests to create a schedule with milestones for the task group.  Most of the people who have requested this were present only for the conference call yesterday, and then summarily left after the call was over and we continued work within the subgroups.

Chair: Do we feel that creating a schedule showing timelines for TGi would be beneficial?

Consensus is yes.

Chair: I would like to talk about the TKIP Replay Counters in the RSN IE.  There were comments for stating that this should apply to CCMP as well as TKIP.

Comment: At a previous meeting, Dorothy had agreed to provide text to apply the replay counter to both CCMP and TKIP.  She will provide the text.

Discussion: Informational Notes

Chair: There are also Letter Ballot comments regarding the reduction of informational notes in the draft.

Chair: Each subgroup should evaluate the informative notes and evaluate if they can be eliminated.

Discussion: IBSS Coalescing

Chair: Regarding IBSS Coalescing, it is very easy for a rogue STA to send out the Beacon.  Management frames are not protected.

Jesse: The only way to guarantee the beacon comes from the sender is to include some public/private key scheme.

Chair: This is a downgrade attack where the rogue STA could get other STAs to select a lesser cipher-suite if their policy allows this.  Are we going to ignore this?

Comment: This is another DoS attack, and we agreed we are not going to address DoS attacks.

Chair: If someone writes text stating that this is a policy issue, are you ok with that?

Jesse: People have stated that the text for this in Clause 11 is not correct as it is now.  We could say that it is so broken that we can’t define security for it.

Jesse: I would like to propose a motion in May to limit IBSS security to PSK only.  I don’t think we can define how the other elements can be used in an IBSS.  You have to fix IBSS and make other changes external to 802.

Chair: At the last meeting I did make a comment of how we could use EAP with IBSS.

Chair: You could use PSK over EAP.

Jesse: I’m not trying to prohibit the use of EAP in an IBSS.  I don’t want people to expect it to be there.

Chair: Initially all we had for IBSS is PSK.  After the initial Letter Ballot we had comments that it was not sufficient which is why we added it.

Jesse: And now, we are getting comments stating that there is not sufficient information to implement an interoperable solution.

Chair: What areas need more definition?

Jesse: We need to specify a model of how to use 802.1X as a P2P protocol for IBSS.  If we do that, we would go way beyond what is acceptable for us to do in TGi.  It is ok for us to use 802.1X for the infrastructure because that is the model it was defined to address.

Chair: Well we either have to fix it or remove it.

Comment: 802.1X does define a P2P solution.

Jesse: What is defined in 802.1X for P2P is broken.  You need a session in both directions.

Comment: Why is that not secure?

Jesse: You have to define the authentication protocols so that you can have concurrent sessions.  TLS has client and server hello random values to define the session.

Comment: So are there EAP methods that work for P2P?

Jesse: Yes.

Comment: Does a PSK solution meet the requirements of the PAR?

Chair: The biggest issue here is the credentials.  If we eliminate EAP for ad hoc, all we have left is PSK.  This affects the DLP solution.  Then we become dependent on TGe and must wait for them to pass.  I would prefer not to have any linkage to TGe.  Another issue is mesh networks and how to make that secure.

Jesse: Securing mesh networks is a new PAR.

Comment: What is wrong with PSK only for a ad-hoc?

Comment: The PAR says security, not what type.  A comment was made that we should get the same level of security for ad hoc as you do for enterprise.  I disagree with that.

Comment: There are some EAP methods that won’t work for IBSS – they don’t supply mutual authentication.

Comment: What is the justification of defining EAP methods rather that simply using PSKs?

Comment: Certificates can be used.  If two STAs communicate in an enterprise, they should be able to move away from the BSS and form an IBSS and still communicate.

Comment: When we started a couple of years ago, the only EAP method was TLS.  Now we have many more.  So I would like to see 802.1X left in for IBSS.

Comment: Somebody has to install the certificates.  That same person can install PSKs.

Jesse: PSK works because all mechanisms are under our control.  In the other case, there is not sufficient analysis to know if enough work has be done to enable the higher level.

Comment: Delivering the PMK is done out of band in both cases.  In enterprise that is 802.1X.

Comment: Why are we spending so much time on this?

Chair: Because it affects everyone’s clauses.

Comment: What helped us on the BSS case is when we sat down and drew the message flow diagrams.  We should try to do that here.

Comment: Tim, does that diagram already exist and/or is it already working?

Comment: The diagrams exist, but not in the form that we use in the draft.

Comment: There is a statement in the draft stating that 802.1X is prohibited with PSK.

Comment: How much work is involved with removing it?

Comment: One sentence

Comment: This group tends to think that the only model we need to solve is laptops associating to an enterprise AP.

Jesse: There needs to be a mechanism to enter keys into devices that do not have a mechanism for doing so.

Comment: Why was the line added in the first place?

Comment: PSKs are considered passwords, and security would be reduced to the least common denominator.  However, Jesse noted that for government use, there is a need for this.

Jesse: I will make a motion in May to remove the sentence.

Jesse: I just looked at the draft, and the sentence is actually not in the draft, so no motion will be necessary.

Chair: We shall now resume Letter Ballot comment processing in our subgroups.

Dave and Frank will address the comments dealing with having a common Number of Replay Counters value for both TKIP and CCMP instead of handing this off to Dorothy.

Recessed until tomorrow morning

Thursday, April 24, 2003

TGi meeting postponed due to WPA Call 9:00am – 10:00am.

Resume: 10:00 am

Comment: Do we want to continue with Letter Ballot processing?

Comment: Paul has a revised spreadsheet available with merged results from the subgroups.

Chair: Continue with Letter Ballot processing

<lunch>

Comment: Comment 1592 mentions intellectual property issues.  The TG chair should follow up with the WG chair.

Chair: Do we want to cover some of the discussion topics at this time.

Yes.

FromDS ToDS Discussion/Fast Roaming

Jesse: The topic is the transmission of data frames between the STA and AP prior to Association by setting both FromDS and ToDS bits to zero.

Comment: The 1999 spec states that the frame cannot go beyond the AP.

Comment: How will the AP that receives the frame know the address of the pre-authentication AP?

Comment: the pre-authentication happens only over the air, not through old AP via DS.

Comment: The 1999 spec states that having both bits set to zero is reserved for IBSS.

Comment: It would make the most sense to use Authentication frames to perform the Authentication since these frames are the only ones allowed prior to association.

Comment: We can’t use 802.1X then because it defines the use of data frames.

Comment: Even if we move all of 802.1X prior to Assoc, we still need to exchange 3 messages to prove liveness.  Therefore we can’t perform all of pre-authentication in Authentication frames.  The exchange must be tied to that session.

Comment: How fast do we need to be to support fast roaming?

Comment: We’re not doing fast roaming across subnets.  There is too much overhead.

Comment: In our testing, turning on long preamble affected the performance more than going from 11Mbs to 1Mbs.

Comment: We have been asked to complete our roam within 20 to 50ms.

Comment: 30ms is perceivable for dropped frames.  50ms is perceivable for delay.

Split into subgroups for Letter Ballot processing

Adjourned
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