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Abstract

This document includes motions to be made to address letter ballot comments in Section 5 of the TG1 drat.

Motion to address comments: 4,5,219,255,314,320,905,906,1093,1194,1205,1236,1498,1678,1679,1998

Change the text in 

5.4.2.2 Association

Add the following paragraph after the second paragraph of clause “5.4.2.2 Association”:
Within an RSN this situation is different. In an RSN the IEEE 802.1X port determines when to allow general data traffic across an IEEE 802.11 link. A single IEEE 802.1X port maps to one association, and each association maps to an IEEE 802.1X port. The IEEE 802.1X port blocks general data traffic from passing between the STA and the AP until an IEEE 802.1X authentication procedure completes. Once IEEE 802.1X authentication and key management complete, the IEEE 802.1X controlled port unblocks to allow data traffic.

Motion to resolve comments 176,325,809,1097,1317,1335,1390,1432,1476,1539,1682

Remove the following lines 5 through 11 on page 7 clause 5.4.3

“Change the sentence of the first paragraph of clause “5.4.3 Access and confidentiality control services” from:

Two services are required for IEEE 802.11 to provide functionality equivalent to that which is inherent to wired LANS.

to:”

Motion:

Replace editing instructions for the second paragraph of clause “5.4.3 Access and confidentiality control services” with the following:

Change the second paragraph of clause “5.4.3 Access and confidentiality control services” from:

Two services are provided to bring the IEEE 802.11 functionality in line with wired LAN assumptions: authentication and privacy. Authentication is used instead of the wired media physical connection. Privacy is used to provide the confidential aspects of closed wired media.

to:

In a pre-RSN WLAN, two services, are provided to bring the IEEE 802.11 functionality in line with wired LAN assumptions: authentication and privacy. Authentication is used instead of the wired media physical connection. WEP encryption was defined to provide the privacy aspects of closed wired media.

An RSN does not directly provide either of these two services. Instead, an RSN uses the IEEE 802.1X-provided authentication service to provide access control and key management. Confidentiality is provided by 802.11 key management together with the TKIP and CCMP protocols. 

Addresses comments 1728,1907,1967,2028, 2072, 1408, 331, 1392, 332,333,810,912, 1206, 1238, 1336,

Motion: Instruct the editor to replace Clause 5.4.3.1 with the following text.

5.4.3.1 Authentication

Change the first sentence of the fourth paragraph of clause “5.4.3.1 Authentication” from:

IEEE 802.11 provides link-level authentication between IEEE 802.11 STAs.

to:

IEEE 802.11 supports link-level authentication between IEEE 802.11 STAs.

Add the following paragraphs between the sixth and seventh paragraphs of clause “5.4.3.1 Authentication”:

An RSN also supports authentication based on IEEE 802.1X, and using Pre-Shared Key (PSK)s. IEEE 802.1X authentication utilizes protocols above the MAC to authenticate STAs and the AS with one another. IEEE 802.1X requires use of EAP authentication algorithms. This standard does not specify a mandatory-to-implement EAP method. In an, RSN—that is, one deploying only RSN security mechanisms—802.11 Open System Authentication is required in an ESS.  An RSN relies on the IEEE 802.1X framework, both to control MSDU flows and to carry the higher layer authentication protocols. In an RSN, the respective IEEE 802.1X Ports of both APs and STAs discard non-EAPOL MSDUs before the peer is known to have been authenticated. In this associated but unauthenticated state, the IEEE 802.1X Ports permit only the IEEE 802.1X authentication protocol to flow across the IEEE 802.11 association.

Since a STA may encounter multiple ESSs, it is necessary to provide a way for a STA to identify the security policy of each ESS, and to determine the authentication mechanisms each supports. If the ESS is an RSN, a STA can determine the authentication protocols in use through Beacons and Probe Responses. Furthermore, the RSN design provides a means by which a STA can indicate the authentication protocol it intends to use with the ESS. It should be noted that the choice of an acceptable authentication protocol is an issue for both APs and the STAs, since the goal of IEEE 802.1X Authentication is mutual authentication between the AS and the STA, not just authentication of the STA to an AP. A STA might choose not to associate with a particular ESS/AP for many reasons, among them being that the supported authentication mechanisms cannot achieve mutual authentication.

IEEE 802.1X authentication and PSK authentication are supported in an 802.11 IBSS, and described in detail in Clause 8.4.

Motion: Instruct the editor to modify Clause 5.4.3.2 as follows:

5.4.3.2 Deauthentication

Change the text of the first paragraph in clause “5.4.3.2 Deauthentication” to:

The Deauthentication service is invoked whenever an existing Open System or Shared Key Authentication is to be terminated. Deauthentication is an SS.

Replace the following text as the second paragraph in clause 5.4.3.2: 

In an ESS RSN, Open System Authentication is required for MAC layer authentication.  In an ESS RSN, Deauthentication results in termination of any association for the deauthenticated station. It also results in the IEEE 802.1X controlled port for that STA being disabled. The Deauthentication notification is provided to IEEE 802.1X via the MAC sub layer. 

In an IBSS RSN, Open System Authentication is optional. When open system authentication is used in an IBSS, deauthentication results in the IEEE 802.1X controlled port for that station being disabled.

Address comments: : 6, 337, 338, 2030, 1684, 2018, 339, 1544, 340, 1499, 341, 1461, 342, 1241, 343, 1240, 344, 1101

Motion: Instruct the editor to replace the text in Clause 5.4.3.3 with the following:

5.4.3.3 Privacy

Add the following paragraph between the fourth and fifth paragraphs of “5.4.3.3 Privacy”:

IEEE 802.11 provides three cryptographic protocols to protect data traffic: WEP, TKIP, and CCMP. WEP and TKIP are based on the RC4 algorithm, and CCMP is based on the Advanced Encryption Standard (AES). A means is provided for stations to select the algorithm to be used for a given association. 

Add the following clauses after clause “5.4.3.3 Privacy” but before clause “5.5 Relationship among services”:

5.4.3.4  Key Management

Change the title of Clause 5.4.3.4 to “Key Management” “from Key Distribution”

The enhanced confidentiality, data authentication, and replay protection mechanisms require fresh cryptographic keys. IEEE 802.11 supports two key management mechanisms: manual key management and automatic key management. Automatic key distribution is available only in an RSN that uses IEEE 802.1X to provide key management services. 

Address comments

Motion: Instruct the editor to replace the text in clause 5.4.3.5 with the following:

5.4.3.5 Data Origin Authenticity

Change the title of Clause 5.4.3.5 to “Data Origin Authenticity”

The data origin authenticity mechanism defines a means by which a STA that receives a data frame from another STA can determine that the MSDU actually originated from that STA. This feature is required in an RSN since one STA may masquerade as a different STA. This mechanism is available only to STAs using CCMP or TKIP.

Data origin authenticity is applicable only to unicast data frames.

Informative Note: All known algorithms to provide data origin authentication of multicast/broadcast rely on public key cryptography. Because of their computational cost, these methods are inappropriate for bulk data transfers.

Addresses comments 346,347,1242

Motion: Instruct the editor to replace the text of section 5.4.3.6 with the following:

5.4.3.6 Replay Detection

The replay detection mechanism defines a means by which a STA that receives a data frame from another STA can detect whether or not the data frame is an unauthorized retransmission. This mechanism is available only to STAs using CCMP or TKIP.

Addresses comments 220,1102,1368,1362,1685,1368,1730,2031

Motion: Instruct the editor to replace the text in Clause 5.6 with the following:

5.6 Differences between ESS and IBSS LANs

Add the following paragraphs at the end of Clause “5.6 Differences between ESS and IBSS LANs”:

In an IBSS each STA must define and implement its own security policy, and each STA must trust the other STAs to implement and enforce a security policy compatible with its own. In an ESS the AP enforces the security model.

In an IBSS a STA must be prepared for other STAs to initiate communications. Each pair of STAs in an IBSS negotiates the security algorithms to be used. In an ESS the STA initiates all associations. In an ESS the STA and AP negotiate the security suite, and the AP enforces the security suite to be used.

In an RSN ESS, the AP may offload the authentication decision to an authentication server, while in an IBSS each STA must make its own authentication decision regarding each peer. 

Addresses comments: (No Changes to this section)

Motion: Instruct the editor to replace the text in Clause 5.7.6 with:

5.7.6 Authentication

Change the first paragraph in Clause “5.7.6 Authentication” from:

For a STA to authenticate with another STA, the authentication service causes one or more authentication management frames to be exchanged. The exact sequence of frames and their content is dependent on the authentication scheme invoked. For all authentication schemes, the authentication algorithm is identified within the management frame body.

to:

For a STA to authenticate with another STA using either Open System or Shared Key authentication, the authentication service causes one or more authentication management frames to be exchanged. The exact sequence of frames and their content is dependent on the authentication scheme invoked. For both of these authentication schemes, the authentication algorithm is identified within the management frame body.

Addresses Comment: 352 – Remove the blank line.

Instruct the editor to modify Clause 5.7.7 as follows:

5.7.7 Deauthentication

Change the first paragraph in Clause “5.7.7 Deauthentication” from:

For a STA to invalidate an active authentication, the following message is sent:

to:

For a STA to invalidate an active authentication that was established using Open System or Shared Key authentication, the following message is sent:

Remove the blank line in this section. - Editorial

Addresses comments (5.9) 221,1105,1211,1908.

New 5.9.1 (Former 5.9.2): 357,358,359,360,361,914,1104, 1318, 1490, 1621, 1909, 1969, 2033

Note that previous section 5.9.1 is removed. 

Motion: Instruct the editor to add the following clauses after Clause “5.8 Reference model”, renumbering the Figures as appropriate.
5.9  IEEE 802.11 and IEEE 802.1X (Informative)

An RSN relies on the IEEE 802.1X entity to provide authentication and key management services. Knowledge of the IEEE 802.1X 2001 standard is expected. The IEEE 802.1X access control mechanisms apply to the association between a STA and an AP, and the IBSS STA to STA peer relationship. The AP performs the Authenticator and, optionally the Authentication Server roles. A Non-AP STA can take on the Supplicant, Authenticator and Authentication Server roles.
5.9.1 IEEE 802.11 usage of IEEE 802.1X

IEEE 802.11 depends upon IEEE 802.1X to control the flow of MSDUs between the DS and unauthorized STAs by use of the controlled/uncontrolled port model outlined above. EAP authentication packets are transmitted in IEEE 802.11 MAC data frames, (rather than IEEE 802.11 management frames) and are passed via the IEEE 802.1X authenticator. Non-EAP authentication frames are passed (or blocked) via the controlled port. It is the responsibility of both the Supplicant and the Authenticator to implement port blocking. Each association between a pair of STAs creates a unique IEEE 802.1X “port,” and authentication takes place relative to that port alone.

IEEE 802.11 depends upon IEEE 802.1X and the EAPOL-Key four-way and 2-way handshakes (described below) to establish and change its cryptographic keys. Keys are established after authentication has completed. Keys may change for a variety of reasons, including expiration of an 802.1X authentication timer, if a key has been compromised, or is in danger of being compromised, or to update the group-key. 

Addresses Comments: 106,107,222,364,366,367,368,916,917,918,1107,1108,1821,1243,1289,1319, 1369, 1467,1622,1686,1731,1820,1822,1911,1912,1970,2066,841,842,843,1387,1388,1389, and

70 more.

Motion: Instruct the editor to replace Clauses 5.9.3 with the following text, and to remove the current Clause 5.9.3.1, renumbering Figures as needed.

5.9.3 Functional Model Description

This section summarizes the system set-up and operation of an RSN, in two cases: when an IEEE 802.1X Authentication Server is used and when a PSK is used. 

The functional model applies to both the ESS and IBSS architectures. For an ESS, the AP is the Authenticator, and associated STAs are the Supplicants. For an IBSS, each STA is an Authenticator and Supplicant. Each IBSS STA implements an Authentication Server, or uses a Global Pre-Shared Key.

The following authentication and key management operations are carried out when an IEEE 802.1X Authentication Server is used:

1. The Authenticator and Authentication Server authenticate each other and create a secure channel between them (some possibilities include RADIUS, IPsec, TLS). The security of the channel between the Authenticator and the Authentication Server is outside the scope of this specification. 

Authentication credentials must be distributed to the Supplicant and Authentication server prior to association.

2. A supplicant STA performs 802.11 Open System Authentication and Association with an AP and negotiates a security policy.  The supplicant STA then requests to start the EAP authentication process.  The AP opens the uncontrolled port of an IEEE 802.1X access control port so that EAP authentication frames are permitted to pass between the STA and the Authenticator. This is shown in Figure 1 below.
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Figure 1: Establishing the IEEE 802.11 Connection 

3. The Supplicant and Authentication Server authenticate each other (e.g., EAP-TLS) and independently generate a Pairwise Master Key (PMK). The PMK may be generated via a one-way function from the EAP master key, but this is not a requirement. All that is required is that possession of the PMK must not provide an attacker with any information useful in recovering the EAP Master Key. The PMK is sent from the AS to the Authenticator over the secure channel. See Figure 2 below.
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Figure 2:IEEE 802.1X EAP Authentication

4. A 4-way handshake utilizing EAPOL-Key messages is initated by the Authenticator to

a. Confirm the existence of the PMK; 

b. Confirm that the PMK is current;

c. Derive a unique Pairwise Transient Key from the PMK;

d. Install the encryption and integrity keys into IEEE 802.11;

e. Confirm the installation of the keys.

Upon completion of the four way handshake, the AP changes the state of the IEEE 802.1X access port, opening the controlled port to permit general data traffic to pass onto the DS.  See Figure 3, Below.
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Figure 3: Establishing Pairwise Keys

5. The Group Transient Key is sent from the Authenticator to the Supplicant to allow the Supplicants to receive broadcast messages, and optionally to transmit and receive unicast packets. EAPOL-Key messages are used to carry out this exchange.
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Figure 4: Delivery of Group Key

The following authentication and key management operations are carried out when the Session Key (the Pairwise Master Key) is a PSK.

1. A supplicant STA associates with an AP and negotiates a security policy.  The PMK is the PSK.

2. The 4-way handshake using EAPOL-Key messages is used just as in the Authentication Server case. In the absence of an explicit authentication process, authentication is implicit in the successful completion of the four-way handshake, and no Master Key is constructed. See Figure 3.

3. The Group Transient Key is sent from the Authenticator to the Supplicant just as in the Authentication Server case.  See Figure 4.

Resolves comments 10,132,179,819,927,928,1345,1628

Motion: Instruct the editor to replace the existing Clause 5.9.4 with the following text:

5.9.4 Authenticator to Authentication Server Protocol

The Authenticator/Authentication Server authentication protocol is out of scope, but, to provide security assurances, the protocol must support the following functions:

1. Mutually authenticates the Authenticator and Authentication Server.

2. Provides a channel for the Supplicant/Authentication Server authentication.

3. Passes the generated key from the Authentication Server to the Authenticator for use by the Authenticator to communicate to the Supplicant.

Suitable Authentication Server protocols include, but are not limited to RADIUS and Diameter.
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