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Abstract

Motions drafted to address Letter Ballot 52 Comments on clause 7 of 802.11i draft 3.0.

Technical Motions

Clause 7
Comment 11 – Clause 7

In Clause 7.1.3.1.9, page 16 lines 29 through 31 replace:

“The Protected Frame field is only set to 1 within frames of Type Data and frames of Type Management, Subtype Authentication.”

With:

“The Protected Frame field is set to 1 only within frames of Type Data and frames of Type Management, Subtype Authentication.”

Comment 12 – Clause 7

In Clause 7.1.3.1.9, page 16 lines 31 through 33 replace:

“When the Protected Frame bit is set to 1, the Frame Body field is protected utilizing the cryptographic algorithm selected during association or Reassociation and expanded as defined in Clause 8.”

With:

“When the Protected Frame bit is set to 1, in a frame of type data, the Frame Body field is protected utilizing the cryptographic algorithm selected during association or reassociation and expanded as defined in Clause 8.”

Comment 1468 – Clause 7 and,

Comment 850 – Clause 7.2.3.4 and,

Comment 2064 – Clause 7.2.3.4

In Clause 7.2.3.1, replace:

	14
	RSN Information Element
	A Beacon may specify a single RSN Information Element.


With:

	14
	RSN Information Element
	If dot11RSNEnabled is TRUE then a Beacon shall specify a single RSN Information Element.


In Clause 7.2.3.4, replace:

	5
	RSN Information Element
	An association request may specify a single RSN Information Element.


With:

	5
	RSN Information Element
	If dot11RSNEnabled is TRUE then an Association request shall specify a single RSN Information Element.


In Clause 7.2.3.6, replace:

	6
	RSN Information Element
	A Reassociation request may specify a single RSN Information Element.


With:

	6
	RSN Information Element
	If dot11RSNEnabled is TRUE then a Reassociation request shall specify a single RSN Information Element.


In Clause 7.2.3.9, replace:

	10
	RSN Information Element
	A Probe response may specify a single RSN Information Element.


With:

	10
	RSN Information Element
	If dot11RSNEnabled is TRUE then a Probe response may specify a single RSN Information Element.


Comment 929 – Clause 7.2.3.10, page 18, line 1 and,

Comment 1114 – Clause 7.2.3.10

In Clause 7.2.3.10, page 18 lines 1 replace:

“Only Open System Authentication frames may be used with RSN.”

With:

“Only Authentication frames, with Authentication Algorithm set to Open System Authentication, may be used with in an RSN.”

Comment 1115, 1546, 1629, 1827, 2027 – Clause 7.3.1.4, table 18

In Clause 7.3.1.4, table 18, replace all occurrences of:

“RSNE”

With:

“RSN IE”

Comment 1394 – Clause 7.3.1.4, table 18

In Clause 7.3.1.4, table 18, replace:

“MIC failure”

With:

“Data Privacy Protocol MIC failure”

Comments 14, 932, 1396, 1548, 1631 – Clause 7, technical

In Clause 7, page 20 line 18, replace:

“The cipher suite selector 00:00:00:1 “WEP” is only valid as a cipher suite in a TSN.”

With:

“The cipher suite selectors 00:00:00:1 “WEP-40” and 00:00:00:5 “WEP-104” are only valid as cipher suites in a TSN.”

Comments 15, 388, 1396 – Clause 7, technical

In Clause 7, page 20 line 19, replace:

Use of CCMP or WRAP as the group key cipher suite with TKIP or WEP as the pairwise key cipher suite shall not be supported.

With:

Use of CCMP or WRAP as the group key cipher suite with TKIP, WEP-40 or WEP-104 as the pairwise key cipher suite shall not be supported.

Comments 16, 1117 – Clause 7, technical

In Clause 7, page 21 line 1, replace:

The cipher suite selector 00:00:00:0 “None” is only valid as the unicast cipher suite.

With:
The cipher suite selector 00:00:00:0 “None” is only valid as a pairwise key cipher suite.

Comments 18, 387, 1550 – Clause 7, technical

In Clause 7, page 21 line 12, replace Table 3:

Table 1—Cipher Suite Usage

	Cipher Suite Selector
	Group Key, IBSS
	Group Key, ESS
	Pairwise Key

	None
	No
	No
	Yes

	WEP
	No
	Yes
	No

	TKIP
	Yes
	Yes
	Yes

	WRAP/CCMP
	Yes
	Yes
	Yes


With:
Table 2—Cipher Suite Usage

	Cipher Suite Selector
	Group Key, IBSS
	Group Key, ESS
	Pairwise Key

	None
	No
	No
	Yes

	WEP-40
	No
	Yes
	No

	WEP-104
	No
	Yes
	No

	TKIP
	Yes
	Yes
	Yes

	CCMP
	Yes
	Yes
	Yes


Comments 180, 820, 1346 – Clause 7, editorial

In Clause 7, page 20 line 2, replace Table 1 heading:

Table 3 – Authenticated Key Management Suite Selectors

	OUI
	Value
	Meaning

	
	
	Authentication Type
	Key Management Type


With:

Table 4 – Authenticated Key Management Suite Selectors

	OUI
	Suite Type
	Meaning

	
	
	Authentication Type
	Key Management Type


In Clause 7, page 20 line 16, replace Table 2 heading:

Table 5 – Cipher Suite Selectors

	OUI
	Value
	Meaning


With:

Table 6 – Cipher Suite Selectors

	OUI
	Suite Type
	Meaning


Comment 381 – Clause 7, editorial

In Clause 7, page 19 line 3, replace:

Informative Note. The count fields of the RSN IE were chosen to be two octets each to improve alignment.

With:

Informative Note. The sizes of the RSN IE count fields were chosen to improve alignment.

Comment 382 – Clause 7, editorial

In Clause 7, page 19 line 4, replace:

All fields use the bit convention from 7.1.1. The RSN IE, if supplied, shall contain up to and including the

With:

All fields use the bit convention from 7.1.1. The RSN IE shall contain up to and including the

Comment 384 – Clause 7, editorial

In Clause 7, page 19 line 15, replace:

1.
A STA may support IEEE 802.11 Open System Authentication.

With:

1.
A STA supports IEEE 802.11 Open System Authentication.

Comment 386 – Clause 7, editorial

In Clause 7, page 20 line 14, replace:

Informative Note: This specification defines no vendor specific Authenticated Key Management Suites. The category “Vendor Specific” is reserved as a standardized way to introduce suites.

With:

Informative Note: This specification defines no vendor specific Authenticated Key Management Suites. The category “Vendor Specific” is reserved as a standardized way for vendors to introduce proprietary suites.

Comment 387 – Clause 7, editorial

In Clause 7, page 22 line 7, replace:

1.
802.1X authentication, CCMP pairwise and group key cipher suites (WEP and TKIP not allowed).

With:

1.
802.1X authentication, CCMP pairwise and group key cipher suites (WEP-40, WEP-104 and TKIP not allowed).

In Clause 7, page 22 line 31, replace:


00 00 00 01, // WEP as group key cipher suite

With:


00 00 00 01, // WEP-40 as group key cipher suite

Comment 851 – Clause 7, editorial

In Clause 7, page 22, adjust the font size used in line 16 to be consistent with the previous lines of the bullet item.

Comment 853 – Clause 7, editorial

In Clause 7, page 22 line 29, replace:


12,  // length in octets, 20 expressed as Hex value

With:


12,  // length in octets, 18 expressed as Hex value

Comment 953 – Clause 7, editorial

In Clause 7, page 22 line 17, replace:

2.


With:

2.
802.1X authentication, CCMP pairwise and group key cipher suites (WEP-40, WEP-104 and TKIP not allowed), Pre-Authentication supported.

In Clause 7, page 22 line 27, replace:

3.


With:

3.
802.1X authentication, no pairwise key cipher suite, WEP-40 group key cipher suites, optional RSN Capabilities field omitted.

Comment 1244 – Clause 7, editorial

In Clause 7, page 20 line 2, replace the Table 1 row:

	Vendor Specific
	Any
	Vendor Specific
	Vendor Specific


With:

	Vendor OUI
	Any
	Vendor Specific
	Vendor Specific


Comment 1509 – Clause 7, editorial

In Clause 7, page 22 line 26, replace:


80 00 // No capabilities

With:


80 00 // Pre-Authentication

Comment 1630 – Clause 7, editorial

In Clause 7, page 19 line 16, replace:

2.
A STA sets the Privacy bit set in the same way as WEP.

With:

2.
A STA sets the Privacy bit set in the same manner that it sets the bit for WEP.

Comment 1669 – Clause 7, editorial

In Clause 7, page 19 line 11, replace:

Length gives the number of octets in the information element.

With:

Length gives the number of octets in the information field (field(s) following the Element ID and Length) of the Information Element.

Comment 1691 – Clause 7, editorial

In Clause 7, page 18 line 13, replace:

Add the following clause after Clause “7.3.2.8 Challenge Text element” but prior to Clause “8 Authentication and privacy”, renumbering Tables and Figures as appropriate:

7.3.2.17  RSN Information Element (RSN IE)

With:

Add the following clause after Clause “7.3.2.8 Challenge Text element” but prior to Clause “8 Authentication and privacy”, renumbering Tables and Figures as appropriate:

7.3.2.9  RSN Information Element (RSN IE)

Items for Discussion
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