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Abstract

This submission clarifies the intent of  IEEE 802.11 document 02/020 by describing how to employ the Michael Countermeasures.  The following text is proposed to replace Clause 8.3.2.4.2 and define a new MLME interface to be inserted as clause 10.3.13.

8.3.2.4.2 TKIP countermeasures

Michael’s design trades off security in favor of implementability on pre-RSN equipment. Michael provides only weak protection against active attack. A failure of the Michael MIC in a received MSDU indicates an active attack.  A successful attack against the MIC would mean an attacker could inject forged data frames, and perform further effective attacks against the encryption key itself . If a STA or AP/STA detects a probable active attack, that STA shall take countermeasures as specified in this clause. These counter-measures accomplish the following goals:

· MIC failure events must be logged as a security-relevant matter. A MIC failure is an almost certain indication of an active attack, and warrants a follow-up by the system administrator.

· The rate of MIC failure events must be kept below two per minute. This implies that STAs and APs detecting two MIC failure events within 60 seconds must change their (PTK) keys (and GTK for the Authenticator) by transitioning to State 2 for a period of 60 seconds. The slowdown makes it difficult for an attacker to make a large number of forgery attempts in a short time.

Before verifying the MIC, the receiver shall check the FCS, ICV, and IV for all related MPDUs. MPDUs with invalid FCSs, ICVs, or with whose MPDUs’ IVs falling before the IV window shall be discarded before checking the MIC. This avoids unnecessary MIC failure events. Checking the IV before the MIC makes countermeasure-based DoS attacks harder to perform. While the FCS and ICV mechanisms are sufficient to detect noise, they are insufficient to detect active attacks. The FCS and ICV provide error detection but not integrity protection.

A single counter or timer is used to log Michael MIC failure events.  These failure events are defined as:

1. For an Authenticator:

· Detection of a Michael MIC failure on a received unicast frame

· Receipt of Michael MIC failure report via an EAPOL Key frame with the following bits in the Key Information bit set to 1: MIC bit,  error bit , request bit.  This frame is referred to as the Michael MIC failure report frame.




2. For a Supplicant:

· Detection of a Michael MIC failure on a received unicast or multicast frame

· Receipt of a disassociation message with reason code Michael MIC failure

The number of Michael MIC failures are accrued independent of the particular key context.  Any single MIC failure, whether detected by the Supplicant or the Authenticator, and whether resulting from a Group MIC key failure or a pairwise MIC key failure, shall be treated as cause for a MIC failure event. 

A single IEEE 802.1X EAPOL Key message is used by the Supplicant to report a Michael MIC failure event to the Authenticator.  This message is referred to as the Michael MIC failure report frame and is protected with the current PTK to compute an appropriate 802.1X EAPOL MIC and encrypted as all normal IEEE 802.11 data frames.  The frame shall also have the following Key Information bits set to 1: MIC bit, error bit, request bit.

Informative Note: The Pairwise/group and key index bits may be set to allow the Supplicant to report this information to the AP

The first Michael MIC failure must be logged and a timer is initiated to enforce the countermeasures.  If the MIC failure event is detected by the Supplicant, it must also report the event to the AP by sending a Michael MIC failure report frame.

When a subsequent MIC failure occurs within 60 seconds of the preceding failure, then a device will disassociate itself (if a Supplicant) or disassociate all the associated STAs (if an Authenticator).  Furthermore, the device will not deliver any class 3 data frames to or from any peer for a period of 60 seconds. If the device is an AP, it shall disallow new associations for a period of 60 seconds; at the end of the 60 second period, the AP shall resume normal operations and allow STAs to (re)associate.  If the device is a Supplicant, it shall first send a Michael MIC failure report frame prior to revoking its PTK and disassociation.

The aMICFailTime MIB variable shall contain the sysUpTime value at the time the Michael MIC failure was logged.  When the STA from which the AP received any previous Michael MIC errors leaves the BSS, the AP shall not update this variable as a result of this action.

The countermeasures used by an Authenticator is depicted in Figure 1 and described below.

· For an Authenticator which detects a Michael MIC failure event:

1. Increments the MIC failure counter

2. If this is the first MIC failure, initialize the countermeasures timer.  If the failure was in a unicast frame, discard the offending frame.

3. If less than 60 seconds have passed since a previous Michael MIC failure, transition every STA in the BSS to State 2 in the 802.11 state diagram. This effectively disassociates and deletes the PTK for all the STAs.  The GTK must also be revoked.  The Authenticator shall disallow associations for the duration of 60 seconds. At the end of the 60 seconds, the MIC failure counter and timer may be reset and new associations resume. 

4. If the Authenticator is using EAP, transition the state of the Authenticator state machine to State INITIALIZE.  This will restart the EAP state machine.  If the Authenticator is using PSKs, this step is omitted.

5. Log details of the Michael MIC failure.

Note that while a Supplicant may disassociate with a reason code of Michael MIC failure.  The Authenticator shall not log the disassociation as a Michael MIC failure event, this is to prevent denial of service attacks through disassociations.  The Supplicant must report the Michael MIC failure event through the Michael MIC failure report frame in order for the AP to log the event.

Informative Note:  since an access point may support ciphers other than TKIP, the Authenticator may disassociate all STAs who are employing TKIP while allowing non-TKIP running STAs to remain associated.

Informative Note: since an access point may support ciphers other than TKIP,  beacons and probe responses may continue during the 60 second blockout time so as to allow STAs to associate using ciphers other than TKIP.

Informative Note: since a single multicast frame can trigger multiple Michael MIC Failure reports,  to prevent this single frame to force a disassociation at the access point, the EAPOL MIC Failure report can provide the TSC value detected in the multicast frame in the EAPOL-Key RSC field.  The access point can discard subsequent EAPOL MIC Failure reports if the RSC fields are the same.
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Figure 1  Authenticator Countermeasures

The countermeasures used by a Supplicant is depicted in Figure 1 and described below.

· For a Supplicant which detects a MIC failure event due to a unicast or multicast Michael MIC failure:

1. Increments the MIC failure counter.  

2. Send a Michael MIC failure report frame to the AP.

3. If this is the first MIC failure, initialize the countermeasures timer.  If the failure was in a unicast or multicast frame, discard the offending frame.

4. If less than 60 seconds have passed since a previous Michael MIC failure, delete the PTK (and GTK).  Disassociate from the AP and wait for 60 seconds before (re)associating. 

· If a Supplicant receives a Michael MIC failure event due to a disassociation message from the AP with the Michael MIC failure reason code, the STA shall disassociate and reset the Michael MIC failure event counter and timers.  A disassociation from an AP is an indication that the AP is under active attack and shall prevent new associations for up to 60 seconds.  

Informative Note:  There is no prevention for a STA to roam to a new AP and avoid a 60 second wait.  However, the STA must not attempt (re)association to the same AP for the 60 second period..



[image: image4]
Figure 2  Supplicant Countermeasures

10.3.13 Michael MIC Failure Event

10.3.13.1 MLME-MichaelMICFailure.indication

10.3.13.1.1 Function

This primitive reports that a Michael MIC Failure event was detected.

10.3.13.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MichaelMICFailure.indication {


Count

}

	Name
	Type
	Valid Range
	Description

	Count
	Integer
	1 or 2
	the current number of  Michael MIC failure event 


10.3.13.1.3 When Generated

This primitive is generated by the MAC when it has detected a Michael MIC failure.

10.3.13.1.4 Effect of Receipt

The SME is notified that the MAC has detected a Michael MIC failure.

10.3.13.2 MLME-MichaelMICFailure.request

10.3.13.2.1 Function

This primitive reports that a Michael MIC Failure event was detected from another  STA.

10.3.13.1.2 Semantics of the service primitive

There are no parameters for this primitive

10.3.13.1.3 When Generated

This primitive is generated by the SME when it has received an IEEE 802.1X EAPOL Key message reporting a detected  Michael MIC failure.

10.3.13.1.4 Effect of Receipt

The MAC is notified that the Michael MIC failure must be logged and countermeasures enforced.

10.3.14 EAPOL (Michael MIC Failure Report)

10.3.14.1 MLME-EAPOL.request

10.3.14.1.1 Function

This primitive indicates that this EAPOL message shall be confirmed.

10.3.14.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EAPOL.request  {

Source address,

Destination address,

Data

}

	Name
	Type
	Valid Range
	Description

	Source Address
	MAC address
	N/A
	The MAC sublayer address to which the EAPOL message is being trasferred

	Destination Address
	MAC address
	N/A
	Either an individual or group MAC sublayer entity address t

	Data
	IEEE 802.1X EAPOL Key frame
	N/A
	The EAPOL message to be transmitted


10.3.14.1.3 When Generated

This primitive is generated by the SME when an EAPOL message has been ACKed.

10.3.13.1.4 Effect of Receipt

The MAC is notified that this EAPOL message must be ACKed.

10.3.14.1 MLME-EAPOL.confirm

10.3.14.1.1 Function

This primitive indicates that this EAPOL message has been ACKed by IEEE 802.11.

10.3.14.1.2 Semantics of the service primitive

There are no parameters for this primitive.

10.3.14.1.4 When Generated

This primitive is generated by the MAC when an EAPOL message has been ACKed.  

10.3.13.1.4 Effect of Receipt

The SME is notified that this EAPOL message has been IEEE 802.11 ACKed.
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