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Abstract

This document provides test vectors for Tgi.

Instruct the editor to replace test vectors in the Annex TGi D30 clause with the following:
++++++++++++++++++++ TKIP Test Vectors ++++++++++++++++++++

==== TKIP test mpdu   1 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 0  Data

    ToDS     = 0   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 0

    Duration = 11459

    A1 = 0f-d2-e1-28-a5-7c    DA

    A2 = 50-30-f1-84-44-08    SA

    A3 = ab-ae-a5-b8-fc-ba    BSSID

    SC = 0x3380

    seqNum = 824 (0x0338)  fraqNum = 0 (0x00)

    Algorithm = TKIP

    KeyId = 0

    TK = 

      a9 90 6d c8 3e 78 92 3f  86 04 e9 9e f6 cd ba bb (Temporal Key)

    PN    = 199027030681356  (0xB5039776E70C)

    micKey = 

      53 50 45 33 6f fb 85 0f

    Phase1Key = [0x26d5, 0xf1e1, 0x2a59, 0x2021, 0x0e8e]

    RC4Key = 

      e7 67 0c 68 15 e0 2e 3f  1c 15 92 92 d4 e2 78 82

    Header =

      08 48 c3 2c 0f d2 e1 28  a5 7c 50 30 f1 84 44 08

      ab ae a5 b8 fc ba 80 33

    Enc Header = 

      0c 2c e7 20 76 97 03 b5

    Data  =

      f8 ba 1a 55 d0 2f 85 ae  96 7b b6 2f b6 cd a8 eb

      7e 78 a0 50

    MIC = 

      b9 7f e8 3d 2a 8a 08 da

    CRC = 

      6b d7 32 ca

-- Encrypted MPDU with FCS

        08 48 c3 2c 0f d2 e1 28  a5 7c 50 30 f1 84 44 08

        ab ae a5 b8 fc ba 80 33  0c 2c e7 20 76 97 03 b5

        8e 77 7c 5b 3d 85 4b be  16 e9 9f d4 e2 21 7a 3e

        be 5c 21 a0 14 79 d2 b8  ba b6 8c f9 32 b2 bb b3

        4d 65 46 c1

==== TKIP test mpdu   2 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 3  Data+CF-Ack+CF-Poll

    ToDS     = 0   FromDS   = 0

    MoreFrag = 0   Retry    = 0

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 20842

    A1 = ea-10-0c-84-68-50    DA

    A2 = ee-c1-76-2c-88-de    SA

    A3 = af-2e-e9-f4-6a-07    BSSID

    SC = 0xCCE0

    seqNum = 3278 (0x0CCE)  fraqNum = 0 (0x00)

    Algorithm = TKIP

    KeyId = 2

    TK = 

      05 09 43 ba fd fd 5f a8  b1 12 fe 57 09 cd 5f e9 (Temporal Key)

    PN    = 54923164817386  (0x31F3CBBA97EA)

    micKey = 

      61 62 d9 13 0e b6 9a a0

    Phase1Key = [0xb82c, 0x2871, 0x3853, 0x7ae9, 0xf5a7]

    RC4Key = 

      97 37 ea a6 4b 2f a4 6b  68 8e 9c f0 85 bd 48 4e

    Header =

      38 c0 6a 51 ea 10 0c 84  68 50 ee c1 76 2c 88 de

      af 2e e9 f4 6a 07 e0 cc

    Enc Header = 

      ea 6a 97 20 ba cb f3 31

    Data  =

      83 a0 63 4b 5e d7 62 7e  b9 df 22 5e 05 74 03 42

      de 19 41 17

    MIC = 

      8e 32 70 32 e9 bb a6 7a

    CRC = 

      f9 d1 c6 04

-- Encrypted MPDU with FCS

        38 c0 6a 51 ea 10 0c 84  68 50 ee c1 76 2c 88 de

        af 2e e9 f4 6a 07 e0 cc  ea 6a 97 20 ba cb f3 31

        2b ef f7 4b aa f4 5a cf  29 34 35 8f d1 59 0d 13

        1a 10 c1 69 b5 b1 73 80  4a 95 95 f3 59 29 64 6c

        a3 f0 dc 83

==== TKIP test mpdu   3 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

    ToDS     = 0   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 25052

    A1 = d9-57-7d-f7-63-c8    DA

    A2 = b6-a8-8a-df-36-91    SA

    A3 = dc-4a-8b-ca-94-dd    BSSID

    SC = 0x8260

    seqNum = 2086 (0x0826)  fraqNum = 0 (0x00)

    QC = 0x8520

    QoS-TID  = 0 (0x0)  QoS-FEC = 0

    QoS-AckP = 1     QoS-TXOP/QL = 0x85

    Algorithm = TKIP

    KeyId = 2

    TK = 

      7c 8f 8c 02 b5 f6 ee d8  2c d9 cf f2 a8 3a f7 b0 (Temporal Key)

    PN    = 52624639632814  (0x2FDCA0F3A5AE)

    micKey = 

      25 73 6a f6 93 71 bb ba

    Phase1Key = [0x61d4, 0xc3b1, 0x3715, 0xc876, 0xb123]

    RC4Key = 

      a5 25 ae a2 c5 85 6c 84  43 8a 8a 10 94 c6 39 b4

    Header =

      b8 c8 dc 61 d9 57 7d f7  63 c8 b6 a8 8a df 36 91

      dc 4a 8b ca 94 dd 60 82  20 85

    Enc Header = 

      ae 2e a5 20 f3 a0 dc 2f

    Data  =

      2c 1b d0 36 83 1c 95 49  6c 5f 4d bf 3d 55 9e 72

      de 80 2a 18

    MIC = 

      9e 02 6a 55 bd 1f e6 98

    CRC = 

      e2 5e 03 f1

-- Encrypted MPDU with FCS

        b8 c8 dc 61 d9 57 7d f7  63 c8 b6 a8 8a df 36 91

        dc 4a 8b ca 94 dd 60 82  20 85 ae 2e a5 20 f3 a0

        dc 2f 87 40 96 22 40 0f  ce ff cf 9a ad 4d 90 bd

        cb c9 36 81 b7 52 b4 45  a3 dd 9b 87 e3 48 27 45

        0f b6 ef b5 00 b6

==== TKIP test mpdu   4 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 10  QC&Data+CF-Poll

    ToDS     = 0   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 4410

    A1 = 71-2a-9d-df-11-db    DA

    A2 = 8e-f8-22-73-47-01    BSSID

    A3 = 59-14-0d-d6-46-a2    SA

    SC = 0x2FC0

    seqNum = 764 (0x02FC)  fraqNum = 0 (0x00)

    QC = 0xa567

    QoS-TID  = 7 (0x7)  QoS-FEC = 0

    QoS-AckP = 3     QoS-TXOP/QL = 0xa5

    Algorithm = TKIP

    KeyId = 0

    TK = 

      04 94 7a 1a 76 78 31 0f  f2 4e 06 d7 de 7a 6a cf (Temporal Key)

    PN    = 270963670912995  (0xF670A55A0FE3)

    micKey = 

      8f 07 9f ce 30 12 2e 92

    Phase1Key = [0x1d60, 0x155d, 0xaec9, 0x1bcc, 0x9956]

    RC4Key = 

      0f 2f e3 11 3c de 54 5e  05 32 f5 2b e3 98 26 16

    Header =

      a8 ca 3a 11 71 2a 9d df  11 db 8e f8 22 73 47 01

      59 14 0d d6 46 a2 c0 2f  67 a5

    Enc Header = 

      e3 63 0f 20 5a a5 70 f6

    Data  =

      4f ad 2b 1c 29 0f a5 eb  d8 72 fb c3 f3 a0 74 89

      8f 8b 2f bb

    MIC = 

      0e fd ec dd 2d 36 34 78

    CRC = 

      a9 53 f9 e8

-- Encrypted MPDU with FCS

        a8 ca 3a 11 71 2a 9d df  11 db 8e f8 22 73 47 01

        59 14 0d d6 46 a2 c0 2f  67 a5 e3 63 0f 20 5a a5

        70 f6 af 47 92 48 13 17  77 43 c6 19 23 5f d9 46

        47 e9 db d9 cb 08 c7 59  f6 b4 1f db 80 c4 39 50

        a8 a6 38 3c a9 4f

==== TKIP test mpdu   5 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 8  QC&Data

    ToDS     = 0   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 16664

    A1 = 45-de-c6-9a-74-80    DA

    A2 = f3-51-94-6b-c9-6b    BSSID

    A3 = e2-76-fb-e6-c1-27    SA

    SC = 0xF280

    seqNum = 3880 (0x0F28)  fraqNum = 0 (0x00)

    QC = 0x194b

    QoS-TID  = 11 (0xB)  QoS-FEC = 0

    QoS-AckP = 2     QoS-TXOP/QL = 0x19

    Algorithm = TKIP

    KeyId = 2

    TK = 

      95 a7 05 69 b4 a8 4d 86  bb 79 e4 2c 91 48 54 57 (Temporal Key)

    PN    = 184717420531255  (0xA7FFE03C0E37)

    micKey = 

      73 b5 89 6e 0a 44 9d 90

    Phase1Key = [0x5530, 0x95b7, 0x0b2f, 0x77a4, 0x9aa3]

    RC4Key = 

      0e 2e 37 0e 60 64 cf e2  67 2f 3d 79 1f b7 89 1f

    Header =

      88 da 18 41 45 de c6 9a  74 80 f3 51 94 6b c9 6b

      e2 76 fb e6 c1 27 80 f2  4b 19

    Enc Header = 

      37 37 0e 20 3c e0 ff a7

    Data  =

      28 96 9b 95 4f 26 3a 80  18 a9 ef 70 a8 b0 51 46

      24 81 92 2e

    MIC = 

      5d 21 87 44 43 eb 73 ca

    CRC = 

      63 da 25 3c

-- Encrypted MPDU with FCS

        88 da 18 41 45 de c6 9a  74 80 f3 51 94 6b c9 6b

        e2 76 fb e6 c1 27 80 f2  4b 19 37 37 0e 20 3c e0

        ff a7 48 50 3d 0a 43 fa  bf f4 90 63 e4 66 b4 c0

        00 0d f4 20 ac 22 81 f0  73 1d 53 70 38 74 ea 83

        a0 61 55 b5 d3 bc

==== TKIP test mpdu   6 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 8  QC&Data

    ToDS     = 0   FromDS   = 1

    MoreFrag = 0   Retry    = 0

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 0

    Duration = 8161

    A1 = 5a-f2-84-30-fd-ab    DA

    A2 = bf-f9-43-b9-f9-a6    BSSID

    A3 = ab-1d-98-c7-fe-73    SA

    SC = 0x7150

    seqNum = 1813 (0x0715)  fraqNum = 0 (0x00)

    QC = 0x6a3d

    QoS-TID  = 13 (0xD)  QoS-FEC = 1

    QoS-AckP = 1     QoS-TXOP/QL = 0x6a

    Algorithm = TKIP

    KeyId = 1

    TK = 

      63 16 4a 48 59 32 cc 15  8e a6 f8 4c 3c 20 3b af (Temporal Key)

    PN    = 118205765159305  (0x6B81ECA48989)

    micKey = 

      95 e5 ce c5 98 22 a9 c7

    Phase1Key = [0x12bc, 0x0c41, 0x2061, 0x27dd, 0x5f2f]

    RC4Key = 

      89 29 89 54 e4 af e5 da  88 f3 a4 ca bf a7 ca 6e

    Header =

      88 52 e1 1f 5a f2 84 30  fd ab bf f9 43 b9 f9 a6

      ab 1d 98 c7 fe 73 50 71  3d 6a

    Enc Header = 

      89 29 89 20 a4 ec 81 6b

    Data  =

      ab fd a2 2d 3a 0b fc 9c  c1 fc 07 93 63 c2 fc a1

      43 e6 eb 1d

    MIC = 

      77 df 76 bd 4d 4d 6c 3c

    CRC = 

      2b 3f 3c 3d

-- Encrypted MPDU with FCS

        88 52 e1 1f 5a f2 84 30  fd ab bf f9 43 b9 f9 a6

        ab 1d 98 c7 fe 73 50 71  3d 6a 89 29 89 20 a4 ec

        81 6b 4a dc 5d 34 5a 1b  08 c8 51 86 1d 01 2b 66

        c1 79 9c 02 58 50 ff 6e  4c 6f d0 2b 37 1b 4c 15

        97 f4 37 05 9e 3f

==== TKIP test mpdu   7 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 1  Data+CF-Ack

    ToDS     = 1   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 1

    Encrypt  = 1

    Order    = 0

    Duration = 18049

    A1 = 9b-50-f4-fd-56-f6    BSSID

    A2 = ef-ec-95-20-16-91    SA

    A3 = 83-57-0c-4c-cd-ee    DA

    SC = 0xA020

    seqNum = 2562 (0x0A02)  fraqNum = 0 (0x00)

    Algorithm = TKIP

    KeyId = 3

    TK = 

      c8 68 a7 3c fc 28 28 39  dc fa 13 0f f9 90 2d 15 (Temporal Key)

    PN    = 104368786630435  (0x5EEC4073E723)

    micKey = 

      31 5c c9 f7 6a bc 27 0e

    Phase1Key = [0x53c5, 0xf3ad, 0x657a, 0xe2f5, 0xb14c]

    RC4Key = 

      e7 67 23 d3 c4 7b 55 61  13 5e d8 0d 4d d9 6e 5d

    Header =

      18 79 81 46 9b 50 f4 fd  56 f6 ef ec 95 20 16 91

      83 57 0c 4c cd ee 20 a0

    Enc Header = 

      23 23 e7 20 73 40 ec 5e

    Data  =

      98 be ca 86 f4 b3 8d a2  0c fd f2 47 24 c5 8e b8

      35 66 53 39

    MIC = 

      d3 a9 6e d0 51 52 6f d8

    CRC = 

      e1 a2 fb f4

-- Encrypted MPDU with FCS

        18 79 81 46 9b 50 f4 fd  56 f6 ef ec 95 20 16 91

        83 57 0c 4c cd ee 20 a0  23 23 e7 20 73 40 ec 5e

        69 8d eb 1d a7 57 0d de  ef 94 69 d5 7c 54 65 5c

        02 cd 8f fb ef a4 5e 83  bf 33 b2 fa 85 ef 7d 5a

        9a 06 0d a3

==== TKIP test mpdu   8 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

    ToDS     = 1   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 29260

    A1 = 55-2d-5f-72-bb-70    BSSID

    A2 = ca-3f-3a-ae-60-c4    SA

    A3 = 8b-a9-b5-f8-2c-2f    DA

    SC = 0xEB50

    seqNum = 3765 (0x0EB5)  fraqNum = 0 (0x00)

    QC = 0x552a

    QoS-TID  = 10 (0xA)  QoS-FEC = 0

    QoS-AckP = 1     QoS-TXOP/QL = 0x55

    Algorithm = TKIP

    KeyId = 2

    TK = 

      49 ca d9 e0 59 b4 43 d2  c6 04 c6 da c7 26 49 61 (Temporal Key)

    PN    = 227588596223197  (0xCEFD996ECCDD)

    micKey = 

      8c 4a 01 4f c2 05 07 de

    Phase1Key = [0xad92, 0x8075, 0x53cf, 0x2bfc, 0x1261]

    RC4Key = 

      cc 6c dd 51 ea 3a 36 74  90 9b 99 37 ce b2 ea 1c

    Header =

      b8 d9 4c 72 55 2d 5f 72  bb 70 ca 3f 3a ae 60 c4

      8b a9 b5 f8 2c 2f 50 eb  2a 55

    Enc Header = 

      dd 7d cc 20 6e 99 fd ce

    Data  =

      57 cb 5c 0e 5f cd 88 5e  9a 42 39 e9 b9 ca d6 0d

      64 37 59 79

    MIC = 

      30 59 77 8b 89 28 b7 a2

    CRC = 

      cc 6f 2b f7

-- Encrypted MPDU with FCS

        b8 d9 4c 72 55 2d 5f 72  bb 70 ca 3f 3a ae 60 c4

        8b a9 b5 f8 2c 2f 50 eb  2a 55 dd 7d cc 20 6e 99

        fd ce 98 39 97 0b 0b 5a  f3 84 27 bd dd 5f 11 ce

        0c 2b a4 be 0a 83 50 a5  ed f5 e5 0c 74 3c ca 49

        68 4f bc db 8a 83

==== TKIP test mpdu   9 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 10  QC&Data+CF-Poll

    ToDS     = 1   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 1

    Encrypt  = 1

    Order    = 1

    Duration = 17096

    A1 = 9a-fb-79-8b-8a-4b    BSSID

    A2 = a4-ad-6d-31-99-85    SA

    A3 = bc-42-9e-8f-0a-fa    DA

    SC = 0x7DF0

    seqNum = 2015 (0x07DF)  fraqNum = 0 (0x00)

    QC = 0x804a

    QoS-TID  = 10 (0xA)  QoS-FEC = 0

    QoS-AckP = 2     QoS-TXOP/QL = 0x80

    Algorithm = TKIP

    KeyId = 3

    TK = 

      5a 13 db ca e7 d0 8b e0  a9 9e 96 84 00 58 a8 f4 (Temporal Key)

    PN    = 205071421028275  (0xBA82E93437B3)

    micKey = 

      d1 02 e1 db cc be 86 2b

    Phase1Key = [0x995d, 0x4db3, 0x6a3f, 0xa0cf, 0x8fd5]

    RC4Key = 

      37 37 b3 ef 24 e8 8e af  dc ce 53 9d 3d 53 85 bc

    Header =

      a8 f9 c8 42 9a fb 79 8b  8a 4b a4 ad 6d 31 99 85

      bc 42 9e 8f 0a fa f0 7d  4a 80

    Enc Header = 

      b3 33 37 20 34 e9 82 ba

    Data  =

      25 a9 8f 9c 1b d9 c9 3c  f3 83 ab 9d 98 15 2d 76

      cb 4a 32 c6

    MIC = 

      74 01 6b d7 61 f6 6c 56

    CRC = 

      c4 33 5c 22

-- Encrypted MPDU with FCS

        a8 f9 c8 42 9a fb 79 8b  8a 4b a4 ad 6d 31 99 85

        bc 42 9e 8f 0a fa f0 7d  4a 80 b3 33 37 20 34 e9

        82 ba 89 3b 17 28 a6 96  e1 52 bb a2 13 82 bd 5c

        2e 34 9e a7 9e f9 30 34  b5 2c 46 d9 e5 d9 1a 53

        cb 15 fd 43 7b f3

==== TKIP test mpdu  10 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 1  Data+CF-Ack

    ToDS     = 1   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 0

    Duration = 25568

    A1 = 40-ec-29-fa-75-9b    RA

    A2 = 53-f8-69-fe-27-9a    TA

    A3 = f0-f9-f8-a6-54-16    DA

    A4 = 52-bf-d2-70-3d-24    SA

    SC = 0xE380

    seqNum = 3640 (0x0E38)  fraqNum = 0 (0x00)

    Algorithm = TKIP

    KeyId = 0

    TK = 

      c7 8e 92 cf 74 65 ac bb  f5 cb 77 c0 0e 8b b1 9f (Temporal Key)

    PN    = 227724508921513  (0xCF1D3E75FEA9)

    micKey = 

      e9 94 c0 82 63 fb 82 2c

    Phase1Key = [0x5529, 0xa75c, 0xde56, 0x896b, 0x9dbc]

    RC4Key = 

      fe 7e a9 7e 25 10 77 90  85 c0 6a 93 ac 2d 3b 9e

    Header =

      18 4b e0 63 40 ec 29 fa  75 9b 53 f8 69 fe 27 9a

      f0 f9 f8 a6 54 16 80 e3  52 bf d2 70 3d 24

    Enc Header = 

      a9 29 fe 20 75 3e 1d cf

    Data  =

      7f 91 f2 47 2d 7a 12 1c  9c dd 4b 6c 90 80 67 5a

      10 20 aa 00

    MIC = 

      4e be c5 3f 1b 7d a3 e4

    CRC = 

      bf 0b 2f a7

-- Encrypted MPDU with FCS

        18 4b e0 63 40 ec 29 fa  75 9b 53 f8 69 fe 27 9a

        f0 f9 f8 a6 54 16 80 e3  52 bf d2 70 3d 24 a9 29

        fe 20 75 3e 1d cf c6 82  c0 87 49 89 53 f4 07 8a

        9c f0 dd 8f 7d d9 94 62  27 66 54 ee 50 f7 0f 0d

        44 39 8b e1 55 89 14 95  5d 46

==== TKIP test mpdu  11 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

    ToDS     = 1   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 21610

    A1 = 29-8c-0b-aa-91-90    RA

    A2 = 34-7c-eb-9a-ab-ff    TA

    A3 = d8-3d-48-86-e5-c2    DA

    A4 = e2-9d-52-4a-e1-96    SA

    SC = 0x53E0

    seqNum = 1342 (0x053E)  fraqNum = 0 (0x00)

    QC = 0x623d

    QoS-TID  = 13 (0xD)  QoS-FEC = 1

    QoS-AckP = 1     QoS-TXOP/QL = 0x62

    Algorithm = TKIP

    KeyId = 3

    TK = 

      70 af e9 fe 69 46 34 83  a2 f4 b1 30 71 04 ed 9a (Temporal Key)

    PN    = 231818065237460  (0xD2D6596E55D4)

    micKey = 

      dd b8 de 81 4f 8b 2a c1

    Phase1Key = [0x4103, 0xca0a, 0xa736, 0x517b, 0xe1cd]

    RC4Key = 

      55 75 d4 c4 63 b1 dc ec  cd d5 f7 ab 48 33 f8 90

    Header =

      b8 db 6a 54 29 8c 0b aa  91 90 34 7c eb 9a ab ff

      d8 3d 48 86 e5 c2 e0 53  e2 9d 52 4a e1 96 3d 62

    Enc Header = 

      d4 74 55 20 6e 59 d6 d2

    Data  =

      f9 a8 12 e4 a2 8a f7 f3  71 4d 4b f6 62 2e 59 32

      f2 18 45 09

    MIC = 

      15 9c a4 a5 61 d2 b6 f6

    CRC = 

      ac 1c a4 46

-- Encrypted MPDU with FCS

        b8 db 6a 54 29 8c 0b aa  91 90 34 7c eb 9a ab ff

        d8 3d 48 86 e5 c2 e0 53  e2 9d 52 4a e1 96 3d 62

        d4 74 55 20 6e 59 d6 d2  46 f0 53 8f 1e e2 79 3e

        f3 12 03 0d e2 cd 37 f9  eb 3f 1c 71 87 b9 53 8b

        d0 06 79 d3 c6 09 0e da  a7 36 93 91

==== TKIP test mpdu  12 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 1  Data+CF-Ack

    ToDS     = 1   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 1

    Encrypt  = 1

    Order    = 0

    Duration = 10192

    A1 = aa-28-8b-84-35-bc    RA

    A2 = d8-ac-5a-7e-c4-44    TA

    A3 = e8-b4-62-50-53-8b    DA

    A4 = e8-14-02-c2-ee-11    SA

    SC = 0x6280

    seqNum = 1576 (0x0628)  fraqNum = 0 (0x00)

    Algorithm = TKIP

    KeyId = 3

    TK = 

      00 0f 48 7f 6e 7a 46 8d  b0 cb 33 6d 18 1a 37 44 (Temporal Key)

    PN    = 88717355646350  (0x50B01E77FD8E)

    micKey = 

      12 d0 a4 1d 0d 30 1c 2a

    Phase1Key = [0xd7ed, 0x46b5, 0xae4d, 0xad91, 0x8fc7]

    RC4Key = 

      fd 7d 8e d6 c5 0c f4 d2  42 82 31 3b 0d b7 ac 82

    Header =

      18 6b d0 27 aa 28 8b 84  35 bc d8 ac 5a 7e c4 44

      e8 b4 62 50 53 8b 80 62  e8 14 02 c2 ee 11

    Enc Header = 

      8e 2e fd 20 77 1e b0 50

    Data  =

      43 19 81 a2 33 6d 02 f8  cb 84 48 d5 42 89 16 be

      95 29 35 37

    MIC = 

      11 4c 8d f2 bf 0a 30 fd

    CRC = 

      18 b1 19 af

-- Encrypted MPDU with FCS

        18 6b d0 27 aa 28 8b 84  35 bc d8 ac 5a 7e c4 44

        e8 b4 62 50 53 8b 80 62  e8 14 02 c2 ee 11 8e 2e

        fd 20 77 1e b0 50 d0 d7  e1 61 53 47 5c 2d e8 f8

        23 f1 0b 80 7b d9 7a 9b  39 1e 4f 86 dd 7e 35 c4

        9f 09 ef 8d fc 20 5f 3e  38 27

++++++++++++++++++++ CCMP Test Vectors ++++++++++++++++++++

==== CCMP test mpdu   1 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 0  Data

    ToDS     = 0   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 0

    Duration = 11459

    A1 = 0f-d2-e1-28-a5-7c    DA

    A2 = 50-30-f1-84-44-08    SA

    A3 = ab-ae-a5-b8-fc-ba    BSSID

    SC = 0x3380

    seqNum = 824 (0x0338)  fraqNum = 0 (0x00)

    Algorithm = AES_CCM

    KeyId = 0

    TK = 

      c9 7c 1f 67 ce 37 11 85  51 4a 8a 19 f2 bd d5 2f (Temporal Key)

    PN    = 199027030681356  (0xB5039776E70C)

    Header =

      08 48 c3 2c 0f d2 e1 28  a5 7c 50 30 f1 84 44 08

      ab ae a5 b8 fc ba 80 33

    Enc Header = 

      0c e7 00 20 76 97 03 b5

    Muted MAC Header = 

      08 40 0f d2 e1 28 a5 7c  50 30 f1 84 44 08 ab ae

      a5 b8 fc ba 00 00

    CCM Nonce = 

      00 50 30 f1 84 44 08 b5  03 97 76 e7 0c

    Data  =

      f8 ba 1a 55 d0 2f 85 ae  96 7b b6 2f b6 cd a8 eb

      7e 78 a0 50

    MIC = 

      78 45 ce 0b 16 f9 76 23

-- Encrypted MPDU with FCS

        08 48 c3 2c 0f d2 e1 28  a5 7c 50 30 f1 84 44 08

        ab ae a5 b8 fc ba 80 33  0c e7 00 20 76 97 03 b5

        f3 d0 a2 fe 9a 3d bf 23  42 a6 43 e4 32 46 e8 0c

        3c 04 d0 19 78 45 ce 0b  16 f9 76 23 1d 99 f0 66

==== CCMP test mpdu   2 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 3  Data+CF-Ack+CF-Poll

    ToDS     = 0   FromDS   = 0

    MoreFrag = 0   Retry    = 0

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 20842

    A1 = ea-10-0c-84-68-50    DA

    A2 = ee-c1-76-2c-88-de    SA

    A3 = af-2e-e9-f4-6a-07    BSSID

    SC = 0xCCE0

    seqNum = 3278 (0x0CCE)  fraqNum = 0 (0x00)

    Algorithm = AES_CCM

    KeyId = 2

    TK = 

      8f 7a 05 3f a5 77 a5 59  75 29 27 20 97 a6 03 d5 (Temporal Key)

    PN    = 54923164817386  (0x31F3CBBA97EA)

    Header =

      38 c0 6a 51 ea 10 0c 84  68 50 ee c1 76 2c 88 de

      af 2e e9 f4 6a 07 e0 cc

    Enc Header = 

      ea 97 00 a0 ba cb f3 31

    Muted MAC Header = 

      08 c0 ea 10 0c 84 68 50  ee c1 76 2c 88 de af 2e

      e9 f4 6a 07 00 00

    CCM Nonce = 

      00 ee c1 76 2c 88 de 31  f3 cb ba 97 ea

    Data  =

      83 a0 63 4b 5e d7 62 7e  b9 df 22 5e 05 74 03 42

      de 19 41 17

    MIC = 

      54 2f bf 8d a0 6a a4 ae

-- Encrypted MPDU with FCS

        38 c0 6a 51 ea 10 0c 84  68 50 ee c1 76 2c 88 de

        af 2e e9 f4 6a 07 e0 cc  ea 97 00 a0 ba cb f3 31

        81 4b 69 65 d0 5b f2 b2  ed 38 d4 be b0 69 fe 82

        71 4a 61 0b 54 2f bf 8d  a0 6a a4 ae 25 3c 47 38

==== CCMP test mpdu   3 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

    ToDS     = 0   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 25052

    A1 = d9-57-7d-f7-63-c8    DA

    A2 = b6-a8-8a-df-36-91    SA

    A3 = dc-4a-8b-ca-94-dd    BSSID

    SC = 0x8260

    seqNum = 2086 (0x0826)  fraqNum = 0 (0x00)

    QC = 0x8520

    QoS-TID  = 0 (0x0)  QoS-FEC = 0

    QoS-AckP = 1     QoS-TXOP/QL = 0x85

    Algorithm = AES_CCM

    KeyId = 2

    TK = 

      40 cf b7 a6 2e 88 01 3b  d6 d3 af fc c1 91 04 1e (Temporal Key)

    PN    = 52624639632814  (0x2FDCA0F3A5AE)

    Header =

      b8 c8 dc 61 d9 57 7d f7  63 c8 b6 a8 8a df 36 91

      dc 4a 8b ca 94 dd 60 82  20 85

    Enc Header = 

      ae a5 00 a0 f3 a0 dc 2f

    Muted MAC Header = 

      88 c0 d9 57 7d f7 63 c8  b6 a8 8a df 36 91 dc 4a

      8b ca 94 dd 00 00 00 00

    CCM Nonce = 

      00 b6 a8 8a df 36 91 2f  dc a0 f3 a5 ae

    Data  =

      2c 1b d0 36 83 1c 95 49  6c 5f 4d bf 3d 55 9e 72

      de 80 2a 18

    MIC = 

      fd 1f 1f 61 a9 fb 4b b3

-- Encrypted MPDU with FCS

        b8 c8 dc 61 d9 57 7d f7  63 c8 b6 a8 8a df 36 91

        dc 4a 8b ca 94 dd 60 82  20 85 ae a5 00 a0 f3 a0

        dc 2f 89 d8 58 03 40 b6  26 a0 b6 d4 d0 13 bf 18

        f2 91 b8 96 46 c8 fd 1f  1f 61 a9 fb 4b b3 60 3f

        5a ad

==== CCMP test mpdu   4 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 10  QC&Data+CF-Poll

    ToDS     = 0   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 4410

    A1 = 71-2a-9d-df-11-db    DA

    A2 = 8e-f8-22-73-47-01    BSSID

    A3 = 59-14-0d-d6-46-a2    SA

    SC = 0x2FC0

    seqNum = 764 (0x02FC)  fraqNum = 0 (0x00)

    QC = 0xa567

    QoS-TID  = 7 (0x7)  QoS-FEC = 0

    QoS-AckP = 3     QoS-TXOP/QL = 0xa5

    Algorithm = AES_CCM

    KeyId = 0

    TK = 

      8c 89 a2 eb c9 6c 76 02  70 7f cf 24 b3 2d 38 33 (Temporal Key)

    PN    = 270963670912995  (0xF670A55A0FE3)

    Header =

      a8 ca 3a 11 71 2a 9d df  11 db 8e f8 22 73 47 01

      59 14 0d d6 46 a2 c0 2f  67 a5

    Enc Header = 

      e3 0f 00 20 5a a5 70 f6

    Muted MAC Header = 

      88 c2 71 2a 9d df 11 db  8e f8 22 73 47 01 59 14

      0d d6 46 a2 00 00 07 00

    CCM Nonce = 

      07 8e f8 22 73 47 01 f6  70 a5 5a 0f e3

    Data  =

      4f ad 2b 1c 29 0f a5 eb  d8 72 fb c3 f3 a0 74 89

      8f 8b 2f bb

    MIC = 

      31 fc 88 00 4f 35 ee 3d

-- Encrypted MPDU with FCS

        a8 ca 3a 11 71 2a 9d df  11 db 8e f8 22 73 47 01

        59 14 0d d6 46 a2 c0 2f  67 a5 e3 0f 00 20 5a a5

        70 f6 9d 59 b1 5f 37 14  48 c2 30 f4 d7 39 05 2e

        13 ab 3b 1a 7b 10 31 fc  88 00 4f 35 ee 3d 45 a7

        4a 30

==== CCMP test mpdu   5 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 8  QC&Data

    ToDS     = 0   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 16664

    A1 = 45-de-c6-9a-74-80    DA

    A2 = f3-51-94-6b-c9-6b    BSSID

    A3 = e2-76-fb-e6-c1-27    SA

    SC = 0xF280

    seqNum = 3880 (0x0F28)  fraqNum = 0 (0x00)

    QC = 0x194b

    QoS-TID  = 11 (0xB)  QoS-FEC = 0

    QoS-AckP = 2     QoS-TXOP/QL = 0x19

    Algorithm = AES_CCM

    KeyId = 2

    TK = 

      a5 74 d5 14 3b b2 5e fd  de ff 30 12 2f df d0 66 (Temporal Key)

    PN    = 184717420531255  (0xA7FFE03C0E37)

    Header =

      88 da 18 41 45 de c6 9a  74 80 f3 51 94 6b c9 6b

      e2 76 fb e6 c1 27 80 f2  4b 19

    Enc Header = 

      37 0e 00 a0 3c e0 ff a7

    Muted MAC Header = 

      88 c2 45 de c6 9a 74 80  f3 51 94 6b c9 6b e2 76

      fb e6 c1 27 00 00 0b 00

    CCM Nonce = 

      0b f3 51 94 6b c9 6b a7  ff e0 3c 0e 37

    Data  =

      28 96 9b 95 4f 26 3a 80  18 a9 ef 70 a8 b0 51 46

      24 81 92 2e

    MIC = 

      ce 0c 3b e1 97 d3 05 eb

-- Encrypted MPDU with FCS

        88 da 18 41 45 de c6 9a  74 80 f3 51 94 6b c9 6b

        e2 76 fb e6 c1 27 80 f2  4b 19 37 0e 00 a0 3c e0

        ff a7 eb 4a e4 95 6a 80  1d a9 62 4b 7e 0c 18 b2

        3e 61 5e c0 3a f6 ce 0c  3b e1 97 d3 05 eb c8 9e

        a1 b5

==== CCMP test mpdu   6 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 8  QC&Data

    ToDS     = 0   FromDS   = 1

    MoreFrag = 0   Retry    = 0

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 0

    Duration = 8161

    A1 = 5a-f2-84-30-fd-ab    DA

    A2 = bf-f9-43-b9-f9-a6    BSSID

    A3 = ab-1d-98-c7-fe-73    SA

    SC = 0x7150

    seqNum = 1813 (0x0715)  fraqNum = 0 (0x00)

    QC = 0x6a3d

    QoS-TID  = 13 (0xD)  QoS-FEC = 1

    QoS-AckP = 1     QoS-TXOP/QL = 0x6a

    Algorithm = AES_CCM

    KeyId = 1

    TK = 

      f7 1e ea 4e 1f 58 80 4b  97 17 23 0a d0 61 46 41 (Temporal Key)

    PN    = 118205765159305  (0x6B81ECA48989)

    Header =

      88 52 e1 1f 5a f2 84 30  fd ab bf f9 43 b9 f9 a6

      ab 1d 98 c7 fe 73 50 71  3d 6a

    Enc Header = 

      89 89 00 60 a4 ec 81 6b

    Muted MAC Header = 

      88 42 5a f2 84 30 fd ab  bf f9 43 b9 f9 a6 ab 1d

      98 c7 fe 73 00 00 0d 00

    CCM Nonce = 

      0d bf f9 43 b9 f9 a6 6b  81 ec a4 89 89

    Data  =

      ab fd a2 2d 3a 0b fc 9c  c1 fc 07 93 63 c2 fc a1

      43 e6 eb 1d

    MIC = 

      30 9a 8d 5c 46 6b bb 71

-- Encrypted MPDU with FCS

        88 52 e1 1f 5a f2 84 30  fd ab bf f9 43 b9 f9 a6

        ab 1d 98 c7 fe 73 50 71  3d 6a 89 89 00 60 a4 ec

        81 6b 9a 70 9b 60 a3 9d  40 b1 df b6 12 e1 8b 5f

        11 4b ad b6 cc 86 30 9a  8d 5c 46 6b bb 71 86 c0

        4e 97

==== CCMP test mpdu   7 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 1  Data+CF-Ack

    ToDS     = 1   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 1

    Encrypt  = 1

    Order    = 0

    Duration = 18049

    A1 = 9b-50-f4-fd-56-f6    BSSID

    A2 = ef-ec-95-20-16-91    SA

    A3 = 83-57-0c-4c-cd-ee    DA

    SC = 0xA020

    seqNum = 2562 (0x0A02)  fraqNum = 0 (0x00)

    Algorithm = AES_CCM

    KeyId = 3

    TK = 

      1b db 34 98 0e 03 81 24  a1 db 1a 89 2b ec 36 6a (Temporal Key)

    PN    = 104368786630435  (0x5EEC4073E723)

    Header =

      18 79 81 46 9b 50 f4 fd  56 f6 ef ec 95 20 16 91

      83 57 0c 4c cd ee 20 a0

    Enc Header = 

      23 e7 00 e0 73 40 ec 5e

    Muted MAC Header = 

      08 41 9b 50 f4 fd 56 f6  ef ec 95 20 16 91 83 57

      0c 4c cd ee 00 00

    CCM Nonce = 

      00 ef ec 95 20 16 91 5e  ec 40 73 e7 23

    Data  =

      98 be ca 86 f4 b3 8d a2  0c fd f2 47 24 c5 8e b8

      35 66 53 39

    MIC = 

      2d 09 57 ec fa be 95 b9

-- Encrypted MPDU with FCS

        18 79 81 46 9b 50 f4 fd  56 f6 ef ec 95 20 16 91

        83 57 0c 4c cd ee 20 a0  23 e7 00 e0 73 40 ec 5e

        12 c5 37 eb f3 ab 58 4e  f1 fe f9 a1 f3 54 7a 8c

        13 b3 22 5a 2d 09 57 ec  fa be 95 b9 aa fa 0c c8

==== CCMP test mpdu   8 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

    ToDS     = 1   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 29260

    A1 = 55-2d-5f-72-bb-70    BSSID

    A2 = ca-3f-3a-ae-60-c4    SA

    A3 = 8b-a9-b5-f8-2c-2f    DA

    SC = 0xEB50

    seqNum = 3765 (0x0EB5)  fraqNum = 0 (0x00)

    QC = 0x552a

    QoS-TID  = 10 (0xA)  QoS-FEC = 0

    QoS-AckP = 1     QoS-TXOP/QL = 0x55

    Algorithm = AES_CCM

    KeyId = 2

    TK = 

      6e ac 1b f5 4b d5 4e db  23 21 75 43 03 02 4c 71 (Temporal Key)

    PN    = 227588596223197  (0xCEFD996ECCDD)

    Header =

      b8 d9 4c 72 55 2d 5f 72  bb 70 ca 3f 3a ae 60 c4

      8b a9 b5 f8 2c 2f 50 eb  2a 55

    Enc Header = 

      dd cc 00 a0 6e 99 fd ce

    Muted MAC Header = 

      88 c1 55 2d 5f 72 bb 70  ca 3f 3a ae 60 c4 8b a9

      b5 f8 2c 2f 00 00 0a 00

    CCM Nonce = 

      0a ca 3f 3a ae 60 c4 ce  fd 99 6e cc dd

    Data  =

      57 cb 5c 0e 5f cd 88 5e  9a 42 39 e9 b9 ca d6 0d

      64 37 59 79

    MIC = 

      6d ba 8e f7 f0 80 87 dd

-- Encrypted MPDU with FCS

        b8 d9 4c 72 55 2d 5f 72  bb 70 ca 3f 3a ae 60 c4

        8b a9 b5 f8 2c 2f 50 eb  2a 55 dd cc 00 a0 6e 99

        fd ce 4b f2 81 ef 8e c7  73 9f 91 59 1b 97 a8 7d

        c1 4b 3f a1 74 62 6d ba  8e f7 f0 80 87 dd 0c 65

        74 3f

==== CCMP test mpdu   9 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 10  QC&Data+CF-Poll

    ToDS     = 1   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 1

    Encrypt  = 1

    Order    = 1

    Duration = 17096

    A1 = 9a-fb-79-8b-8a-4b    BSSID

    A2 = a4-ad-6d-31-99-85    SA

    A3 = bc-42-9e-8f-0a-fa    DA

    SC = 0x7DF0

    seqNum = 2015 (0x07DF)  fraqNum = 0 (0x00)

    QC = 0x804a

    QoS-TID  = 10 (0xA)  QoS-FEC = 0

    QoS-AckP = 2     QoS-TXOP/QL = 0x80

    Algorithm = AES_CCM

    KeyId = 3

    TK = 

      49 4b 50 1e 19 46 75 97  1a 48 d0 8c 5b c3 53 cb (Temporal Key)

    PN    = 205071421028275  (0xBA82E93437B3)

    Header =

      a8 f9 c8 42 9a fb 79 8b  8a 4b a4 ad 6d 31 99 85

      bc 42 9e 8f 0a fa f0 7d  4a 80

    Enc Header = 

      b3 37 00 e0 34 e9 82 ba

    Muted MAC Header = 

      88 c1 9a fb 79 8b 8a 4b  a4 ad 6d 31 99 85 bc 42

      9e 8f 0a fa 00 00 0a 00

    CCM Nonce = 

      0a a4 ad 6d 31 99 85 ba  82 e9 34 37 b3

    Data  =

      25 a9 8f 9c 1b d9 c9 3c  f3 83 ab 9d 98 15 2d 76

      cb 4a 32 c6

    MIC = 

      cf e4 38 cb ea 61 fa 9a

-- Encrypted MPDU with FCS

        a8 f9 c8 42 9a fb 79 8b  8a 4b a4 ad 6d 31 99 85

        bc 42 9e 8f 0a fa f0 7d  4a 80 b3 37 00 e0 34 e9

        82 ba 56 1a 0d 06 8e ac  2e ad b0 c5 7f e2 d0 a6

        cc 73 98 b6 dd bf cf e4  38 cb ea 61 fa 9a 7d 46

        d3 72

==== CCMP test mpdu  10 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 1  Data+CF-Ack

    ToDS     = 1   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 0

    Duration = 25568

    A1 = 40-ec-29-fa-75-9b    RA

    A2 = 53-f8-69-fe-27-9a    TA

    A3 = f0-f9-f8-a6-54-16    DA

    A4 = 52-bf-d2-70-3d-24    SA

    SC = 0xE380

    seqNum = 3640 (0x0E38)  fraqNum = 0 (0x00)

    Algorithm = AES_CCM

    KeyId = 0

    TK = 

      48 9e 49 bc 3c fe 3f ce  38 95 82 0e 87 2e e1 a3 (Temporal Key)

    PN    = 227724508921513  (0xCF1D3E75FEA9)

    Header =

      18 4b e0 63 40 ec 29 fa  75 9b 53 f8 69 fe 27 9a

      f0 f9 f8 a6 54 16 80 e3  52 bf d2 70 3d 24

    Enc Header = 

      a9 fe 00 20 75 3e 1d cf

    Muted MAC Header = 

      08 43 40 ec 29 fa 75 9b  53 f8 69 fe 27 9a f0 f9

      f8 a6 54 16 00 00 52 bf  d2 70 3d 24

    CCM Nonce = 

      00 53 f8 69 fe 27 9a cf  1d 3e 75 fe a9

    Data  =

      7f 91 f2 47 2d 7a 12 1c  9c dd 4b 6c 90 80 67 5a

      10 20 aa 00

    MIC = 

      c8 68 a7 25 55 2c 55 65

-- Encrypted MPDU with FCS

        18 4b e0 63 40 ec 29 fa  75 9b 53 f8 69 fe 27 9a

        f0 f9 f8 a6 54 16 80 e3  52 bf d2 70 3d 24 a9 fe

        00 20 75 3e 1d cf 25 df  51 73 83 5e 4f ba 23 bc

        05 a2 53 88 5e be d3 ac  48 71 c8 68 a7 25 55 2c

        55 65 d2 c0 83 6e

==== CCMP test mpdu  11 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

    ToDS     = 1   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 21610

    A1 = 29-8c-0b-aa-91-90    RA

    A2 = 34-7c-eb-9a-ab-ff    TA

    A3 = d8-3d-48-86-e5-c2    DA

    A4 = e2-9d-52-4a-e1-96    SA

    SC = 0x53E0

    seqNum = 1342 (0x053E)  fraqNum = 0 (0x00)

    QC = 0x623d

    QoS-TID  = 13 (0xD)  QoS-FEC = 1

    QoS-AckP = 1     QoS-TXOP/QL = 0x62

    Algorithm = AES_CCM

    KeyId = 3

    TK = 

      02 be 5c 45 45 67 2a 07  e4 e3 14 d7 0f 1f 9e 85 (Temporal Key)

    PN    = 231818065237460  (0xD2D6596E55D4)

    Header =

      b8 db 6a 54 29 8c 0b aa  91 90 34 7c eb 9a ab ff

      d8 3d 48 86 e5 c2 e0 53  e2 9d 52 4a e1 96 3d 62

    Enc Header = 

      d4 55 00 e0 6e 59 d6 d2

    Muted MAC Header = 

      88 c3 29 8c 0b aa 91 90  34 7c eb 9a ab ff d8 3d

      48 86 e5 c2 00 00 e2 9d  52 4a e1 96 0d 00

    CCM Nonce = 

      0d 34 7c eb 9a ab ff d2  d6 59 6e 55 d4

    Data  =

      f9 a8 12 e4 a2 8a f7 f3  71 4d 4b f6 62 2e 59 32

      f2 18 45 09

    MIC = 

      68 1f de e8 51 3c 62 dc

-- Encrypted MPDU with FCS

        b8 db 6a 54 29 8c 0b aa  91 90 34 7c eb 9a ab ff

        d8 3d 48 86 e5 c2 e0 53  e2 9d 52 4a e1 96 3d 62

        d4 55 00 e0 6e 59 d6 d2  63 15 50 0f 92 42 95 cd

        3e af bd c3 e1 51 b1 df  46 46 5b 71 68 1f de e8

        51 3c 62 dc 9d 3e ca 99

==== CCMP test mpdu  12 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 1  Data+CF-Ack

    ToDS     = 1   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 1

    Encrypt  = 1

    Order    = 0

    Duration = 10192

    A1 = aa-28-8b-84-35-bc    RA

    A2 = d8-ac-5a-7e-c4-44    TA

    A3 = e8-b4-62-50-53-8b    DA

    A4 = e8-14-02-c2-ee-11    SA

    SC = 0x6280

    seqNum = 1576 (0x0628)  fraqNum = 0 (0x00)

    Algorithm = AES_CCM

    KeyId = 3

    TK = 

      77 07 7e d7 94 53 e4 a1  8d 60 43 8c c6 48 4d 6e (Temporal Key)

    PN    = 88717355646350  (0x50B01E77FD8E)

    Header =

      18 6b d0 27 aa 28 8b 84  35 bc d8 ac 5a 7e c4 44

      e8 b4 62 50 53 8b 80 62  e8 14 02 c2 ee 11

    Enc Header = 

      8e fd 00 e0 77 1e b0 50

    Muted MAC Header = 

      08 43 aa 28 8b 84 35 bc  d8 ac 5a 7e c4 44 e8 b4

      62 50 53 8b 00 00 e8 14  02 c2 ee 11

    CCM Nonce = 

      00 d8 ac 5a 7e c4 44 50  b0 1e 77 fd 8e

    Data  =

      43 19 81 a2 33 6d 02 f8  cb 84 48 d5 42 89 16 be

      95 29 35 37

    MIC = 

      fd 0f 41 f4 26 bb 8f 30

-- Encrypted MPDU with FCS

        18 6b d0 27 aa 28 8b 84  35 bc d8 ac 5a 7e c4 44

        e8 b4 62 50 53 8b 80 62  e8 14 02 c2 ee 11 8e fd

        00 e0 77 1e b0 50 cf 71  b2 cc bd 59 0b 20 80 07

        92 f3 59 ed 1c fd 74 d8  00 b4 fd 0f 41 f4 26 bb

        8f 30 f6 b2 91 ea

++++++++++++++++++++ WEP Test Vectors ++++++++++++++++++++

==== WEP test mpdu   1 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 0  Data

    ToDS     = 0   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 0

    Duration = 11459

    A1 = 0f-d2-e1-28-a5-7c    DA

    A2 = 50-30-f1-84-44-08    SA

    A3 = ab-ae-a5-b8-fc-ba    BSSID

    SC = 0x3380

    seqNum = 824 (0x0338)  fraqNum = 0 (0x00)

    Algorithm = WEP

    KeyId = 0

    TK = 

      c9 7c 1f 67 ce 37 11 85  51 4a 8a 19 f2 (Temporal Key)

    PN    = 6743820  (0x66E70C)

    Header =

      08 48 c3 2c 0f d2 e1 28  a5 7c 50 30 f1 84 44 08

      ab ae a5 b8 fc ba 80 33

    Enc Header = 

      0c e7 66 00

    Data  =

      f8 ba 1a 55 d0 2f 85 ae  96 7b b6 2f b6 cd a8 eb

      7e 78 a0 50

    CRC = 

      f6 69 9c 43

-- Encrypted MPDU with FCS

        08 48 c3 2c 0f d2 e1 28  a5 7c 50 30 f1 84 44 08

        ab ae a5 b8 fc ba 80 33  0c e7 66 00 a8 07 d1 97

        3b 91 a2 07 53 73 2b e0  d4 91 e4 77 f5 b8 15 5e

        fc 70 e0 03 10 40 d8 8a

==== WEP test mpdu   2 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 3  Data+CF-Ack+CF-Poll

    ToDS     = 0   FromDS   = 0

    MoreFrag = 0   Retry    = 0

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 20842

    A1 = ea-10-0c-84-68-50    DA

    A2 = ee-c1-76-2c-88-de    SA

    A3 = af-2e-e9-f4-6a-07    BSSID

    SC = 0xCCE0

    seqNum = 3278 (0x0CCE)  fraqNum = 0 (0x00)

    Algorithm = WEP

    KeyId = 2

    TK = 

      8f 7a 05 3f a5 77 a5 59  75 29 27 20 97 (Temporal Key)

    PN    = 2791402  (0x2A97EA)

    Header =

      38 c0 6a 51 ea 10 0c 84  68 50 ee c1 76 2c 88 de

      af 2e e9 f4 6a 07 e0 cc

    Enc Header = 

      ea 97 2a 80

    Data  =

      83 a0 63 4b 5e d7 62 7e  b9 df 22 5e 05 74 03 42

      de 19 41 17

    CRC = 

      13 5a 89 c3

-- Encrypted MPDU with FCS

        38 c0 6a 51 ea 10 0c 84  68 50 ee c1 76 2c 88 de

        af 2e e9 f4 6a 07 e0 cc  ea 97 2a 80 ba 26 c1 ba

        7f 0b 5c de 45 61 8e b8  12 59 e3 1e da 8d cd 64

        19 68 a6 04 17 f0 a8 fe

==== WEP test mpdu   3 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

    ToDS     = 0   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 25052

    A1 = d9-57-7d-f7-63-c8    DA

    A2 = b6-a8-8a-df-36-91    SA

    A3 = dc-4a-8b-ca-94-dd    BSSID

    SC = 0x8260

    seqNum = 2086 (0x0826)  fraqNum = 0 (0x00)

    QC = 0x8520

    QoS-TID  = 0 (0x0)  QoS-FEC = 0

    QoS-AckP = 1     QoS-TXOP/QL = 0x85

    Algorithm = WEP

    KeyId = 2

    TK = 

      40 cf b7 a6 2e 88 01 3b  d6 d3 af fc c1 (Temporal Key)

    PN    = 6530478  (0x63A5AE)

    Header =

      b8 c8 dc 61 d9 57 7d f7  63 c8 b6 a8 8a df 36 91

      dc 4a 8b ca 94 dd 60 82  20 85

    Enc Header = 

      ae a5 63 80

    Data  =

      2c 1b d0 36 83 1c 95 49  6c 5f 4d bf 3d 55 9e 72

      de 80 2a 18

    CRC = 

      73 87 94 5e

-- Encrypted MPDU with FCS

        b8 c8 dc 61 d9 57 7d f7  63 c8 b6 a8 8a df 36 91

        dc 4a 8b ca 94 dd 60 82  20 85 ae a5 63 80 c6 30

        4c 69 66 0d 9b 38 60 c3  77 d0 47 19 07 c6 ed f6

        ca fe 1d f7 8b e7 ca c4  e4 32

==== WEP test mpdu   4 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 10  QC&Data+CF-Poll

    ToDS     = 0   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 4410

    A1 = 71-2a-9d-df-11-db    DA

    A2 = 8e-f8-22-73-47-01    BSSID

    A3 = 59-14-0d-d6-46-a2    SA

    SC = 0x2FC0

    seqNum = 764 (0x02FC)  fraqNum = 0 (0x00)

    QC = 0xa567

    QoS-TID  = 7 (0x7)  QoS-FEC = 0

    QoS-AckP = 3     QoS-TXOP/QL = 0xa5

    Algorithm = WEP

    KeyId = 0

    TK = 

      8c 89 a2 eb c9 6c 76 02  70 7f cf 24 b3 (Temporal Key)

    PN    = 4853731  (0x4A0FE3)

    Header =

      a8 ca 3a 11 71 2a 9d df  11 db 8e f8 22 73 47 01

      59 14 0d d6 46 a2 c0 2f  67 a5

    Enc Header = 

      e3 0f 4a 00

    Data  =

      4f ad 2b 1c 29 0f a5 eb  d8 72 fb c3 f3 a0 74 89

      8f 8b 2f bb

    CRC = 

      65 fd 1b 6b

-- Encrypted MPDU with FCS

        a8 ca 3a 11 71 2a 9d df  11 db 8e f8 22 73 47 01

        59 14 0d d6 46 a2 c0 2f  67 a5 e3 0f 4a 00 67 36

        9a 86 3c cb 0a ce 8e 41  3c 83 0b 6c f6 ab b5 22

        ec 4c 3e 86 ec c1 12 e9  30 60

==== WEP test mpdu   5 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 8  QC&Data

    ToDS     = 0   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 16664

    A1 = 45-de-c6-9a-74-80    DA

    A2 = f3-51-94-6b-c9-6b    BSSID

    A3 = e2-76-fb-e6-c1-27    SA

    SC = 0xF280

    seqNum = 3880 (0x0F28)  fraqNum = 0 (0x00)

    QC = 0x194b

    QoS-TID  = 11 (0xB)  QoS-FEC = 0

    QoS-AckP = 2     QoS-TXOP/QL = 0x19

    Algorithm = WEP

    KeyId = 2

    TK = 

      a5 74 d5 14 3b b2 5e fd  de ff 30 12 2f (Temporal Key)

    PN    = 2887223  (0x2C0E37)

    Header =

      88 da 18 41 45 de c6 9a  74 80 f3 51 94 6b c9 6b

      e2 76 fb e6 c1 27 80 f2  4b 19

    Enc Header = 

      37 0e 2c 80

    Data  =

      28 96 9b 95 4f 26 3a 80  18 a9 ef 70 a8 b0 51 46

      24 81 92 2e

    CRC = 

      4a a1 e5 c4

-- Encrypted MPDU with FCS

        88 da 18 41 45 de c6 9a  74 80 f3 51 94 6b c9 6b

        e2 76 fb e6 c1 27 80 f2  4b 19 37 0e 2c 80 75 25

        1b 00 71 bc 0f 9c 70 76  e2 80 23 15 f2 ad 2b 8d

        aa f5 72 bb 66 b8 54 3f  47 8a

==== WEP test mpdu   6 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 8  QC&Data

    ToDS     = 0   FromDS   = 1

    MoreFrag = 0   Retry    = 0

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 0

    Duration = 8161

    A1 = 5a-f2-84-30-fd-ab    DA

    A2 = bf-f9-43-b9-f9-a6    BSSID

    A3 = ab-1d-98-c7-fe-73    SA

    SC = 0x7150

    seqNum = 1813 (0x0715)  fraqNum = 0 (0x00)

    QC = 0x6a3d

    QoS-TID  = 13 (0xD)  QoS-FEC = 1

    QoS-AckP = 1     QoS-TXOP/QL = 0x6a

    Algorithm = WEP

    KeyId = 1

    TK = 

      f7 1e ea 4e 1f 58 80 4b  97 17 23 0a d0 (Temporal Key)

    PN    = 2394505  (0x248989)

    Header =

      88 52 e1 1f 5a f2 84 30  fd ab bf f9 43 b9 f9 a6

      ab 1d 98 c7 fe 73 50 71  3d 6a

    Enc Header = 

      89 89 24 40

    Data  =

      ab fd a2 2d 3a 0b fc 9c  c1 fc 07 93 63 c2 fc a1

      43 e6 eb 1d

    CRC = 

      0b ac 74 cc

-- Encrypted MPDU with FCS

        88 52 e1 1f 5a f2 84 30  fd ab bf f9 43 b9 f9 a6

        ab 1d 98 c7 fe 73 50 71  3d 6a 89 89 24 40 4e 1d

        73 e2 0c 56 76 00 fd 08  37 ce 31 cb 2c c8 91 1c

        d6 bc 4d 34 0b 04 2f b5  94 75

==== WEP test mpdu   7 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 1  Data+CF-Ack

    ToDS     = 1   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 1

    Encrypt  = 1

    Order    = 0

    Duration = 18049

    A1 = 9b-50-f4-fd-56-f6    BSSID

    A2 = ef-ec-95-20-16-91    SA

    A3 = 83-57-0c-4c-cd-ee    DA

    SC = 0xA020

    seqNum = 2562 (0x0A02)  fraqNum = 0 (0x00)

    Algorithm = WEP

    KeyId = 3

    TK = 

      1b db 34 98 0e 03 81 24  a1 db 1a 89 2b (Temporal Key)

    PN    = 6547235  (0x63E723)

    Header =

      18 79 81 46 9b 50 f4 fd  56 f6 ef ec 95 20 16 91

      83 57 0c 4c cd ee 20 a0

    Enc Header = 

      23 e7 63 c0

    Data  =

      98 be ca 86 f4 b3 8d a2  0c fd f2 47 24 c5 8e b8

      35 66 53 39

    CRC = 

      ea e1 41 f1

-- Encrypted MPDU with FCS

        18 79 81 46 9b 50 f4 fd  56 f6 ef ec 95 20 16 91

        83 57 0c 4c cd ee 20 a0  23 e7 63 c0 14 d0 ae f8

        41 e0 b4 f5 56 22 a8 a2  2b 69 ef 1f f3 64 4a 2a

        37 5f c4 d8 b8 14 a6 c7

==== WEP test mpdu   8 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

    ToDS     = 1   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 29260

    A1 = 55-2d-5f-72-bb-70    BSSID

    A2 = ca-3f-3a-ae-60-c4    SA

    A3 = 8b-a9-b5-f8-2c-2f    DA

    SC = 0xEB50

    seqNum = 3765 (0x0EB5)  fraqNum = 0 (0x00)

    QC = 0x552a

    QoS-TID  = 10 (0xA)  QoS-FEC = 0

    QoS-AckP = 1     QoS-TXOP/QL = 0x55

    Algorithm = WEP

    KeyId = 2

    TK = 

      6e ac 1b f5 4b d5 4e db  23 21 75 43 03 (Temporal Key)

    PN    = 7261405  (0x6ECCDD)

    Header =

      b8 d9 4c 72 55 2d 5f 72  bb 70 ca 3f 3a ae 60 c4

      8b a9 b5 f8 2c 2f 50 eb  2a 55

    Enc Header = 

      dd cc 6e 80

    Data  =

      57 cb 5c 0e 5f cd 88 5e  9a 42 39 e9 b9 ca d6 0d

      64 37 59 79

    CRC = 

      03 76 69 b2

-- Encrypted MPDU with FCS

        b8 d9 4c 72 55 2d 5f 72  bb 70 ca 3f 3a ae 60 c4

        8b a9 b5 f8 2c 2f 50 eb  2a 55 dd cc 6e 80 da 24

        9d b2 a9 f8 fa f5 c3 4a  0e 8c cb 0e fa cc bd e4

        32 dc 9a df 40 7d 12 03  d0 69

==== WEP test mpdu   9 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 10  QC&Data+CF-Poll

    ToDS     = 1   FromDS   = 0

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 1

    Encrypt  = 1

    Order    = 1

    Duration = 17096

    A1 = 9a-fb-79-8b-8a-4b    BSSID

    A2 = a4-ad-6d-31-99-85    SA

    A3 = bc-42-9e-8f-0a-fa    DA

    SC = 0x7DF0

    seqNum = 2015 (0x07DF)  fraqNum = 0 (0x00)

    QC = 0x804a

    QoS-TID  = 10 (0xA)  QoS-FEC = 0

    QoS-AckP = 2     QoS-TXOP/QL = 0x80

    Algorithm = WEP

    KeyId = 3

    TK = 

      49 4b 50 1e 19 46 75 97  1a 48 d0 8c 5b (Temporal Key)

    PN    = 2373555  (0x2437B3)

    Header =

      a8 f9 c8 42 9a fb 79 8b  8a 4b a4 ad 6d 31 99 85

      bc 42 9e 8f 0a fa f0 7d  4a 80

    Enc Header = 

      b3 37 24 c0

    Data  =

      25 a9 8f 9c 1b d9 c9 3c  f3 83 ab 9d 98 15 2d 76

      cb 4a 32 c6

    CRC = 

      15 83 0c 37

-- Encrypted MPDU with FCS

        a8 f9 c8 42 9a fb 79 8b  8a 4b a4 ad 6d 31 99 85

        bc 42 9e 8f 0a fa f0 7d  4a 80 b3 37 24 c0 be cf

        b2 fc c5 de 0e c8 6b c5  69 16 c7 d3 7f 86 ad 1f

        0c a0 b2 d7 27 bc 70 76  cc 97

==== WEP test mpdu  10 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 1  Data+CF-Ack

    ToDS     = 1   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 0

    Encrypt  = 1

    Order    = 0

    Duration = 25568

    A1 = 40-ec-29-fa-75-9b    RA

    A2 = 53-f8-69-fe-27-9a    TA

    A3 = f0-f9-f8-a6-54-16    DA

    A4 = 52-bf-d2-70-3d-24    SA

    SC = 0xE380

    seqNum = 3640 (0x0E38)  fraqNum = 0 (0x00)

    Algorithm = WEP

    KeyId = 0

    TK = 

      48 9e 49 bc 3c fe 3f ce  38 95 82 0e 87 (Temporal Key)

    PN    = 6684329  (0x65FEA9)

    Header =

      18 4b e0 63 40 ec 29 fa  75 9b 53 f8 69 fe 27 9a

      f0 f9 f8 a6 54 16 80 e3  52 bf d2 70 3d 24

    Enc Header = 

      a9 fe 65 00

    Data  =

      7f 91 f2 47 2d 7a 12 1c  9c dd 4b 6c 90 80 67 5a

      10 20 aa 00

    CRC = 

      4c bd 16 a6

-- Encrypted MPDU with FCS

        18 4b e0 63 40 ec 29 fa  75 9b 53 f8 69 fe 27 9a

        f0 f9 f8 a6 54 16 80 e3  52 bf d2 70 3d 24 a9 fe

        65 00 b2 17 a5 91 45 4e  0e ec 44 c8 39 3a 07 21

        6b 4c cf c6 63 6e fb 43  cd 2d 48 dd 4a d0

==== WEP test mpdu  11 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 11  QC&Data+CF-Ack+CF-Poll

    ToDS     = 1   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 1   moreData = 0

    Encrypt  = 1

    Order    = 1

    Duration = 21610

    A1 = 29-8c-0b-aa-91-90    RA

    A2 = 34-7c-eb-9a-ab-ff    TA

    A3 = d8-3d-48-86-e5-c2    DA

    A4 = e2-9d-52-4a-e1-96    SA

    SC = 0x53E0

    seqNum = 1342 (0x053E)  fraqNum = 0 (0x00)

    QC = 0x623d

    QoS-TID  = 13 (0xD)  QoS-FEC = 1

    QoS-AckP = 1     QoS-TXOP/QL = 0x62

    Algorithm = WEP

    KeyId = 3

    TK = 

      02 be 5c 45 45 67 2a 07  e4 e3 14 d7 0f (Temporal Key)

    PN    = 7230932  (0x6E55D4)

    Header =

      b8 db 6a 54 29 8c 0b aa  91 90 34 7c eb 9a ab ff

      d8 3d 48 86 e5 c2 e0 53  e2 9d 52 4a e1 96 3d 62

    Enc Header = 

      d4 55 6e c0

    Data  =

      f9 a8 12 e4 a2 8a f7 f3  71 4d 4b f6 62 2e 59 32

      f2 18 45 09

    CRC = 

      89 08 36 2f

-- Encrypted MPDU with FCS

        b8 db 6a 54 29 8c 0b aa  91 90 34 7c eb 9a ab ff

        d8 3d 48 86 e5 c2 e0 53  e2 9d 52 4a e1 96 3d 62

        d4 55 6e c0 d7 7d ec 78  90 63 08 1e f4 cd 8b ac

        16 7c 2a 33 8a fc 48 f1  d7 53 b0 3e 33 97 17 18

==== WEP test mpdu  12 ====

-- MPDU Fields

    Version  = 0

    Type     = 2   SubType  = 1  Data+CF-Ack

    ToDS     = 1   FromDS   = 1

    MoreFrag = 0   Retry    = 1

    PwrMgt   = 0   moreData = 1

    Encrypt  = 1

    Order    = 0

    Duration = 10192

    A1 = aa-28-8b-84-35-bc    RA

    A2 = d8-ac-5a-7e-c4-44    TA

    A3 = e8-b4-62-50-53-8b    DA

    A4 = e8-14-02-c2-ee-11    SA

    SC = 0x6280

    seqNum = 1576 (0x0628)  fraqNum = 0 (0x00)

    Algorithm = WEP

    KeyId = 3

    TK = 

      77 07 7e d7 94 53 e4 a1  8d 60 43 8c c6 (Temporal Key)

    PN    = 6815118  (0x67FD8E)

    Header =

      18 6b d0 27 aa 28 8b 84  35 bc d8 ac 5a 7e c4 44

      e8 b4 62 50 53 8b 80 62  e8 14 02 c2 ee 11

    Enc Header = 

      8e fd 67 c0

    Data  =

      43 19 81 a2 33 6d 02 f8  cb 84 48 d5 42 89 16 be

      95 29 35 37

    CRC = 

      bd 2e 8f 00

-- Encrypted MPDU with FCS

        18 6b d0 27 aa 28 8b 84  35 bc d8 ac 5a 7e c4 44

        e8 b4 62 50 53 8b 80 62  e8 14 02 c2 ee 11 8e fd

        67 c0 e9 66 db 8e e6 09  57 9c b0 fb e4 79 ba 79

        e6 61 2d 63 96 43 70 21  0d 3b 64 c5 11 fe
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