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1. Problem

	Element ID

1 octet
	Length

1 octet
	Version

2 octets
	Group Key Cipher Suite

4 octets
	Pairwise Key Cipher Suite Count

2 octets
	Pairwise Key Cipher Suite List

4(m octets
	Authenticated Key Management Suite Count

2 octets
	Authenticated Key Management Suite List

4(n octets
	RSN Capabilities

2 octets


Figure 1—RSN Information Element format

LB52 comment 1482: The RSN IE is the only IE that cannot be decoded on its own, side information is necessary to find out which optional fields are present and which not. This makes decoding unnecessary complicated, is not consistent with the coding of other IEs and makes the implementation of a sniffer difficult.

2. Proposed solution

Put all necessary side information explicitly into the RSN IE. 4 bits are required: RSN capability field supplied, Auth. Key Management Suite supplied, Pairwise Key Cipher Suite supplied, Group Key Suite supplied. A simple possibility is to put these bits into the version field, i.e., use only 1 octet for the version and put the 4 bits into the 2nd octet such that the overall length of the RSN IE does not change.

3. Proposed normative text

change the first paragraphs of 7.3.2.17 to

7.3.2.17  RSN Information Element (RSN IE)

The RSN Information Element (RSN IE) lists authentication and pairwise key cipher suite selectors, a single group key cipher suite selector, and an RSN capabilities field. All STAs implementing RSN shall support this element.

	Element ID

1 octet
	Length

1 octet
	Version

1 octet
	Supplied Fields

1 octet
	Group Key Cipher Suite

4 octets
	Pairwise Key Cipher Suite Count

2 octets
	Pairwise Cipher Suite List

4*m octets
	Auth. Key Management Suite Count

2 octets
	Auth. Key Management Suite List

4*n octets
	RSN Capabilities

2 octets


Figure 2—RSN Information Element format

	Bit 7
	Bit 6
	Bit 5
	Bit 4
	Bit 3
	Bit 2
	Bit 1
	Bit 0

	Reserved
	RSN capability field supplied
	Auth. Key Management Suite supplied
	Pairwise Key Cipher Suite supplied
	Group Key Suite supplied


Figure 7—RSN IE supplied fields format

Informative Note. The count fields of the RSN IE were chosen to be two octets each to improve alignment.

All fields use the bit convention from 7.1.1. The RSN IE, if supplied, shall contain up to and including the Version field. The group key cipher suite field, pairwise cipher suite field, authenticated key management suite field, and RSN Capabilities field are optional. For each of these optional fields there is a corresponding bit in the supplied fields octet that shall be set to 1 if the field is present and set to 0 otherwise (see Figure 7). If the group key suite field is not supplied, then the pairwise key cipher suite and authenticated key management suite fields shall not be supplied. If the group key cipher suite field is supplied but not the pairwise key suite field, then the authenticated key management suite field shall not be supplied.
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