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Abstract

This submission suggests a possible Authenticated Key Exchange (AKE). The new AKE is called the PMK-based AKE. It is used with reassociation after some mechanism such as pre-authentication via IEEE 802.1X has provisioned a PMK at the STA and the AP. This suggested AKE eliminates the majority of messages exchanged between the STA and AS after reassociation, allowing a shorter average latency at reconnection time.

Motivation

The IEEE 802.11i Draft 3.0 (hereafter called “the Draft”) has a perceived performance problem built into its authenticated key management architecture. To establish a session when roaming to a new AP, the Draft requires a STA and its new AP to exchange at least fifteen messages:

AP ( STA:
Beacon or Probe Response – RSN IE

STA ( AP:
Open System Authentication Request

AP ( STA:
Open System Authentication Response

STA ( AP:
Reassociate Request – RSN IE

AP ( STA:
Reassociate Response

STA ( AP:
EAP-Identity/Start – unprotected!

AP ( STA:
EAP-Identity/Request – unprotected!

STA ( AP:
EAP-Identity/Response – unprotected!

AP ( STA:
EAP-Success – unprotected!

AP ( STA:
4-Way Handshake Message 1 - ANonce

STA ( AP:
4-Way Handshake Message 2 – SNonce, MIC, STA's RSN IE

AP ( STA:
4-Way Handshake Message 3 – ANonce, MIC, AP's RSN IE

STA ( AP:
4-Way Handshake Message 4 - MIC

AP ( STA:
Group Key Handshake Message 1 – RSC, GNonce, MIC, GTK

STA ( AP:
Group Key Handshake Message 2 - MIC

Thus today roaming costs a minimum of seven message round trips between the STA and the new AP. Without pre-authentication or like mechanism, the message cost is even greater, as any authentication scheme secure in the 802.11 environment results in at least two more round trips within the 802.1X architecture. Insecure operation today already uses the first five messages Since insecure roaming today is already perceived as too expensive, adding the final ten or more messages without optimising the first five is unlikely to improve performance.

The Draft has a second problem that has not been commented upon before. In the current design, the AP gets no indication of a rogue STA until the eleventh message of the exchange, and an authorized STA does not detect a rogue AP until the twelvth message in the sequence. An attacker can spoof all prior messages. Both parties thus invest an inordinate amount of resources, something on the order of about 20 milliseconds, before it is possible to even detect active attack. This too adversely affects performance; the attacker could purposely use this sequence to discourage use of the channel.

The suggested AKE described here remedies these perceived problems. If the perceived problems demand attention, then PMK-based AKE is worthy of consideration.

Suggested protocol

This section suggests changes to the Draft to incorporate PMK-based AKE.

Add the following text to the end of Clause “5.9.3.1 Frame exchange overview”:

A second key establishment mechanism exists for reassociation. This protocol is called the Pairwise Master Key-based Authenticated Key Exchange (PMK-based AKE). PMK-based AKE binds, computes, and synchronizes a new PTK to the STA and the AP during reassociation, and distributes the GTK to the STA.

PMK-based AKE is designed expressly to speed reassociation; hence it does not address rekeying when the AP desires to change, e.g., a GTK or a PTK without first disassociating. PMK-based AKE requires pre-authentication or similar technique, because it relies on the PMK being provisioned to the STA and the AP prior to reassociation. Therefore PMK-based AKE does not replace IEEE 802.1X authentication. Because an IBSS has no concept of roaming—“fast” or otherwise—PMK-based AKE is not defined for an IBSS.

PMK-based AKE minimizes the number of messages exchanged at reassociation time without reducing security. The protocol uses only the Probe Response, and the two Reassociate Request/Response messages.

The PMK-based AKE is optional to implement and optional to use.

Add the following text to Clause “8.4.1.1 IEEE 802.11 ESS authentication and key management overvirew”:

RSN also defines a second authenticated key management protocol, the PMK-based Authenticated Key Exchange (PMK-based AKE). PMK-based AKE uses the minimum number of messages possible, and does not reduce security beyond that obtained by a full 802.1X authentication and key exchange. The protocol eliminates all messages at reassociation time except the Probe Response, and the Reassociation Request and Response. Implementation of PMK-based AKE is optional for RSN-capable devices. Figure 1 depicts the protocol information exchanges:

AP ( STA (Probe Response):
RSN-IEAP, Nonce-IE(ANonce) 

STA ( AP (Reassociate Request):
RSN-IESTA, PMK-Req-IE(KeyIDSTA, ANonce, SNonce, MIC1)

AP ( STA (Reassociate Response):
RSN-IEAP, PMK-Resp-IE(KeyIDSTA, EKEK(GTK), RSC, GNonce, MIC2)

Figure 1—PMK-based AKE information exchange

PMK-based AKE does not replace IEEE 802.1X authenticated key management. It relies on IEEE 802.1X to generate and distribute a PMK at initial association, during pre-authentication, and like situations. If PMK-based AKE is implemented and enabled at both the STA and AP, the STA may use this protocol when it reassociates. The protocol fails if the STA and AP do not yet share the same PMK when reassociation begins, so even reassociation needs IEEE 802.1X as a backup.

The protocol uses the Probe Response to advertise the capabilities of the BSS and to distribute a nonce to the STA. PMK-based AKE uses the Reassociate Request to authenticate the STA to the AP using the PMK and AP’s nonce, and to deliver the STA’s nonce to the AP. The protocol uses the Reassociate Response to authenticate the AP to the STA using the PMK and STA’s nonce, and to deliver the GTK and associated state to the STA.

Capabilities advertisement. The first message advertises the security capabilities of the BSS. This information flows from the AP to the STA. The following depicts the relevant protocol information the AP advertises in its Beacons and Probe Responses:

AP ( STA (Probe Response):
RSN-IEAP, Nonce-IE(ANonce) 

The first protocol element—RSN-IEAP—is familiar. The protocol also utlizes a Nonce IE, denoted by Nonce-IE and defined in 7.3.2.18, to carry ANonce, a random value.

Including RSN-IEAP in Beacons and Probe Responses advertises the security capabilities enabled at the AP. The AP advertises that PMK-based AKE is enabled by including a selector for this protocol in the RSN-IEAP’s list of enabled Authenticated Key Management suites, and by incorporating the Nonce-IE in the message. When the AP supports the PMK-based AKE protocol, the STA may skip Open System Authentication and IEEE 802.1X authentication when reassociating. That is, once reassociation begins, PMK-based AKE may replace both Open System Authentication and IEEE 802.1X authenticated key management when the STA believes the AP has cached the STA’s PMK.

Establishing liveness of a new session almost always relies on the peer responding to an unpredictable challenge. ANonce, being random, is an unpredictable value, so can serve as the challenge. Specifying ANonce in the Probe Response avoids a third reassociation message beyond the Request and Response.

The security of PMK-based AKE depends critically on the unpredictability of ANonce. Indeed, the protocol is insecure if ANonce is predictable. If the ANonce value is predictable, an attacker can impersonate the real AP by sending Probe Responses under the real AP’s TA, specifying a future ANonce value the real AP has not yet used. If a STA attempts to associate with the rogue, it can reject but save a STA’s Reassociate Request. The STA will move on to another AP. Meanwhile attacker uses the STA’s MAC address for its own TA and replays the recorded STA’s Request to the real AP as soon as the AP’s ANonce sequence catches up with that used earlier by the rogue.

The AP must cache the ANonce value long enough to verify the STA’s Reassociate Request.

For symmetric handling of information elements the protocol also specifies a Nonce IE in the Beacon. In a Beacon this carries GNonce, the nonce associated with the current Group Transient Key GTK. Since GNonce changes whenever the GTK changes, incorporating it into the Beacon announces when the GTK changes, ergo, if a STA wanders out of radio range from the AP and then returns, this value serves as a hint that the STA has missed a group key update, that it has come under active attack, or some other anomalous circumstance.

Reassociation Request. When the PMK-based AKE is used, the STA skips Open System Authentication and proceeds directly to reassociation. The STA includes the following information in its Reassociation Request, with the information flowing from the STA to the AP:

STA ( AP (Reassociate Request):
RSN-IESTA, PMK-Req-IE(KeyIDSTA, ANonce, SNonce, MIC1)

where

MIC1 ( MIC(KCK, RSN-IESTA || KeyIDSTA)

and where the parties compute the PTK much as they do for the 4-way handshake:

PTK = KCK || KEK || TK ( PRF(PMK, BSSIDAP || MAC-AddrSTA || ANonce || SNonce)

The PMK Request IE, denoted PMK-Req-IE, is defined in 7.3.2.19. KCK denotes the key confirmation key portion of PTK. KeyIDSTA identifies the PMK to use with this STA.
The STA includes an RSN IE, denoted RSN-IESTA, in its Reassociate Request, to select the security capabilities from those advertised by RSN-IEAP. In RSN-IESTA the STA specifies PMK-based AKE as the selected authenticated key management suite. This usage is justified by the AP’s assertion of support for the protocol in its Probe Response. If the PMK-based AKE fails, then the STA may either start over and select some other authenticated key management suite (e.g. IEEE 802.1X), or else may attempt to associate with a different AP.

A STA’s KeyIDSTA is defined as

KeyIDSTA ( PRF-64(PMK, “PMK key id” || BSSIDAP || MAC-AddrSTA)

Here “||” denotes concatentation. The label “PMK key id” prevents the same string from being generated in another context. Including the AP’s BSSID, denoted BSSIDAP, and the STA’s MAC address, denoted MAC-AddrSTA, binds the PMK to these two STAs. PRF-64 is used so the KeyIDSTA also fits the EAPoL Key ID field.

Roaming requires inclusion of a key identifier, because “the” PMK is not necessarily a well-defined concept. Indeed, a theorem exists that says in any system admitting partitions, it is feasible to guarantee either consistency or availability of a distributed datum, but not both. This means that for any possible PMK provisioning algorithm, we can guarantee consistency, admitting the possibilty of the PMK being unavailable at the AP, or we can guarantee availability, allowing the AP and STA to possess incompatible PMK values. The protocol therefore includes the KeyIDSTA as a hint to the AP. If KeyIDSTA is an unknown value, the AP can immediately short-circuit the reassociation process and reject the request, because it knows reassociation will fail. Thus, the KeyIDSTA indicates whether the STA and AP share or have lost PMK synchronization.

In its Reassociate Request, the STA reproduces the nonce value ANonce from a recent Probe Response received from the targeted AP; this must be the same value the STA used to derive the PTK, or the Request will fail. SNonce is the STA’s Supplicant nonce, hence a random value.

The MIC value MIC1 does not explicitly protect BSSIDAP, MAC-AddrSTA, ANonce, or SNonce, because all of these items are used to compute the PTK, so are implicitly protected by MIC1.

If the PMK is fresh, the freshness of ANonce assures the AP that the drived PTK is fresh. The derivation binds BSSIDAP and MAC-AddrSTA to the PTK, asserting they are the only addresses that may be used with this PTK.

If it does not have PMK-based AKE enabled, the AP rejects any Reassociate Request containing a PMK-Req-IE. Otherwise, when it receives a Reassociate Request with RSN IE specifying PMK-based AKE, the AP checks if PMK-Req-IE is present; if not, the AP rejects the reassociation. If PMK-Req-IE is present, the AP determines whether it has cached the PMK identified by the Reassociate Request’s KeyIDSTA. If not, it can immediately send a Reassociate Response rejecting the Request. If it does have the correct PMK, the AP checks whether the ANonce is sufficiently recent. If it is not recent, the AP rejects the request as a replay. If it is recent, the AP derives the PTK and verifies MIC1. If MIC1 is invalid, the AP again rejects the request. A valid MIC1 proves that the message was created using the PMK. Since the PMK derivation includes a recent enough ANonce, a valid MIC1 value indicates that the Requst is indeed live rather than a replay, and therefore authenticates the STA to the AP, authorizing the reassociation. A valid MIC1 also demonstrates there is no man-in-the-middle, as only the party possessing both the MAC-AddrSTA and the PMK could derive the correct PTK from the ANonce. The AP finally checks whether the RSN IE RSN-IESTA specifies authorized cipher suites. If not, the AP rejects the Request; otherwise, the AP responds by installing the TK portion of the derived PTK and by sending a Reassociate Response accepting the Request.

Informative Note: If an adversary can force an AP to reuse a <ANonce, PMK> pair, then the adversary can replay a Reassociate Request to convince the AP to form an association with an unauthorized party. This is no different from the 4-way handshake, where, if an adversary can force an AP to reuse an <ANonce, PMK> pair, then it can replay a 4-way handshake and convince the AP that it is an authorized STA.

Informative Note: The liveness proof the AP receives depends critically on no parties but the STA and the AP knowing the PMK. If a third party does know the PMK, it can masquerade as the STA to the AP, invalidating the authentication guarantees. PMK-based AKE is identical to the 4-way handshake in this regard.

The AP responds to fresh-enough retried Reassociate Requests by sending the Response accepting the Request, and silently discards retried Reassociate Requests that are not sufficiently fresh. Freshness is determined by the age of ANonce. For instance, an AP might implement a policy to consider an Anonce value no older than 5 seconds fresh, and an ANonce value older than 5 seconds as stale. It would reply with the same Reassociate Response to a retried Request whose ANonce is no older than 5 seconds, and would reject any Request whose ANonce is older, interpreting the latter as a replay instead of a retry. If the selected cipher suites provide a MIC (i.e., neither are WEP), an AP could also use the arrival of data traffic properly protected by the TK to indicate the Response arrived successfully at the STA; it would then treat subsequent Requests as replays instead of retries.

Reassociation Response. When PMK-based AKE is used, the AP includes the following information in its Response accepting a reassociation, with information flowing from the AP to the STA.:

AP ( STA (Reassociate Response):
RSN-IEAP, PMK-Resp-IE(KeyIDSTA, EKEK(GTK), RSC, GNonce, MIC2)

where

PTK = KCK || KEK || TK ( PRF(PMK, BSSIDAP || MAC-AddrSTA || ANonce || SNonce)

is derived as before, and

MIC2 ( MIC(KEK, RSN-IEAP || PMK-Resp-IE)

The only new items here are EKEK(GTK), which represents the GTK value wrapped under the session’s key encryption key KEK, and PMK-Resp-IE, which represents a PMK Response IE, defined in 7.3.2.20.

If the STA chooses SNonce randomly, including this value in the PMK derivation allows the STA to conclude that the response is live and not a replay; it is computationally infeasible to form the right MIC2 value without the PMK and this SNonce value. Since only another party possessing the PMK can produce the right KCK, and since only the correct AP possesses this PMK, a valid MIC2 value authenticates the AP to the STA. A randomly chosen SNonce value finally guarantees the STA that the derived PTK is fresh, so the TK is appropriate for use with 802.11 cipher suites.

The protocol includes its RSN IE RSN-IEAP in the message for the same reason the 4-way handshake does so: this prevents an attacker from forcing the STA to choose weaker cipher suites than it would if the protocol executed without interference.
The protocol includes KeyIDSTA in the message to confirm the PMK being used. Indeed, the STA uses this value as a transaction identifier. Including the SNonce value and BSSIDAP in the PTK and MIC2 computations assures the STA that there is no man-in-the-middle between itself and the AP.

The protocol includes the encrypted GTK value EKEK(GTK), the current group key replay counter RSC, and the group key’s nonce GNonce in the message to avoid another round-trip later.

When it receives the Reassociate Response, the STA declares the message a forgery if it did not request PMK-Based AKE in its Request, if the RSN-IEAP is not the RSN IE it received earlier in the Beacon or Probe response, if the KeyIDSTA is different from that specified in the Request or if the MIC2 value is incorrect when using the PTK derived from the PMK, SNonce, and ANonce values. When receiving a forged Reassociate Response, the STA may either withdraw from the Reassociation attempt, may wait for a valid Response, or may retry its request. On the other hand, if all of the checks succeed, then the STA accepts the Reassociate Response as valid, thereby successfully completing reassociation. In this case, the STA installs both the pairwise and the group temporal keys and allows data traffic over the protected link.

Discussion. The PMK-based AKE meets its central design goal of reducing the number of messages exchanged to effect a reassociation, as it utilizes three messages at reassociation time instead of the minimum of fifteen with a pure IEEE 802.1X-based approach. On the other hand, emipirical measurements indicate the Probe Request/Response introduces the most significant portion of reconnect time latency, so any performance improvement will be ephemeral unless RSN STAs make more intelligent roaming decisions than those made by pre-RSN equipment.

Second, the PMK-based AKE reduces the total number of cryptographic operations required by key management at reassociation time. The 4-way and group handshakes together require one PRF operation by the STA and the AP to derive the PTK, three MIC digest computations by the STA and the AP, two MIC verifies for the STA and three for the AP, and one encrypt for the AP and one decrypt for the STA. PMK-based AKE instead requires two PRF operations—one to derive the PTK and a second to derive the PMK identifier—at the AP and STA, one MIC digest computation at the AP and STA, one MIC verify operation at the AP and the STA, and one encrypt at the AP and a decrypt at the STA. This decrease in the number of cryptographic operations is ngligible for mobile PCs, but could be important for handheld devices and APs, especially in use models where reassociation is much more common that association.

PMK-based AKE is immune from reflection attack, because the protected content of each message has a different format. In this dimension it is more robust than the 4-way handshake, in that careless implementations of the latter may be fooled into accepting reflected messages by not checking all the EAPoL flags are appropriate for the conversation context.

The major drawback to PMK-based AKE is it requires the STA to wait for a Probe Response prior to reassociating, as it must include an ANonce value in its Request.

A second drawback of PMK-based AKE is it leads to more complex behavior at reassociation. PMK-based AKE in no way eliminates the requirement to implement 802.1X or Open System Authentication, and the AP must recognize when the STA has selected PMK-based AKE and when not, so it can respond differently in the two different situations.

It is important to point out that one way the PMK-based AKE and the 4-way handshake are similar in that the security of both absolutely requires that only the AP and the STA know the PMK. If a second AP or STA knows the PMK or can compute the PMK from information available to it, then all security must be assumed lost, as this second AP or STA can masquerade as the first. In particular, neither protocol meets its security goals when used with a single pre-shared key shared among all the members of a BSS.

The IEEE 802.1X AS requires special consideration. Since the AS knows the PMK, we have to assume the AS has special “magical” properties, i.e., is a trusted third party. What this means is we must assume the AS never publishes the PMK for any <AP, STA> pair except to that pair, and that the AS never seeks to impersonate either. This is a very strong assumption that is never unconditionally true in practice, as it is voided if the AS is somehow compromised. However, it is an assumption central to the IEEE 802.1X architecture, not just PMK-based AKE. To guard against violations of the assumption, AS implementers and deployers must armor and thoroughly vet the AS against all known attacks.

Add the following text after Clause “7.3.2.17 RSN Information Element (RSN IE)” but before Clause “8 Security”, renumbering figures as appropriate:

7.3.2.18 Nonce Information Element

The Nonce Information Element (Nonce IE) specifies a nonce. STAs and APs supporting PMK-based AKE shall implement it. The Nonce IE has the following fixed length format:

	Element ID

1 octet
	Length

1 octet
	Nonce

32 octets


Figure 2—Nonce Information Element
All Nonce IE fields shall use the bit and octet ordering conventions of 7.1.1.

Element ID shall be 49 decimal (31 hex).

Length shall be 34, which is the number of octets in the information element.

Nonce is a 32 octet (256 bit) value. In a Beacon it specifies the value of the GNonce corresponding to the current Group Transisent Key (GTK). With one exception, in a Probe Response it shall specify a pseudo-random value that is different in every Probe Response. The exception is a STA may send the same nonce value repeatedly to the same STA in different Probe Responses for up to dot11PmkAkeTimeout/2 milliseconds after sending the first one; STA implementations are not required to take this exception, however.

7.3.2.19 PMK Request Information Element

The PMK Request Information Element (PMK Req IE) specifies the parameters the AP needs to execute its part of the PMK-based AKE. All STAs and APs supporting PMK-based AKE shall implement it. The PMK Req IE has the following fixed length format:

	Element ID

1 octet
	Length

1 octet
	Key ID

8 octets
	ANonce

32 Octets
	SNonce

32 Octets
	MIC

16 octets


Figure 3—PMK Request Information Element format
All PMK Req IE fields shall use the bit and octet ordering conventions of 7.1.1.

Element ID shall be 50 decimal (32 hex).

Length shall be 90, which is the number of octets in the information element.

Key ID shall be the 8 octet (64 bit) name of the PMK to use for this reassociation. A Key ID is computed using the technique of 8.5.1.4.

The ANonce field shall consist of 32 octets (256 bits). The STA constructing the PMK Req IE shall take the ANonce field value from the Nonce field of a Nonce IE in a Probe Response recently received from the AP targeted to receive the PMK Req IE.

Informative Note: If the STA fails to take the ANonce values from a recent enough Probe Response, the Reassociate Request will fail.

SNonce shall be a 32 octet (256-bit) string generated pseudo-randomly by the STA.

MIC shall be a 128-bit message integrity code. The MIC value shall be computed as defined in 8.5.8.

7.3.2.20 PMK Response Information Element

The PMK Response Information Element (PMK Resp IE) specifies the parameters the STA needs to execute its part of the PMK-based AKE. All STAs and APs supporting PMK-based AKE shall implement it. The PMK Resp IE has the following variable length format:

	Element ID

1 octet
	Length

1 octet
	Key ID

8 octets
	GTK Length

1 octet
	Wrapped GTK

GTK length octets
	RSC

6 Octets
	GNonce

32 Octets
	MIC

16 octets


Figure 4—PMK Response Information Element format
All PMK Resp IE fields shall use the bit and octet ordering conventions of 7.1.1.

Element ID shall be 51 decimal (33 hex).

Length shall be 65+n, where n is the value of the GTK Length field. Length gives the number of octets in the information element.

Key ID is the name of the PMK to use for this reassociation. A Key ID shall be computed using the technique of 8.5.1.4.

GTK Length shall be one octet and gives the length of the Wrapped GTK field in octets. The GTK Length shall not exceed 191. The defined GTK Length values are 5 (for WEP-40), 13 (for WEP-128), 24 (for CCMP and WRAP), and 32 (for TKIP).

Wrapped GTK gives the encrypted Group Transient Key. The GTK Length field gives the number of octets in this field. The key wrapping algorithm depends on the pairwise key cipher suite selected in an accompanying RSN IE. The key wrapping shall be computed as defined in 8.5.8.

RSC shall be the current transmit sequence number for the GTK. It consists of 6 octets.

GNonce shall be a 32 octet (256-bit) string generated by the AP. It shall be the current nonce for the current GTK.

MIC is a 128-bit message integrity code. The MIC value shall be computed as defined in 8.5.8.

Change Table 4 in Clause “7.2.3.1 Beacon frame format” to include:

	14
	RSN Information Element
	A Beacon may specify a single RSN Information Element.

	15
	Nonce Information Element
	A Beacon may optionally specify a single Nonce Information Element. If present, it shall also specify an RSN Information Element.


Change Table 9 in Clause “7.2.3.6 Reassociate Request frame format” to include:

	6
	RSN Information Element
	A Reassociate Request may specify a single RSN Information Element.

	7
	PMK Request Information Element
	A Reassociate Request may optionally specify a single PMK Request Information Element. If present, it shall also specify an RSN Information Element.


Change Table 10 in Clause “7.2.3.7 Reassociate Response frame format” to include:

	5
	RSN Information Element
	A Reassociate Response may specify a single RSN Information Element.

	6
	PMK Response Information Element
	A Reassociate Response may optionally specify a single PMK Response Information Element. If present, it shall also specify an RSN Information Element.


Change Table 12 in Clause “7.2.3.9 Probe Response frame format” to include:

	14
	RSN Information Element
	A Probe Response may specify a single RSN Information Element.

	15
	Nonce Information Element
	A Probe Response may optionally specify a single Nonce Information Element. If present, it shall also specify an RSN Information Element.


Change “Table 1—Authenticated Key Management Suite Selectors” to the following:

	OUI
	Value
	Meaning

	
	
	Authentication Type
	Key Management Type

	00:00:00
	0
	Reserved
	Reserved

	00:00:00
	1
	Unspecified authentication over IEEE 802.1X– RSN default
	IEEE 802.1X Key Management as defined in 8.5 – RSN default

	00:00:00
	2
	None
	IEEE 802.1X Key Management as defined in 8.5, using pre-shared key

	00:00:00
	3
	PMK-based AKE
	PMK-based AKE

	00:00:00
	4-255
	Reserved
	Reserved

	Vendor Specific
	Any
	Vendor Specific
	Vendor Specific

	Other
	Any
	Reserved
	Reserved


Add the following paragraph to Clause “7.3.2.17 RSN Information Element (RSN IE)”

The Authenticated Key Management suite selector value 00:00:00:3 “PMK-based AKE” is used to select PMK-based AKE during reassociation. PMK-based AKE optimises authenticated key management when the PMK is already provisioned at the AP, e.g., using pre-authenetication. This selector shall not be used in other contexts than RSN IEs from Beacons and Probe Responses and those from Reassociation Requests.

Change “Table 18—Reason codes” to the following:

	13
	Invalid Information Element

	14
	MIC failure

	15
	4-way handshake timeout

	16
	Group key update timeout

	17
	Information element in 4-way handshake different from (Re-)associate request/Probe response/Beacon

	18
	Multicast Cipher is not valid

	19
	Unicast Cipher is not valid

	20
	AKMP is not valid

	21
	Unsupported RSNE version

	22
	Invalid RSNE Capabilities

	23
	IEEE 802.1X Authentication failed

	24
	Invalid syntax

	25
	Incosistent IEs

	26
	No PMK

	27
	Inconsistent PMK

	28
	Stale nonce

	29-65535
	Reserved


Add the following paragraph to Clause “8.4.5 MPDU filtering”

These rules do not apply during reassociation if the AP and STA agree to use PMK-based AKE. When PMK-based AKE is employed, the AP and the STA establish and install a temporal key during reassociation itself, rendering filtering unnecessary.

Add the following paragraph to Clause “8.4.6 RSN authentication in an ESS”

During reassociation, a STA may use PMK-based AKE if the AP has advertised support for this protocol. When the STA selects PMK-based AKE, pre-RSN IEEE 802.11 authentication and IEEE 802.1X authenticated key management shall not be used during the reassociation attempt. This eliminates reconnect latency if the STA’s current Pairwise Master Key (PMK) is provisioned at the AP. In this case, authenticated key exchange is based directly on the PMK shared between the STA and the AP.

Informative Note. PMK-based AKE fails if the STA and the AP do not share the same PMK. Consequently, this authenticated key establishment method cannot be used without relying on other mechanisms such as pre-authentication.

Add the following paragraph to Clause “8.4.8 RSN key management in an ESS”

For reassociation, RSN defines an optional alternate method to establish the PTK and GTK. A STA has the option to use PMK-based AKE. If PMK-based AKE succeeds, the STA and AP skip the 4-way and group key handshakes.

Add the following text after Clause “8.5.1.3 Group key hierarchy” but before Clause “8.5.2 EAPoL Key messages”:

8.5.1.4 Key naming

RSN uses PRF-64 to derive key names.

The name of the PMK is

KeyIDPMK ( PRF-64(PMK, “PMK key id”, AA || SA)

where PMK denotes the PMK shared between the Authenticator and Supplicant with IEEE 802.11 MAC addresses AA and SA, respectively, and “||” denotes concatenation.

The name of the corresponding key confirmation key portion of the PTK, if needed, is

KeyIDKCK ( PRF-64(PMK, “KCK key id”, AA || SA || ANonce || SNonce || 0x01)

where ANonce and SNonce are the respective nonces the Authenticator and Supplicant contribute to the PTK derivation. Similarly, the names of the KEK and TK portions of the PTK, if needed, are

KeyIDKEK ( PRF-64(PMK, “KEK key id”, AA || SA || ANonce || SNonce || 0x02)

KeyIDTK ( PRF-64(PMK, “TK key id”, AA || SA || ANonce || SNonce || 0x03)

The name of the GTK is

KeyIDGTK ( PRF-64(GTK, “PMK key id”, AA || GNonce)

where GTK denotes the GTK is the Authenticator’s current group key and GNonce is the corresponding 256-bit nonce value.

Informative Note: For completeness this specification defines but does not use KeyIDKCK, KeyIDKEK, KeyIDTK, and KeyIDGTK. Conformant implementations need never create these values. They are useful, however, for diagnostics.

Add the following after Clause “8.5.7 Nonce Generation (Informative)”

8.5.8 PMK-based AKE

PMK-based AKE is optional for systems implementing RSN. However, all implementation of PMK-based AKE shall conform to this clause. IEEE 802.11 devices shall implement all PMK-based AKE features or none of them.

PMK-based AKE applies only to reassociation. Implementations shall not use the protocol with association (as opposed to reassociation), nor shall they use it in an IBSS. Similarly, PMK-based AKE shall not be used to rekey after a TKIP message integrity failure or when the AP decides to distribute a new GTK, unless the STA or AP first explicitly disassociates and then the STA reassociates.

8.5.8.1 PMK-based AKE protocol operation

The PMK-based AKE shall operate as a sub-protocol within reassociation. It relies on three messages:

1. The Probe Response message identifying a BSS.

2. The STA’s Reassociate Request.

3. The AP’s Reassociate Response.

The AP signals that it supports PMK-based AKE in the Beacon or Probe Response, and a Probe Response specifies a nonce value the STA can use to authenticate itself to the AP. The STA indicates its intention to employ PMK-based AKE with the Reassociate Request. The Reassociate Request authenticates the STA to the AP and allows the AP to derive the session PTK. The AP indicates that it accepts the STA’s authentication by sending a successful Reassociate Response to the STA’s Request. The Response authenticates the AP to the STA and synchronizes use of the session PTK and the GTK.

PMK-based AKE fails if the AP and STA do not share a common PMK. It may also fail for other reasons noted below. When failure occurs, the STA may attempt to reassociate without using PMK-based AKE or may migrate to a different AP.

Informative note: With PMK-based AKE, it is possible for a Reassociate to fail because TKIP counter-measures are in effect, preventing the AP from responding.

If PMK-based AKE succeeds, then further authentication and key management is not required at reassociation time as it is when pre-RSN IEEE 802.11 authentication or 802.1X authentication is used directly.

8.5.8.2 Beacon and Probe Response construction

When PMK-based AKE is enabled, an AP shall specify the following information elements in Beacons and Probe Response messages:

1. An RSN IE, with “PMK-based AKE” listed as one of the enabled RSN authenticated key management suites;

2. A Nonce IE. In a Beacon, this is the value of the GNonce associated with the current GTK. In a Probe Response it is a pseudo-random value the AP will cache for a brief period.

“Enabled” depends on two conditions: the MIB variable dot11PmkBasedAkeEnabled being set to TRUE, and the AP’s random number generator being initialised. When either condition fails, the AP shall not specify “PMK-based AKE” as an enabled RSN authenticated key management suite in the RSN IE, and shall not include a Nonce IE in its Beacons and Probe Responses. PMK-based AKE is said to be disabled if it is not enabled.

By including the Nonce IE in a Probe Response, the AP agrees to cache the nonce value for up to dot11PmkAkeTimeout milliseconds. The AP may cache this value for a shorter time the STA successfully uses this to establish an active protected channel.

Note it is an error for the AP to set the PMK-based AKE selector in its Probe Response or Beacon but no authenticated key management suite that distributes the PMK. This is because the STA and AP must rely on an alternate mechanism if PMK-based AKE fails.

8.5.8.3 Beacon and Probe Response interpretation

Informative Note. The requirements of this clause do not apply to a STA that does not implement PMK-based AKE.

When a STA receives a Beacon or Probe Response message specifying an RSN IE that includes the “PMK-based AKE” selector as an enabled RSN authenticated key management suite, it shall check whether the message also specifies a Nonce IE. If the message does not specify a Nonce IE, then the STA shall silently discard the message as a forgery, i.e., the STA shall not consider the message source as valid, as the source generated an invalid message.

Similarly, whan a STA receives a Beacon or Probe Response message specifying a Nonce IE but not an RSN IE or whose RSN IE does not include the “PMK-based AKE” selector among the enabed RSN authenticated key management suite, then the STA shall silently discard the message as a forgery.

If the message is syntactically correct—that is, the message both specifies an RSN IE with “PMK-based AKE” as an enabled RSN authenticated key management suite and a Nonce IE—then the STA may employ PMK-based AKE to reassociate with the AP that sourced the message. The STA may initiate a reassociation in this case, however, only if the message is a Probe Response, when the STA shall cache the Nonce field from the included Nonce IE to be used during reassociation. The STA may cache other information from either message as well, but this is outside the scope of PMK-based AKE. The STA identifies this cached information by BSSID.

Every non-AP STA shall age and then discard cache entries that are older than dot11PmkAkeTimeout. The recommended default value for dot11PmkAkeTimeout is 5000 milliseconds (5 seconds).

8.5.8.4 Reassociate Request construction

A STA shall not utilize PMK-based AKE unless it is already associated with an AP within the same ESS and unless the AP targeted for reassociation has advertised support for PMK-based AKE via a correctly formatted Beacon and Probe Response messages. A STA should not utilize PMK-based AKE except when it has reason to believe it shares a PMK with the targeted AP, such as it has recently pre-authenticated with the AP.

When a STA decides to use PMK-based AKE, it shall specify the following information elements in its Reassociate Request:

1. An RSN IE, with “PMK-based AKE” listed as the selected RSN authenticated key management suites;

2. A PMK Req IE, specified as follows:

a. The Key ID field shall be the Key ID of the PMK the STA believes it shares with the AP, see 8.5.1.4 above.

b. The ANonce field shall be the Nonce value cached from a Beacon or Probe Response received recently from the targeted AP; see 8.5.8.3 above. This value shall be the same used below to derive the PTK.

c. The SNonce field value shall be a pseudo-randomly generated 32 octet string.

d. The MIC field is computed as

MIC ( MIC(KCK, RSN-IESTA || KeyIDSTA),

where RSN-IESTA is the RSN IE the STA specifies in step (1) above, KeyIDSTA is the Key ID value specified in step (2a), the MIC algoithm is HMAC-SHA1-128, and KCK is the key confirmation key portion of the PTK, which, for PMK-based AKE, is computed as

PTK = KCK || KEK || TK ( PRF-X(PMK, BSSIDAP || MAC-AddrSTA || ANonce || SNonce)

Here “||” denotes string concatenation, BSSIDAP the MAC address of the AP, and MAC-AddrSTA the MAC address of the reassociating STA. X assumes the value 256+n, where n is the key size in bits for the pairwise key cipher suite specified by the RSN IE. Octets 0-15 (bits 0-127) of the derived PTK shall be the KCK, octets 16-31 (bits 128-255) of the PTK shall be the KEK, and octets 32 through 32+n/8 (bits 256 through 256+n) of the PTK shall be the TK.

HMAC-SHA1-128 is computed using HMAC-SHA1 and then truncating the output to the 16 least significant octets—that is, truncating to octets 0 through 15, using the conventions of 7.1.1

8.5.8.5 Reassociate Request interpretation

When an AP receives a Reassociate Request conveying a PMK Req IE, it shall take the following steps:

1. If PMK-based AKE is disabled at the AP, it shall reject the Request with the reason code “AKMP is not valid” (reason code 20).

2. Otherwise, if the Request does not include an RSN IE, it shall reject the Request with reason code “Invalid syntax” (reason code 24).

3. Otherwise, if the Request includes an RSN IE but the selected authenticated key management protocol is not “PMK-based AKE”, it shall reject the Request with a reason code “Inconsistent IEs” (reason code 25).

4. Otherwise, the AP checks whether the STA has authenticated using pre-RSN authentication. If the STA has, the AP shall reject the Request with reason code “Previous authentication no longer valid” (reason code 2).

5. Otherwise, if the AP has not cached a PMK it associates with the Request’s TA, it shall reject the Request with a Reason code “No PMK” (reason code 26).

6. Otherwise, if the AP has cached a PMK it associates with the Request’s TA, the AP computes the Key ID if it has not already done so; 8.5.1.4 specifies the Key ID computation for a given PMK and <AP, STA> pair. If the computed Key Id differs from the PMK Req IE ‘s Key ID field, then the AP rejects the Request with reason code “Inconsistent PMK” (reason code 27).

7. Otherwise, the AP checks that the cipher suites selected in the received RSN IE are enabled. If not, the AP rejects the Request with either reason code “Multicast Cipher not valid” (reason code 18) or “Unicast Cipher not valid” (reason code 19) as appropriate.

8. Otherwise, the AP determines whether it has cached the ANonce value from the PMK Req IE.  If not, the AP shall reject the request with reason code “Stale nonce” (reason code 28).

9. If the ANonce values is cached, then the AP shall compute the session PTK as

PTK = KCK || KEK || TK ( PRF-X(PMK, BSSIDAP || MAC-AddrSTA || ANonce || SNonce)

As before, “||” denotes string concatenation, BSSIDAP the TA the AP uses to send Beacons and Probe Responses, MAC-AddrSTA the TA from the Request, ANonce the PMK Req IE’s ANonce field value, and SNonce the PMK Req IE’s SNonce field value. X assumes the value 256+n, where n is the key size in bits for the pairwise key cipher suite specified by the RSN IE. Octets 0-15 (bits 0-127) of the derived PTK become the KCK, octets 16-31 (bits 128-255) of the PTK become the KEK, and octes 32 throught 32+n/8 (bits 256 throguh 256+n) of the PTK become the session TK.

Informative Note: The AP must use the ANonce value from the PMK Req IE to compute the PTK. Otherwise it is certain that the PTK the AP computes fails to match that computed by the STA.

Once it has computed the KCK, the AP checks the MIC field in the PMK Req IE. It does this by computing

MIC ( MIC(KCK, RSN-IESTA || KeyIDSTA),

where RSN-IESTA is the RSN IE from the received Request, KeyIDSTA is the PMK Req IE’s Key ID value, the MIC algoithm is HMAC-SHA1-128, and KCK is the key confirmation key portion of the PTK. If this value differs from that in the PMK Req IE, the AP rejects the Request with reason code “MIC failure” (reason code 14).

10. If all the preceding checks succeed, the AP shall not reject the Reassociate Request due to security. If it has not already done so, it shall bind the ANonce value to the association, so that this value cannot be used by any other association.

The AP treats all “sufficiently fresh” Requests it receives two or more times as retries, and all Requests that do not specify a sufficiently fresh ANonce values as replays. “Sufficiently fresh” means the AP still has the ANonce value cached. Note that a Reassociate Request cannot be a retry if the RSN IE and PMK Req IE it conveys are bit-wise identical to one received already within the lifetime of the referenced ANonce value.

8.5.8.6 Reassociate Response construction

When an AP decides to accept a Reassociate Request conveying a PMK Req IE, it shall construct the Reassociate Response as usual, with the following additional steps:

1. The AP shall set the Reassociate Response reason code to “Success” (reason code 0).

2. The AP shall specify in the Reassociated Response the current RSN IE it includes in its Beacons and Probe Responses.

Informative Note: In general the specified RSN IE can differ from that the STA received in a Beacon or Probe Response. In particular, the enabled suites or capabilities may have changed in the interim. The protocol definition ignores this problem, as suite identifiers and enabled capabilities remain unchanged in practice for very long periods of time.

3. The AP shall specify in the Reassociate Response a PMK Resp IE constructed as follows:

a. In the Key ID field, the KeyID value the AP uses to identify the PMK it shares with the STA.

b. The GTK Length field is set to the number of octets in the wrapped GTK. This value is pairwise cipher suite specific—defined values are 5 for WEP-40, 13 for WEP-104, 16 for TKIP, and 24 for both CCMP and WRAP.

c. In the Wrapped GTK field, the GTK wrapped under the KEK. 8.5.8.5 describes how the AP computes the KEK. The wrapped GTK value is constructed as follows:

i. When the selected pairwise cipher suite is TKIP, WEP-40, or TKIP, the GTK is wrapped by intializing RC4 using KEK. The first 256 bytes of the RC4 key stream shall be discarded following RC4 stream cipher initialization with the KEK, and encryption begins using the 257th key stream byte.
ii. When the selected pairwise cipher suite is CCMP or WRAP, use the NIST AES key wrap algorithm using KEK as the encryption key. RFC 3394 describes the NIST AES key wrap algorithm.

d. The RSC field shall be set to the current sequence number the AP uses to protect under the GTK.

e. The GNonce field shall be set to the GNonce used with the current GTK. Note this value may differ from that received in the PMK Req IE, as the AP might have changed the GTK since the STA selected a Beacon or Probe Response message to use to begin the protocol.

f. The PMK Resp IE’s MIC field shall be computed as

MIC ( MIC(KCK, RSN-IEAP || PMK-Resp-IE)

where RSN-IEAP is the RSN IE specified in step (1), and PMK-Resp-IE is the PMK Resp IE constructed in steps (2a)-(2e) above, with its MIC field initialised to 0. KCK denotes the Key Confirmation Key derived in 8.5.8.5, and the MIC function is HMAC-SHA1-128.

When it sends the Reassociated Response, the AP also installs the TK into 802.11, and signals the IEEE 802.1X Authenticator to unblock data traffic over this association.

8.5.8.7 Reassociate Response interpretation

If a STA receives a Reassociate Response specifying a PMK Req IE in a reply to a Reassociate Request that did not specify a PMK Req IE, the STA shall disassociate from the AP.

When a STA receives a Reassociate Response with reason code “Success” (0) replying to its Request specifying a PMK Req IE, it shall take the following steps:

1. If PMK-based AKE does not specify both an RSN IE and a PMK Resp IE, the STA shall do one of three things: silently discard the Response as a forgery and wait for the “real” reply, retry its Request, or disassociate from the AP.

2. If the RSN IE specified by the Response does not match the one the STA received in the Beacon or Probe Response, the STA shall do one of three things: silently discard the Response as a forgery, retry its Request, or disassociate from the AP.

3. If the Key ID field does not match that in the STA’s Request, the STA shall do one of three things: silently discard the Response as a forgery, retry its Request, or disassociate from the AP.

4. If the Key Length field does not match that of the group key cipher suites, the STA shall do one of three things: silently discard the Response as a forgery, retry its Request, or disassociate from the AP. The required Key Length value for the defined cipher suites are: 5 for WEP-40, 13 for WEP-104, 16 for TKIP, and 24 for both CCMP and WRAP.

5. The STA shall compute the PMK Resp IE’s MIC as

MIC ( MIC(KCK, RSN-IEAP || PMK-Resp-IE)

where RSN-IEAP is the RSN IE from the Response, and PMK-Resp-IE is the PMK Resp IE from the Response. To compute the MIC value, the STA saves the MIC value from the PMK Resp IE, then zeroes the MIC field. KCK denotes the Key Confirmation Key the STA derived in 8.5.8.4, and the MIC function is HMAC-SHA1-128.

If the MIC is not bitwise identical to that saved from the Resp IE’s MIC field, the STA may take one of three actions: silently discard the Response as a forgery, retry its Request, or disassociate from the AP.

If the MIC is bitwise identical to that in the received MIC field, the STA shall

a. Install the TK for this session into the IEEE 802.11 MAC;

b. Use the KEK it computed in 8.5.8.4 to unwrap the Wrapped Key field of the PMK Resp IE; 

c. Install the GTK for this session into the IEEE 802.11 MAC; and

d. Signal the local IEEE 802.1X Supplicant to unblock data traffic.

A STA shall limit to at most 10 the total number of retries of any Reassociate Request. A STA shall silently discard retried Reassociate Response messages after it has accepted one that confirms the present association.

Change Clause “10.3.7.1.2 Semantics of the service primitive” to the following: 

Add the following parameters to the MLME-REASSOCIATE.request primitive in Clause 10.3.7.1.2:

Authenticated Key Management selector,
Pairwise Key Cipher Suite selector,

PMK-based AKE flag


Add the following rows at the end of the table in Clause 10.3.7.1.2 defining the MLME-REASSOCIATE.request:

	Authenticated Key Management selector
	Integer
	As defined in RSN IE format
	The Authenticated Key Management Suite requested for this association

	Pairwise Key Cipher Suite selector
	Integer
	As defined in RSN IE format
	The Pairwise Key Cipher Suite requested for this association

	PMK-based AKE flag
	Boolean
	TRUE, FALSE
	TRUE if 802.11 should attempt to use PMK-based AKE while reassociating; otherwise FALSE


Change clause “10.3.7.3.2 Semantics of the service primitive” to the following:

Add the following parameters to the MLME-REASSOCIATE.indication primitive in Clause 10.3.7.3.2:

Authenticated Key Management selector,
Pairwise Key Cipher Suite selector,

PMK-based AKE flag


Add the following rows at the end of the table in Clause 10.3.7.3.2 defining the MLME-REASSOCIATE.indication:

	Authenticated Key Management selector
	Integer
	As defined in RSN IE format
	The Authenticated Key Management Suite requested for this association

	Pairwise Key Cipher Suite selector
	Integer
	As defined in RSN IE format
	The Pairwise Key Cipher Suite requested for this association

	PMK-based AKE flag
	Boolean
	TRUE, FALSE
	TRUE if 802.11 is using PMK-based AKE, otherwise FALSE


Add the following to clause “11.3.4 AP Reassociation procedures” 

If PMK-based AK is encabled, the AP shall also employ the procedures of 8.5.8.5.

Add the following to clause “Annex D MIB” 

-- the following two MIB variables are optional; they are implemented only in STAs and APs that implement

-- PMK-based AKE:

dot11PmkBasedAkeEnabled OBJECT-TYPE

SYNTAX

TruthValue

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"When this object is set to TRUE, this shall indicate that PMK-based AKE is enabled on this entity. The entity will advertise the RSN and Nonce Information Elements in its Beacons and Probe Responses. 

This object requires that dot11RSNEnabled be set to TRUE."

DEFAULT { TRUE }

::= { dot11PrivacyEntry 8 }

dot11PmkBasedAkeTimeout OBJECT-TYPE

SYNTAX

INTEGER

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"In a non-AP STA, this object represents the maximum number of milliseconds that a STA will cache an ANonce> value from an AP's Probe Response message before declaring it stale.

In an AP, this object represents the maximum age in milliseconds."

DEFAULT { 5000 } -- milliseconds

::= { dot11PrivacyEntry 9 }
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