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Abstract

Problem: The current text description of dot11RSNConfigMulticastCipher does not specify unambiguous behavior.

The current description says that the multicast cipher can be derived dynamically from the unicast cipher information (just choose the weakest cipher). It also says that a network administrator can override the multi-cast cipher. This makes it a bit unclear at startup whether the device should again derive the multicast cipher suite or not and/or whether network management overrode it. Also when the unicast cipher table changes, this may change the derived multicast cipher, but what should the implementation do when the multi-cast cipher was administratively set earlier? 

Arnoud Zwemmer identified this problem.

There appear to be two possible options:

(a) The multicast cipher must configured manually; eliminate the dynamic behavior,  or

(b) Another object must be provided to support dynamic behavior. If a ciphersuite value has been provisioned, it must be used.

Propose option (a) – Keep it simple.

Motion: Instruct the editor to replace the description in dot11RSNConfigMulticastCipher in Draft 2.5, Annex D to:
DESCRIPTION 

"This object indicates the multicast cipher suite the entity must use. The multicast cipher suite in the RSN Information Element shall take its value from this variable.
Reference (From Draft 2.5)

dot11RSNConfigMulticastCipher OBJECT-TYPE

SYNTAX

INTEGER { wep(1), tkip(2), wrap(3), ccmp(4) }

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This object indicates the multicast cipher suite the entity is currently using. The multicast cipher suite in the RSN Information Element shall take its value from this variable.

With the information from the unicast cipher suites table and the variable dot11RSNConfigTSNEnabled, the entity will often be able to deduce the least common denominator and set the multicast cipher suite accordingly. Therefore, this object may change value when either the unicast cipher suites table is modified or when the variable dot11RSNTSNEnabled is modified. The network administrator can always override the automatically selected multicast cipher suite by writing this object."  

 ::= { dot11RSNConfigEntry 4 }

Option (b)

If there is support for the approach described in option (b), here are proposed changes:

Motion: Instruct the editor to replace the description in dot11RSNConfigMulticastCipher with: 

DESCRIPTION 

"This object indicates the multicast cipher suite the entity is currently using. The multicast cipher suite in the RSN Information Element shall take its value from this variable.

With the information from the unicast cipher suites table and the variable dot11RSNConfigTSNEnabled, the entity will often be able to deduce the least common denominator and set the multicast cipher suite accordingly. Therefore, this object may change value when either the unicast cipher suites table is modified or when the variable dot11RSNTSNEnabled is modified."

And add the following MIB object, re-numbering the subsequent entries by 1:

dot11RSNConfigMulticastCipherProvisioned OBJECT-TYPE

SYNTAX

[no change]

MAX-ACCESS
read-write

STATUS

current

DESCRIPTION

"This object indicates the multicast cipher suite the entity is must use. The multicast cipher suite in the RSN Information Element shall take its value from this variable.

::= { dot11RSNConfigEntry 5 }
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