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Abstract

The following is a description of what needs to be changed in the mixing function text that would make it clearer and take out the unneeded transmission of the WEP seed from the encryptor to the decryptor.

Change 8.3.2.1.2  TKIP decapsulation from 

TKIP enhances the WEP decapsulation process with the following additional steps.

1 Before WEP decapsulating a received MPDU, TKIP extracts the TSC sequence number and key id from the WEP IV. TKIP discards a received MPDU that violates the sequencing rules, and otherwise uses the mixing function to construct the WEP seed.

to

TKIP enhances the WEP decapsulation process with the following additional steps.

1 Before WEP decapsulating a received MPDU, TKIP extracts the TSC sequence number and key id . TKIP discards a received MPDU that violates the sequencing rules, and otherwise uses the mixing function to construct the WEP seed.

Change 8.3.2.4.3  TKIP mixing function from

Phase 2 Definition. The inputs to the second phase of the temporal key mixing function shall be the output of the first phase (TTAK































































































































































































































































































































































































































































































































or) to the receiver (decryptor).  The rest of the TSC shall be conveyed in the EIV field, in big-Endian order.  The TK and TTAK values are represented as in Phase 1. The WEP seed is treated as an array of 8-bit values: Seed0…Seed15. The TSC shall be treated as an array of 16-bit value TSC0 TSC1 TSC2.

To 

Phase 2 Definition. The inputs to the second phase of the temporal key mixing function shall be the output of the first phase (TTAK) together with the TK and the TKIP sequence counter TSC. The TTAK is 80-bits in length. The TSC is 48 bits. Only the last 24 bits of TK are used in Phase 2. The output is the WEP seed, which is a per-packet key, and is 128-bits in length. The constructed WEP seed has an internal structure conforming to the WEP specification. The TK and TTAK values are represented as in Phase 1. The WEP seed is treated as an array of 8-bit values: Seed0…Seed15. The TSC shall be treated as an array of 16-bit value TSC0 TSC1 TSC2.
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