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Replace Appendix F.1 with the following text:

F.1 TKIP Temporal Key Mixing Function reference implementation and test vector

/****************************************************************/

/* 802.11 TKIP Key Mixing Test Vector Generator                 */

/* (c) 2002, Mobilian Corporation                               */

/* Author: David Johnston                                       */

/* Email: dj@mobilian.com                                       */

/* Version 0.1                                                  */

/****************************************************************/

/* Replace with IEEE Appropriate header text here               */

/****************************************************************/

#include <stdlib.h>

#include <stdio.h>

/********************************************/

/* Test Cases                               */

/* An array of test cases                   */

/********************************************/

#define NUM_TEST_CASES  8

unsigned long int test_case_pnl[] = {                /* least significant 2 bytes of pn */

                                        0x0000,

                                        0x0001,

                                        0xffff,

                                        0x0000,

                                        0x058c,

                                        0x058d,

                                        0x30f8,

                                        0x30f9

                                    };

unsigned long int test_case_pnh[] = {               /* most significant 4 bytes of pn */

                                        0x00000000, 

                                        0x00000000, 

                                        0x20dcfd43, 

                                        0x20dcfd44, 

                                        0xf0a410fc, 

                                        0xf0a410fc, 

                                        0x8b1573b7, 

                                        0x8b1573b7

                                    };

unsigned char keys[] =

{

    0x00,0x01,0x02,0x03,0x04,0x05,0x06,0x07,0x08,0x09,0x0A,0x0B,0x0C,0x0D,0x0E,0x0F,

    0x00,0x01,0x02,0x03,0x04,0x05,0x06,0x07,0x08,0x09,0x0A,0x0B,0x0C,0x0D,0x0E,0x0F,

    0x63,0x89,0x3B,0x25,0x08,0x40,0xB8,0xAE,0x0B,0xD0,0xFA,0x7E,0x61,0xD2,0x78,0x3E,

    0x63,0x89,0x3B,0x25,0x08,0x40,0xB8,0xAE,0x0B,0xD0,0xFA,0x7E,0x61,0xD2,0x78,0x3E,

    0x98,0x3A,0x16,0xEF,0x4F,0xAC,0xB3,0x51,0xAA,0x9E,0xCC,0x27,0x1D,0x73,0x09,0xE2,

    0x98,0x3A,0x16,0xEF,0x4F,0xAC,0xB3,0x51,0xAA,0x9E,0xCC,0x27,0x1D,0x73,0x09,0xE2,

    0xC8,0xAD,0xC1,0x6A,0x8B,0x4D,0xDA,0x3B,0x4D,0xD5,0xB6,0x54,0x38,0x35,0x9B,0x05,

    0xC8,0xAD,0xC1,0x6A,0x8B,0x4D,0xDA,0x3B,0x4D,0xD5,0xB6,0x54,0x38,0x35,0x9B,0x05

};

unsigned char transmitter_addr[] =

{

    0x10,0x22,0x33,0x44,0x55,0x66,

    0x10,0x22,0x33,0x44,0x55,0x66,

    0x64,0xF2,0xEA,0xED,0xDC,0x25,

    0x64,0xF2,0xEA,0xED,0xDC,0x25,

    0x50,0x9C,0x4B,0x17,0x27,0xD9,

    0x50,0x9C,0x4B,0x17,0x27,0xD9,

    0x94,0x5E,0x24,0x4E,0x4D,0x6E,

    0x94,0x5E,0x24,0x4E,0x4D,0x6E

};

/* The Sbox can be reduced to two 16 bit wide tables, each with 256 entries.*/

/* The second table is the same as the first but with the upper and lower   */

/* bytes swapped. To allow an endian tolerant implementation, the byte      */

/* halves have been expressed independently here.                           */

unsigned int Tkip_Sbox_Lower[256] =

    {

    0xA5,0x84,0x99,0x8D,0x0D,0xBD,0xB1,0x54,

    0x50,0x03,0xA9,0x7D,0x19,0x62,0xE6,0x9A,

    0x45,0x9D,0x40,0x87,0x15,0xEB,0xC9,0x0B,

    0xEC,0x67,0xFD,0xEA,0xBF,0xF7,0x96,0x5B,

    0xC2,0x1C,0xAE,0x6A,0x5A,0x41,0x02,0x4F,

    0x5C,0xF4,0x34,0x08,0x93,0x73,0x53,0x3F,

    0x0C,0x52,0x65,0x5E,0x28,0xA1,0x0F,0xB5,

    0x09,0x36,0x9B,0x3D,0x26,0x69,0xCD,0x9F,

    0x1B,0x9E,0x74,0x2E,0x2D,0xB2,0xEE,0xFB,

    0xF6,0x4D,0x61,0xCE,0x7B,0x3E,0x71,0x97,

    0xF5,0x68,0x00,0x2C,0x60,0x1F,0xC8,0xED,

    0xBE,0x46,0xD9,0x4B,0xDE,0xD4,0xE8,0x4A,

    0x6B,0x2A,0xE5,0x16,0xC5,0xD7,0x55,0x94,

    0xCF,0x10,0x06,0x81,0xF0,0x44,0xBA,0xE3,

    0xF3,0xFE,0xC0,0x8A,0xAD,0xBC,0x48,0x04,

    0xDF,0xC1,0x75,0x63,0x30,0x1A,0x0E,0x6D,

    0x4C,0x14,0x35,0x2F,0xE1,0xA2,0xCC,0x39,

    0x57,0xF2,0x82,0x47,0xAC,0xE7,0x2B,0x95,

    0xA0,0x98,0xD1,0x7F,0x66,0x7E,0xAB,0x83,

    0xCA,0x29,0xD3,0x3C,0x79,0xE2,0x1D,0x76,

    0x3B,0x56,0x4E,0x1E,0xDB,0x0A,0x6C,0xE4,

    0x5D,0x6E,0xEF,0xA6,0xA8,0xA4,0x37,0x8B,

    0x32,0x43,0x59,0xB7,0x8C,0x64,0xD2,0xE0,

    0xB4,0xFA,0x07,0x25,0xAF,0x8E,0xE9,0x18,

    0xD5,0x88,0x6F,0x72,0x24,0xF1,0xC7,0x51,

    0x23,0x7C,0x9C,0x21,0xDD,0xDC,0x86,0x85,

    0x90,0x42,0xC4,0xAA,0xD8,0x05,0x01,0x12,

    0xA3,0x5F,0xF9,0xD0,0x91,0x58,0x27,0xB9,

    0x38,0x13,0xB3,0x33,0xBB,0x70,0x89,0xA7,

    0xB6,0x22,0x92,0x20,0x49,0xFF,0x78,0x7A,

    0x8F,0xF8,0x80,0x17,0xDA,0x31,0xC6,0xB8,

    0xC3,0xB0,0x77,0x11,0xCB,0xFC,0xD6,0x3A

    };

unsigned int Tkip_Sbox_Upper[256] =

    {

    0xC6,0xF8,0xEE,0xF6,0xFF,0xD6,0xDE,0x91,

    0x60,0x02,0xCE,0x56,0xE7,0xB5,0x4D,0xEC,

    0x8F,0x1F,0x89,0xFA,0xEF,0xB2,0x8E,0xFB,

    0x41,0xB3,0x5F,0x45,0x23,0x53,0xE4,0x9B,

    0x75,0xE1,0x3D,0x4C,0x6C,0x7E,0xF5,0x83,

    0x68,0x51,0xD1,0xF9,0xE2,0xAB,0x62,0x2A,

    0x08,0x95,0x46,0x9D,0x30,0x37,0x0A,0x2F,

    0x0E,0x24,0x1B,0xDF,0xCD,0x4E,0x7F,0xEA,

    0x12,0x1D,0x58,0x34,0x36,0xDC,0xB4,0x5B,

    0xA4,0x76,0xB7,0x7D,0x52,0xDD,0x5E,0x13,

    0xA6,0xB9,0x00,0xC1,0x40,0xE3,0x79,0xB6,

    0xD4,0x8D,0x67,0x72,0x94,0x98,0xB0,0x85,

    0xBB,0xC5,0x4F,0xED,0x86,0x9A,0x66,0x11,

    0x8A,0xE9,0x04,0xFE,0xA0,0x78,0x25,0x4B,

    0xA2,0x5D,0x80,0x05,0x3F,0x21,0x70,0xF1,

    0x63,0x77,0xAF,0x42,0x20,0xE5,0xFD,0xBF,

    0x81,0x18,0x26,0xC3,0xBE,0x35,0x88,0x2E,

    0x93,0x55,0xFC,0x7A,0xC8,0xBA,0x32,0xE6,

    0xC0,0x19,0x9E,0xA3,0x44,0x54,0x3B,0x0B,

    0x8C,0xC7,0x6B,0x28,0xA7,0xBC,0x16,0xAD,

    0xDB,0x64,0x74,0x14,0x92,0x0C,0x48,0xB8,

    0x9F,0xBD,0x43,0xC4,0x39,0x31,0xD3,0xF2,

    0xD5,0x8B,0x6E,0xDA,0x01,0xB1,0x9C,0x49,

    0xD8,0xAC,0xF3,0xCF,0xCA,0xF4,0x47,0x10,

    0x6F,0xF0,0x4A,0x5C,0x38,0x57,0x73,0x97,

    0xCB,0xA1,0xE8,0x3E,0x96,0x61,0x0D,0x0F,

    0xE0,0x7C,0x71,0xCC,0x90,0x06,0xF7,0x1C,

    0xC2,0x6A,0xAE,0x69,0x17,0x99,0x3A,0x27,

    0xD9,0xEB,0x2B,0x22,0xD2,0xA9,0x07,0x33,

    0x2D,0x3C,0x15,0xC9,0x87,0xAA,0x50,0xA5,

    0x03,0x59,0x09,0x1A,0x65,0xD7,0x84,0xD0,

    0x82,0x29,0x5A,0x1E,0x7B,0xA8,0x6D,0x2C

    };

/*****************************/

/**** Function Prototypes ****/

/*****************************/

unsigned int tkip_sbox(unsigned int index);

unsigned int rotr1(unsigned int a);

/* Mixes key from TA, TK and TSC */ 

void mix_key(   unsigned char   *key,

                unsigned char   *ta,

                unsigned long int pnl,  /* Least significant 16 bits of PN */

                unsigned long int pnh,  /* Most significant 32 bits of PN */

                unsigned char   *rc4key,

                unsigned int *p1kout

            );

/************************************************************/

/* tkip_sbox()                                              */

/* Returns a 16 bit value from a 64K entry table. The Table */

/* is synthesized from two 256 entry byte wide tables.      */

/************************************************************/

unsigned int tkip_sbox(unsigned int index)

{

    unsigned int index_low;

    unsigned int index_high;

    unsigned int left, right;

    index_low = (index % 256);

    index_high = ((index >> 8) % 256);

    left = Tkip_Sbox_Lower[index_low] + (Tkip_Sbox_Upper[index_low] * 256);

    right = Tkip_Sbox_Upper[index_high] + (Tkip_Sbox_Lower[index_high] * 256);

    return (left ^ right);

};

/****************************************************/

/* mix_key()                                        */

/* Takes a key, PN and TK. Calculates an RC4 key.   */

/****************************************************/

unsigned int rotr1(unsigned int a)

{

    unsigned int b;

    if ((a & 0x01) == 0x01)

    {

        b = (a >> 1) | 0x8000;

    }

    else

    {

        b = (a >> 1) & 0x7fff;

    }

    b = b % 65536;

    return b;

}

void mix_key(   unsigned char   *key,

                unsigned char   *ta,

                unsigned long int pnl,  /* Least significant 16 bits of PN */

                unsigned long int pnh,  /* Most significant 32 bits of PN */

                unsigned char   *rc4key,

                unsigned int *p1k

            )

{

    unsigned int ttak0;    /* 16 bit numbers */

    unsigned int ttak1;

    unsigned int ttak2;

    unsigned int ttak3;

    unsigned int ttak4;

    unsigned int tsc0;

    unsigned int tsc1;

    unsigned int tsc2;

    unsigned int ppk0;

    unsigned int ppk1;

    unsigned int ppk2;

    unsigned int ppk3;

    unsigned int ppk4;

    unsigned int ppk5;

    int i;

    int j;

    tsc0 = (unsigned int)((pnh >> 16) % 65536);  /* tsc0 is most significant */

    tsc1 = (unsigned int)(pnh % 65536);

    tsc2 = (unsigned int)(pnl % 65536);          /* tsc2 is least significant */

    /* Phase 1, step 1 */

    p1k[0] = tsc1;

    p1k[1] = tsc0;

    p1k[2] = (unsigned int)(ta[0] + (ta[1]*256));

    p1k[3] = (unsigned int)(ta[2] + (ta[3]*256));

    p1k[4] = (unsigned int)(ta[4] + (ta[5]*256));

    /* Phase 1, step 2 */

    for (i=0; i<8; i++)

    {

        j = 2*(i & 1);

        p1k[0] =  (p1k[0] + tkip_sbox( (p1k[4] ^ ((256*key[1+j]) + key[j])) % 65536 )) % 65536;

        p1k[1] =  (p1k[1] + tkip_sbox( (p1k[0] ^ ((256*key[5+j]) + key[4+j])) % 65536 )) % 65536;

        p1k[2] =  (p1k[2] + tkip_sbox( (p1k[1] ^ ((256*key[9+j]) + key[8+j])) % 65536 )) % 65536;

        p1k[3] =  (p1k[3] + tkip_sbox( (p1k[2] ^ ((256*key[13+j]) + key[12+j])) % 65536 )) % 65536;

        p1k[4] =  (p1k[4] + tkip_sbox( (p1k[3] ^ (((256*key[1+j]) + key[j]))) % 65536 )) % 65536;

        p1k[4] = (p1k[4] + i) % 65536;

    }

    /* Phase 2, Step 1 */

    ppk0 = p1k[0];

    ppk1 = p1k[1];

    ppk2 = p1k[2];

    ppk3 = p1k[3];

    ppk4 = p1k[4];

    ppk5 = (p1k[4] + tsc2) % 65536;

    /* Phase2, Step 2 */

    ppk0 = ppk0 + tkip_sbox( (ppk5 ^ ((256*key[1]) + key[0])) % 65536);

    ppk1 = ppk1 + tkip_sbox( (ppk0 ^ ((256*key[3]) + key[2])) % 65536);

    ppk2 = ppk2 + tkip_sbox( (ppk1 ^ ((256*key[5]) + key[4])) % 65536);

    ppk3 = ppk3 + tkip_sbox( (ppk2 ^ ((256*key[7]) + key[6])) % 65536);

    ppk4 = ppk4 + tkip_sbox( (ppk3 ^ ((256*key[9]) + key[8])) % 65536);

    ppk5 = ppk5 + tkip_sbox( (ppk4 ^ ((256*key[11]) + key[10])) % 65536);

    ppk0 = ppk0 + rotr1(ppk5 ^ ((256*key[13]) + key[12]));

    ppk1 = ppk1 + rotr1(ppk0 ^ ((256*key[15]) + key[14]));

    ppk2 = ppk2 + rotr1(ppk1);

    ppk3 = ppk3 + rotr1(ppk2);

    ppk4 = ppk4 + rotr1(ppk3);

    ppk5 = ppk5 + rotr1(ppk4);

    /* Phase 2, Step 3 */

    rc4key[0] = (tsc2 >> 8) % 256;

    rc4key[1] = (((tsc2 >> 8) % 256) | 0x20) & 0x7f;

    rc4key[2] = tsc2 % 256;

    rc4key[3] = ((ppk5 ^ ((256*key[1]) + key[0])) >> 1) % 256;

    rc4key[4] = ppk0 % 256;

    rc4key[5] = (ppk0 >> 8) % 256;

    rc4key[6] = ppk1 % 256;

    rc4key[7] = (ppk1 >> 8) % 256;

    rc4key[8] = ppk2 % 256;

    rc4key[9] = (ppk2 >> 8) % 256;

    rc4key[10] = ppk3 % 256;

    rc4key[11] = (ppk3 >> 8) % 256;

    rc4key[12] = ppk4 % 256;

    rc4key[13] = (ppk4 >> 8) % 256;

    rc4key[14] = ppk5 % 256;

    rc4key[15] = (ppk5 >> 8) % 256;

}

/****************************************************/

/* main()                                           */

/* Iterate through the test cases, passing them     */

/* through the TKIP algorithm to produce test       */

/* vectors and verify decryption against encryption */

/****************************************************/

int main()

{

    int length;

    int test_case;

    int header_length;

    int payload_length;

    int a4_exists;

    int qc_exists;

    unsigned char plaintext_mpdu[3000];

    unsigned char ciphertext_mpdu[3000];

    /*unsigned char decrypted_mpdu[3000];*/

    unsigned char *key;

    unsigned char *ta;

    unsigned char rc4key[16];

    unsigned int p1k[5];

    unsigned long int iv32;

    unsigned int iv16;

    unsigned int i;

    for (i=0; i<16;i++) rc4key[i] = 0x00;

    for (test_case = 1; test_case < (NUM_TEST_CASES+1); test_case++)

    {

        printf ("\nTest vector #%d:\n",test_case);

        key = keys + (16 * (test_case-1));

        ta = transmitter_addr + (6 * (test_case-1));

        mix_key(    key,

                    ta,

                    test_case_pnl[test_case-1],

                    test_case_pnh[test_case-1],

                    rc4key,

                    p1k

                    );

        printf("TK    =");

        for (i=0; i<16; i++)

        {

            printf(" %02X", key[i]);

        }

        printf(" [LSB on left, MSB on right]\n");

        printf("TA    =");

        printf(" %02X", ta[0]);

        for (i=1; i<6; i++)

        {

            printf("-%02X", ta[i]);

        }

        printf("\n");

        printf("PN    = %08X%04X [transmitted as: ",

                test_case_pnh[test_case-1],

                test_case_pnl[test_case-1]);

        printf(" %02X %02X %02X DefKeyID",

                (test_case_pnl[test_case-1] % 256),

                (rc4key[1]),

                ((test_case_pnl[test_case-1] >> 8) % 256)

            );

        printf(" %02X %02X %02X %02X]\n",

                (test_case_pnh[test_case-1] % 256),

                ((test_case_pnh[test_case-1] >> 8) % 256),

                ((test_case_pnh[test_case-1] >> 16) % 256),

                ((test_case_pnh[test_case-1] >> 24) % 256)

            );

        printf("IV32  = %08X\n", test_case_pnh[test_case-1]);

        printf("IV16  = %04X\n", test_case_pnl[test_case-1]);

        printf("P1K   =");

        for (i=0; i<5; i++)

        {

            printf(" %04X", p1k[i]);

        }

        printf("\n");

        printf("RC4KEY=");

        for (i=0; i<16; i++)

        {

            printf(" %02X", rc4key[i]);

        }

        printf("\n");

    }

    return 0;

}

F.1.2 Test Vectors

The following output is provided to test implementations of the temporal key hash algorithm. All input and output values are shown in hexadecimal.

Test vector #1:

TK    = 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F [LSB on left, MSB on right]

TA    = 10-22-33-44-55-66

PN    = 000000000000 [transmitted as:  00 20 00 DefKeyID 00 00 00 00]

IV32  = 00000000

IV16  = 0000

P1K   = 3DD2 016E 76F4 8697 B2E8

RC4KEY= 00 20 00 33 EA 8D 2F 60 CA 6D 13 74 23 4A 66 0B

Test vector #2:

TK    = 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F [LSB on left, MSB on right]

TA    = 10-22-33-44-55-66

PN    = 000000000001 [transmitted as:  01 20 00 DefKeyID 00 00 00 00]

IV32  = 00000000

IV16  = 0001

P1K   = 3DD2 016E 76F4 8697 B2E8

RC4KEY= 00 20 01 90 FF DC 31 43 89 A9 D9 D0 74 FD 20 AA

Test vector #3:

TK    = 63 89 3B 25 08 40 B8 AE 0B D0 FA 7E 61 D2 78 3E [LSB on left, MSB on right]

TA    = 64-F2-EA-ED-DC-25

PN    = 20DCFD43FFFF [transmitted as:  FF 7F FF DefKeyID 43 FD DC 20]

IV32  = 20DCFD43

IV16  = FFFF

P1K   = 7C67 49D7 9724 B5E9 B4F1

RC4KEY= FF 7F FF 93 81 0F C6 E5 8F 5D D3 26 25 15 44 CE

Test vector #4:

TK    = 63 89 3B 25 08 40 B8 AE 0B D0 FA 7E 61 D2 78 3E [LSB on left, MSB on right]

TA    = 64-F2-EA-ED-DC-25

PN    = 20DCFD440000 [transmitted as:  00 20 00 DefKeyID 44 FD DC 20]

IV32  = 20DCFD44

IV16  = 0000

P1K   = 5A5D 73A8 A859 2EC1 DC8B

RC4KEY= 00 20 00 49 8C A4 71 FC FB FA A1 6E 36 10 F0 05

Test vector #5:

TK    = 98 3A 16 EF 4F AC B3 51 AA 9E CC 27 1D 73 09 E2 [LSB on left, MSB on right]

TA    = 50-9C-4B-17-27-D9

PN    = F0A410FC058C [transmitted as:  8C 25 05 DefKeyID FC 10 A4 F0]

IV32  = F0A410FC

IV16  = 058C

P1K   = F2DF EBB1 88D3 5923 A07C

RC4KEY= 05 25 8C F4 D8 51 52 F4 D9 AF 1A 64 F1 D0 70 21

Test vector #6:

TK    = 98 3A 16 EF 4F AC B3 51 AA 9E CC 27 1D 73 09 E2 [LSB on left, MSB on right]

TA    = 50-9C-4B-17-27-D9

PN    = F0A410FC058D [transmitted as:  8D 25 05 DefKeyID FC 10 A4 F0]

IV32  = F0A410FC

IV16  = 058D

P1K   = F2DF EBB1 88D3 5923 A07C

RC4KEY= 05 25 8D 09 F8 15 43 B7 6A 59 6F C2 C6 73 8B 30

Test vector #7:

TK    = C8 AD C1 6A 8B 4D DA 3B 4D D5 B6 54 38 35 9B 05 [LSB on left, MSB on right]

TA    = 94-5E-24-4E-4D-6E

PN    = 8B1573B730F8 [transmitted as:  F8 30 30 DefKeyID B7 73 15 8B]

IV32  = 8B1573B7

IV16  = 30F8

P1K   = EFF1 3F38 A364 60A9 76F3

RC4KEY= 30 30 F8 65 0D A0 73 EA 61 4E A8 F4 74 EE 03 19

Test vector #8:

TK    = C8 AD C1 6A 8B 4D DA 3B 4D D5 B6 54 38 35 9B 05 [LSB on left, MSB on right]

TA    = 94-5E-24-4E-4D-6E

PN    = 8B1573B730F9 [transmitted as:  F9 30 30 DefKeyID B7 73 15 8B]

IV32  = 8B1573B7

IV16  = 30F9

P1K   = EFF1 3F38 A364 60A9 76F3

RC4KEY= 30 30 F9 31 55 CE 29 34 37 CC 76 71 27 16 AB 8F



























































































































































































































































































































































































































