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To distinguish between editing instruction in the draft text that relate to the standard and editing instructions in this submission that relate to the draft text, the latter will be represented with a yellow background, like this.
Section 8.4.9 of the draft discusses using MAC addresses in a fashion that required their ‘magnitude’ to be compared.

IEEE 802 does not ascribe a numerical significance to the parts of an 802 address. In order that a magnitude comparison may be performed, the text must describe a mechanism to ascribe numerical significance to the octets and bits of an 802 address.

The following changes provide the necessary procedure.

Change text introducing section 8.4.9 to:
8.4.9  RSN key management in an IBSS

To establish a security association between two STAs in an IBSS, each STA shall support an IEEE 802.1X Authenticator and Supplicant, and each Authenticator initiates the 4-way handshake with the other STA’s Supplicant.

The 4-way handshake is used to negotiate the pairwise key cipher suites. This is accomplished by only the Authenticator whose STA has the lower MAC address setting the install bit in the RSN IE.
The lower MAC address can be determined by treating the MAC address as a 48 bit number, where octet 0 of the 802 address is treated as the LSB of the number and the other octets ordered accordingly. The two MAC addresses to be compared are considered to be two integers constructed as described and their relative magnitude is compared to determine which is the lower and which is the higher. 
Message 2 of this exchange contains a list of pairwise key cipher suites, and Message 3 contains a single unicast cipher. If this exchange negotiates a pairwise key cipher suite, IEEE 802.1X installs the temporal key portion of the Pairwise Transient Key into the IEEE 802.11 MAC. Each Authenticator also uses the PTK negotiated by the exchange it initiates to distribute its own Group Transient Key. Each Authenticator generates its own Group keys, and uses the Group Key handshake to transfer the GTK to other STAs with whom it has completed a 4-way handshake.

A STA’s IEEE 802.1X implementation shall check that the multicast cipher and AKMP matches that in Beacons and Probe Response received for the IBSS.




























































































































































































































































































































































































































