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To distinguish between editing instruction in the draft text that relate to the standard and editing instructions in this submission that relate to the draft text, the latter will be represented with a yellow background, like this.
Change text introducing section 5.2.2.2 to:
Add the following clause before clause “5.2.3 Area concepts” and after clause “5.2.2.1 Extended service set (ESS): The large coverage network”, renumbering the Figures as appropriate:

5.2.2.2  The Robust Security Network

A Robust Security Network provides a number of security features to the IEEE 802.11 architecture. These features notably include:

· enhanced authentication mechanisms for both APs and STAs;

· key management algorithms;

· dynamic cryptographic keys; and

· enhanced data encapsulation mechanism, called CCMP and, optionally, TKIP and WRAP.

An RSN makes extensive use of IEEE 802.1X protocols within the IEEE 802.11 MAC to provide the authentication and key management. This allows IEEE 802.11 to take advantage of work already done in other standards groups.
An RSN introduces new components into the IEEE 802.11 architecture. These components are only present in RSN systems.

The first new component is an IEEE 802.1X Port. IEEE 802.1X Ports are present on all STAs in an RSN. They reside above  MAC layer fragmentation and reassembly and all data traffic that flows through the RSN MAC also passes through the IEEE 802.1X Port. The 802.1X specification describes the internal structure of the IEEE 802.1X Port.


A second new component is the Authentication Server (AS). The AS is an entity that resides in the DS that participates in the authentication of all STAs (including APs) in the ESS. It may authenticate the elements of the RSN itself—i.e., the STAs and APs—or it may provide material that the RSN elements can use to authenticate each other. The AS communicates with the AA on each STA, enabling the STA to be authenticated to the ESS and vice versa. Mutual authentication of both the ESS and the STA is an important goal of the RSN.  It is important to note that the AS is a logical entity only; in real implementations it may be integrated into the same physical device as an AP, in order to accommodate low end markets such as the home and SoHo.





Delete text introducing section 5.2.5



Change text modifying section 5.4.2.2 to:
5.4.2.2 Association

Add the following paragraph after the second paragraph of clause “5.4.2.2 Association”:

Within an RSN this situation is slightly different. In an RSN 802.1X determines when to allow general data traffic across an 802.11 link. A single IEEE 802.1X Port maps to one association, and each association maps to an IEEE 802.1X Port. After association, the IEEE 802.11 implementation allows any and all data traffic to pass. The IEEE 802.1X Port, however, blocks general data traffic from passing between the STA and the AP until after an IEEE 802.1X authentication procedure has completed. Once IEEE 802.1X authentication completes, IEEE 802.1X unblocks to allow data traffic.

Change the text modifying section 5.4.3.1 to:
5.4.3.1 Authentication

Change the first sentence of the fourth paragraph of clause “5.4.3.1 Authentication” from:

IEEE 802.11 provides link-level authentication between 802.11 STAs.

to:

IEEE 802.11 supports link-level authentication between IEEE 802.11 STAs.

Add the following paragraphs between the sixth and seventh paragraphs of clause “5.4.3.1 Authentication”:

An RSN-capable IEEE 802.11 network also supports RSN authentication based on IEEE 802.1X. RSN authentication utilizes IEEE 802.1X protocols to authenticate STAs and the ESS with one another. An RSN allows a number of authentication algorithms to be utilized. The standard does not specify a mandatory-to-implement authentication protocol. In a pure RSN—that is, one deploying only RSN security mechanisms—only Open Authentication operates at the MAC sub layer itself. An RSN relies on the IEEE 802.1X framework, both to control MSDU flows and to carry the authentication protocols. In an RSN, the respective IEEE 802.1X Ports of both Access Points and STAs discard MSDUs before the peer is known to have been authenticated. In this associated but unauthenticated state, the IEEE 802.1X Ports permit only the selected Authentication protocol to flow across the IEEE 802.11 association.

Since a STA may encounter multiple ESSes, it is necessary to provide a way for a STA to identify the security domain of each, and to determine the authentication mechanisms each supports. If the ESS is an RSN, a STA can determine the authentication protocols in use though Beacons and Probe Responses. Furthermore, the RSN design provides a means by which a STA can indicate the authentication protocol it intends to use with the ESS. It should be noted that the choice of an acceptable authentication protocol is an issue for both APs and the STAs, since the goal of RSN authentication is mutual authentication between the ESS and the STA, not just authentication of the STA to an AP. Upon encountering an ESS, a STA determines if the authentication mechanisms—open, shared key, or RSN—supported by the AP suffice, given its own security requirements. A STA might choose not to associate with a particular ESS/AP for many reasons, among them being that the supported authentication mechanisms cannot achieve mutual authentication, or the ESS may constitute an un-trusted security domain. 

Change the text modifying section 5.4.3.2 to:
5.4.3.2 Deauthentication

Change the text of clause “5.4.3.2 Deauthentication” to:

The Deauthentication service is invoked whenever an existing Open or Shared Key Authentication is to be terminated. Deauthentication is an SS. In an RSN, since Open Authentication is always used, Deauthentication is still used. Deauthentication is unrelated to  RSN  authentication.
In an ESS , since authentication is a prerequisite for association, the act of Deauthentication causes the station to be disassociated. The Deauthentication service may be invoked by either authenticated party (non-AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused by either party. When an AP sends a Deauthentication notice to an associated STA, the association shall also be terminated.

In an RSN using RSN authentication, Deauthentication may result in the 802.1X controlled port for the station being disabled.
Change the text modifying section 5.4.3.3 to: 

5.4.3.3 Privacy

Add the following paragraph between the fourth and fifth paragraphs of “5.4.3.3 Privacy”:

IEEE 802.11 provides four cryptographic algorithms to protect data traffic. Two are based on the RC4 algorithm defined by RSA, and two are based on the Advanced Encryption Standard (AES). This standard refers to these as WEP, TKIP, CCMP and WRAP. A means is provided for stations to select the algorithm to be used for a given association.

Change the text modifying section 5.4.3.6 to:
5.4.3.6  Replay Detection

The replay detection mechanism defines a means by which a station that receives a unicast data packet from another station can ensure that the packet is not an unauthorized retransmission of a previously sent packet. This mechanism is available only to stations using CCMP, WRAP and TKIP.

Remove changes to the title and body of section 5.5:
Change the title of clause 5.5 from:

5.5  Relationships Between Services

to:

5.5  Relationships Among Services



Change the text modifying section 5.6:
5.6 Differences between ESS and IBSS LANs

Add the following paragraphs at the end of Clause “5.6 Differences between ESS and IBSS LANs”:

In an IBSS each STA must define and implement its own security model, and each STA must trust the other STAs to implement and enforce a security model compatible with its own. In an ESS the AP enforces a uniform security model.

In an ESS the STA initiates all associations. In an IBSS a STA must be prepared for other STAs to initiate communications. Thus, a STA in an IBSS can negotiate the security algorithms it desires to use when it accepts an association initiated by another station, while in an ESS the AP always chooses the security suite being used.

In an RSN ESS, the AP offloads the authentication decision to an authentication server, while in an IBSS each STA must make its own authentication decision regarding each peer. There is no architectural difference between the two, as in the IBSS case, every STA implements its own Authentication Server.

Delete changes to section 5.8:
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