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To distinguish between editing instruction in the draft text that relate to the standard and editing instructions in this submission that relate to the draft text, the latter will be represented with a yellow background, like this.
Change text introducing section 5.2.2.2 to:
Add the following clause before clause “5.2.3 Area concepts” and after clause “5.2.2.1 Extended service set (ESS): The large coverage network”, renumbering the Figures as appropriate:

5.2.2.2  The Robust Security Network

A Robust Security Network provides a number of security features to the IEEE 802.11 architecture. These features notably include:

· enhanced authentication mechanisms for both APs and STAs;

· key management algorithms;

· dynamic cryptographic keys; and

· enhanced data encapsulation mechanism, called CCMP and, optionally, TKIP and WRAP.

An RSN makes extensive use of IEEE 802.1X protocols IEEE 802.11 SME to provide the authentication and key management. This allows IEEE 802.11 to take advantage of work already done in other standards groups.
An RSN introduces new components into the IEEE 802.11architecture. These components are only present in RSN systems.

The first new component is an IEEE 802.1X Port. IEEE 802.1X Ports are present on all STAs in an RSN. They reside above  MAC layer fragmentation and reassembly and all data traffic that flows through the RSN MAC also passes through the IEEE 802.1X Port. The 802.1X specification describes the internal structure of the IEEE 802.1X Port.


A second new component is the Authentication Server (AS). The AS is an entity that resides in the DS that participates in the authentication of all STAs (including APs) in the ESS. It may authenticate the elements of the RSN itself—i.e., the STAs and APs—or it may provide material that the RSN elements can use to authenticate each other. The AS communicates with the AA on each STA, enabling the STA to be authenticated to the ESS and vice versa. Mutual authentication of both the ESS and the STA is an important goal of the RSN.  It is important to note that the AS is a logical entity only; in real implementations it may be integrated into the same physical device as an AP, in order to accommodate low end markets such as the home and SoHo.





Delete text introducing section 5.2.5



Change text modifying section 5.4.2.2 to:
5.4.2.2 Association

Add the following paragraph after the second paragraph of clause “5.4.2.2 Association”:

Within an RSN this situation is slightly different. In an RSN 802.1X determines when to allow general data traffic across an 802.11 link. A single IEEE 802.1X Port maps to one association, and each association maps to an IEEE 802.1X Port. After association, the IEEE 802.11 implementation allows any and all data traffic to pass. The IEEE 802.1X Port, however, blocks general data traffic from passing between the STA and the AP until after an IEEE 802.1X authentication procedure has completed. Once IEEE 802.1X authentication completes, IEEE 802.1X unblocks to allow data traffic. In the case that a cipher suite has been negotiated, non protected data traffic will be blocked.
5.4.2.3 Reassociation

Add the following paragraphs to the end of clause “5.4.2.3 Reassociation”:

As in the case of Association, an AP in an RSN maps a Reassociation to an IEEE 802.1X Port. Although the 802.1X Ports on the STA and AP allows a 802.1X protocol to traverse the link, they block other data traffic over the link until the 802.1X signals it has completed successfully.

Remove Changes to section 5.4.2.4:




Change the text modifying section 5.4.3.1 to:
5.4.3.1 Authentication

Change the first sentence of the fourth paragraph of clause “5.4.3.1 Authentication” from:

IEEE 802.11 provides link-level authentication between 802.11 STAs.

to:

IEEE 802.11 supports link-level authentication between IEEE 802.11 STAs.

Add the following paragraphs between the sixth and seventh paragraphs of clause “5.4.3.1 Authentication”:

An RSN-capable IEEE 802.11 network also supports RSN authentication based on IEEE 802.1X. RSN authentication utilizes IEEE 802.1X protocols to authenticate STAs and the ESS with one another. An RSN allows a number of authentication algorithms to be utilized. The standard does not specify a mandatory-to-implement authentication protocol. 
Since a STA may encounter multiple ESSes, it is necessary to provide a way for a STA to identify the security domain of each, and to determine the authentication mechanisms each supports. If the ESS is an RSN, a STA can determine the authentication protocols in use though Beacons and Probe Responses. Furthermore, the RSN design provides a means by which a STA can indicate the authentication protocol it intends to use with the ESS. It should be noted that the choice of an acceptable authentication protocol is an issue for both APs and the STAs, since the goal of RSN authentication is mutual authentication between the ESS and the STA, not just authentication of the STA to an AP. Upon encountering an ESS, a STA determines if the authentication mechanisms—open, shared key, or RSN—supported by the AP suffice, given its own security requirements. A STA might choose not to associate with a particular ESS/AP for many reasons, among them being that the supported authentication mechanisms cannot achieve mutual authentication, or the ESS may constitute an un-trusted security domain. 

Change the text modifying section 5.4.3.2 to:
5.4.3.2 Deauthentication

Change the text of clause “5.4.3.2 Deauthentication” to:

The Deauthentication service is invoked whenever an existing Open, Shared Key or RSN authentication is to be terminated. Deauthentication is an SS. 
In an ESS since authentication is a prerequisite for association, the act of Deauthentication causes the station to be disassociated. The Deauthentication service may be invoked by either authenticated party (non-AP STA or AP). Deauthentication is not a request; it is a notification. Deauthentication shall not be refused by either party. When an AP sends a Deauthentication notice to an associated STA, the association shall also be terminated.

In an RSN using RSN authentication, Deauthentication may result in the 802.1X controlled port for the station being disabled.
Change the text modifying section 5.4.3.3 to: 

5.4.3.3 Privacy

Add the following paragraph between the fourth and fifth paragraphs of “5.4.3.3 Privacy”:

IEEE 802.11 provides four cryptographic algorithms to protect data traffic. Two are based on the RC4 algorithm defined by RSA, and two are based on the Advanced Encryption Standard (AES). This standard refers to these as WEP, TKIP, CCMP and WRAP. A means is provided for stations to select the algorithm to be used for a given association.

Change the text modifying section 5.4.3.6 to:
5.4.3.6  Replay Detection

The replay detection mechanism defines a means by which a station that receives a unicast data packet from another station can ensure that the packet is not an unauthorized retransmission of a previously sent packet. This mechanism is available only to stations using CCMP, WRAP and TKIP.

Remove changes to the title and body of section 5.5:








1) 
· 
· 
Change the text modifying section 5.6:
5.6 Differences between ESS and IBSS LANs

Add the following paragraphs at the end of Clause “5.6 Differences between ESS and IBSS LANs”:

In an IBSS each STA must define and implement its own security model, and each STA must trust the other STAs to implement and enforce a security model compatible with its own. In an ESS the AP enforces a uniform security model.

In an ESS the STA initiates all associations. In an IBSS a STA must be prepared for other STAs to initiate communications. Thus, a STA in an IBSS can negotiate the security algorithms it desires to use when it accepts an association initiated by another station, while in an ESS the AP always chooses the security suite being used.

In an RSN ESS, the AP offloads the authentication decision to an authentication server, while in an IBSS each STA must make its own authentication decision regarding each peer. There is no architectural difference between the two, as in the IBSS case, every STA implements its own Authentication Server.

Delete changes to section 5.7.6:





Delete changes to section 5.7.7:





Delete changes to section 5.8:








Change the text modifying section 5.9, 5.9.1 and 5.9.2 to:
Add the following clauses after Clause “5.8 Reference model”, renumbering the Figures as appropriate:

5.9  IEEE 802.11 and IEEE 802.1X

An RSN relies on an IEEE 802.1X entity within the SME to provide authentication and key management services. With this model, decisions as to which packets are permitted onto the DS are made by the IEEE 802.1X entity in addition to the IEEE 802.11 MAC entity. 

Given the key role of IEEE 802.1X, a brief summary of IEEE 802.1X and its use with IEEE 802.11 is presented here.

5.9.1  IEEE 802.1X (Informative)

Devices that attach to a LAN, referred to as Systems, have one or more points of attachment to the LAN, referred to as Ports.

The Ports of a System provide the means whereby the System can access services offered by other Systems reachable via the LAN, and also provide the means whereby it can export services to other Systems reachable via the LAN. Port based network access control allows the operation of a System’s Port(s) to be controlled in order to ensure that access to its services is only permitted by Systems that are authorized to do so.

For the purposes of describing the operation of Port based access control, a Port of a System is able to adopt one of two distinct roles within an access control interaction:

a) Authenticator. The Port configured to enforce authentication and authorization before allowing access to services that are accessible via that Port adopts the Authenticator role;

b) Supplicant. The Port configured to access the services offered by the Authenticator’s system adopts the Supplicant role.

A further System role is described:

c) Authentication Server. The Authentication Server performs the authentication function necessary to check the credentials of the Supplicant on behalf of the Authenticator, and indicates whether or not the Supplicant is authorized to access the Authenticator’s services.

As can be seen from these descriptions, all three roles are necessary in order to complete an authentication exchange. A given System can be capable of adopting one or more of these roles; for example, an Authenticator and an Authentication Server can be co-located within the same System, allowing that System to perform the authentication function without the need for communication with an external server. Similarly, a Port can adopt the Supplicant role in some authentication exchanges, and the Authenticator role in others. An example of the latter might occur when a STA acts in the role of a Supplicant in a BSS, but as either the Supplicant or the Authenticator in an IBSS.

A Port Access Entity (PAE) operates the Algorithms and Protocols associated with the authentication mechanisms for a given Port of the System.

In the Supplicant role, the PAE is responsible for responding to requests from an Authenticator for information that will establish its credentials. The PAE that performs the Supplicant role in an authentication exchange is known as the Supplicant PAE.

In the Authenticator role, the PAE is responsible for communication with the Supplicant, and for submitting the information received from the Supplicant to a suitable Authentication Server in order for the credentials to be checked, and for the consequent authorization state to be determined. The PAE that performs the Authenticator role in an authentication exchange is known as the Authenticator PAE.

The Authenticator PAE controls the authorized/unauthorized state of its controlled Port depending upon the outcome of the authentication process.

Figure 2 illustrates that the operation of Port based access control has the effect of creating two distinct points of access to the Authenticator System’s point of attachment to the LAN. One point of access allows the uncontrolled exchange of PDUs between the System and other Systems on the LAN, regardless of the authorization state (the uncontrolled Port); the other point of access allows the exchange of PDUs only if the current state of the Port is Authorized (the controlled Port). The uncontrolled and controlled Ports are considered to be part of the same point of attachment to the LAN; any frame received on the physical Port is made available at both the controlled and uncontrolled port, subject to the authorization state associated with the controlled Port.

The point of attachment to the LAN can be provided by any physical or logical Port that can provide a one-to-one connection to a Supplicant System. For example, the point of attachment could be provided by a single LAN MAC in a switched LAN infrastructure. In LAN environments where the MAC method allows the possibility of a one-to-many relationship between an Authenticator and a Supplicant (for example, in shared media environments), the creation of a distinct association between a single Supplicant and a single Authenticator is a necessary pre-condition in order for the access control mechanisms described in this standard to function. An example of such an association would be an IEEE 802.11 association between a station and an access point.


[image: image3.wmf] 

LAN

 

Authenticator System 1

 

Controlled Port

 

Uncontrolled Port

 

Port unauthorized

 

LAN

 

Authenticator System 2

 

Controlled Port

 

Uncontrolled Port

 

Port authorized

 


Figure 13

Figure 2 – Uncontrolled and controlled Ports

5.9.2  IEEE 802.11 usage of 802.1X

IEEE 802.11 depends upon IEEE 802.1X to control the flow of MSDUs between the DS and unauthorized stations by use of the controlled/uncontrolled port model outlined above. EAP authentication packets (contained in IEEE 802.11 MAC MMPDU frames of type management, subtype authentication) are passed to the IEEE 802.1X authenticator via the uncontrolled port. IEEE 802.11 MAC data frames are passed (or blocked) via the controlled port. Each association between a pair of stations creates a unique IEEE 802.1X “port,” and authentication takes place relative to that port alone.

IEEE 802.11 depends upon IEEE 802.1X to change its cryptographic keys. IEEE 802.1X may choose to change the keys for a variety of reasons. Some of the reasons include elapsed time or when a certain number of packets have been transmitted or received. 

Change table 13 in section 7.2.3.10 to:
	Order
	Information
	Notes

	1
	Authentication algorithm number
	

	2
	Authentication transaction sequence number
	

	3
	Status code
	The status code information is reserved an set to 0 in certain authentication frames as defined in Table 14

	4
	Challenge text
	The challenge text information is only present in certain authentication frames as defined in Table 14

	4
	802.1X message
	802.1X message information is only present in authentication frames pertaining to the IEEE 802.1X Authentication algorithm


Change table 14 in section 7.2.3.10 to:
	Authentication algorithm
	Authentication transaction sequence number
	Status Code
	Challenge text
	802.1X Message

	Open System
	1
	Reserved
	Not Present
	Not Present

	Open System
	2
	Status
	Not Present
	Not Present

	Shared Key
	1
	Reserved
	Not Present
	Not Present

	Shared Key
	2
	Status
	Present
	Not Present

	Shared Key
	3
	Reserved
	Present
	Not Present

	Shared Key
	4
	Status
	Not Present
	Not Present

	RSN
	n (n = 1, 2, …)
	Status
	Not Present
	Present


Change section 7.3.1.1 to:
7.3.1.1 Authentication Algorithm Number field

The Authentication Algorithm Number field indicates a single authentication algorithm. The length of the Authentication Algorithm Number field is 2 octets. The Authentication Algorithm Number field is illustrated in Figure 24. The following values are defined for authentication algorithm number:

Authentication algorithm number = 0: Open System

Authentication algorithm number = 1: Shared Key
Authentication algorithm number = 2 : RSN
All other values of authentication number are reserved.
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Figure 24—Authentication Algorithm Number fixed field
Change section 7.3.1.4 to:
7.3.1.4 Capability Information field

Change “Figure 27 – Capability Information Fixed Field” to add B11 which is “Robust Security”.

  B0       B1         B2             B3             B4         B5                              B10     B11    B12                        B15

	ESS
	IBSS
	CF Pollable
	CF Poll Request
	Privacy
	Reserved
	RSN
	Reserved


Figure 3—Capability Information fixed field

Add the following paragraphs to Clause 7.3.1.4:

RSN-capable APs shall assert the Enhanced Security Subfield (B11) of the Capability Information field to 1 in Beacon and Probe Response Management frames, to indicate support for enhanced security negotiation. RSN-capable APs also assert this bit in Association and Reassociation Responses to Association and Reassociation Requests with the bit set. RSN-capable APs do not assert this bit in Probe, Association, or Reassociation Responses to Probe, Association, Reassociation Requests that do not assert the bit.

RSN-capable STAs in ESS mode set the Enhanced Security subfield to 1 in Association and Reassociation messages sent to APs that assert the bit in their own Beacons and Probe Responses; they can always assert the bit in any of these messages, to indicate support for enhanced security negotiation. 

When the Robust Security Subfield is asserted, the Privacy Subfield shall also be asserted as well, meaning that privacy is always required in an RSN.


Change Table 19 in section 7.3.1.9 to:
Table 19—Status codes

	Status Code
	Meaning

	0
	Successful

	1
	Unspecified failure

	2-9
	Reserved

	10
	Cannot support all requested capabilities in the Capability Information field

	11
	Reassociation denied due to inability to confirm that association exists

	12
	Association denied due to reason outside the scope of this standard

	13
	Responding station does not support the specified authentication algorithm

	14
	Received an Authentication frame with authentication transaction sequence number out of expected sequence

	15
	Authentication rejected because of challenge failure

	16
	Authentication rejected due to timeout waiting for next frame in sequence

	17
	Association denied because AP is unable to handle additional associated stations

	18
	Association denied due to requesting station not supporting all of the data rates in the BSSBasicRateSet parameter

	19
	RSN Authentication in progress

	20-65,535
	Reserved


Add section 7.3.2.9:
7.3.2.9 802.1 Message element

The 802.1X Message element contains an IEEE 802.1X authentication message. See figure 43.
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Figure 43—802.1X Message element

Change section 8.1.1 to:
8.1.1 Security components

Pre-RSN security consists of two basic subsystems:

· WEP privacy, to encapsulate data, and

· IEEE 802.11 authentication.

8.2.2.1 describes WEP, while 8.2.3.1 describes the 802.11 authentication procedures.

RSN security consists of two basic subsystems:

· Data privacy mechanism:

· TKIP, to provide minimally adequate level of data privacy for pre-RSN hardware conforming to the 1999 issue of this standard;

· WRAP, an optional AES-based protocol, to provide robust data privacy for the long term; and

· CCMP, another AES-based protocol, to provide robust data privacy. Any implementation claiming to provide security shall implement CCMP

· Security association management:

· RSN negotiation procedures, to establish a security context;

· An authentication algorithm using IEEE 802.1X methods;
· IEEE 802.1X key management, to provide cryptographic keys;

Change section 8.1.5 to:
8.1.5  Operation

RSN supports two models of operation. One model is based on IEEE 802.1X authentication, while the other depends on a global pre-shared key.

RSN-capable STAs use Beacons and Probe request to identify other RSN-capable peer STAs. When the peer indicates it is RSN-capable, the STA shall implement the following sequence of procedures in the IEEE 802.1X authentication model:

1. First it determines the available group key cipher suites pairwise key ciphersuites and authenticated key management cipher suites from the information presented in the RSNE.
2. It authenticates to the peer using the RSN authentication mechanism. Sections 8.4.6 and 8.4.7 describe the IEEE 802.11 use of IEEE 802.1X authentication.
3. 
4. During the RSN authentication, it negotiates the cipher suites to be used and executes a key exchange algorithm, based on the IEEE 802.1X EAPOL Rekey protocol. Clause 8.5 describes the IEEE 802.11 use of IEEE 802.1X key management, to obtain temporal keys.

5. The STA associates with the peer

6. Finally, it uses the agreed upon temporal keys and cipher suites to protect the data traffic. 8.3.2, 8.3.3, and 8.3.4 describe the three defined data RSN encapsulation mechanisms.

If the peer fails to indicate it is RSN-capable, the STA may fall back to the following procedures:

1. first uses 1999 IEEE 802.11 (Pre-RSN) authentication;

2. followed by association;

3. optionally followed by use of legacy WEP.

8.2.3.1 describes pre-RSN authentication, while 8.2.2.1 describes WEP.

If the BSS is based on a global pre-shared key, the STA instead executes the following sequence of procedures:

1. It runs the Clause 8.5 the key exchange, to establish pairwise and group keys and cipher suites. It uses the global pre-shared key as the pairwise master key for each such exchange

2. It uses the established keys and cipher suites to protect the link.

Change section 8.1.6 to:
8.1.6  RSN assumptions and constraints

RSN assumes:

1. Mutual authentication of the IEEE 802.1X AS and the STA. This assumption is intrinsic to IEEE 802.11 LANs and cannot be removed without compromising security.

2. In particular, the mutual authentication requirement implies an unspecified prior enrollment process, as the STA must be able to identify the ESS or IBSS as an entity that it regards as genuinely trustworthy. The non-secured IEEE 802.11 model of promiscuous roaming does not and cannot provide security in a WLAN. This assumption is intrinsic to IEEE 802.11 and cannot be removed without compromising security.

Informative Note: This assumption complicates some business models, such as those used by 802.11 hot spot providers, but this in no way eliminates the assumption. Enrollment can be indirect, e.g., an organization might use a PKI for authentication, signing the hot spot provider’s certificate with a key STAs from their organization trust. Such a signing key can only be employed for this one purpose—certifying that the bearer’s is a party trusted to enforce the signer’s security policy—or security of the WLAN is lost. In practice service level agreements and auditing will be needed to be able to verify that the provider actually enforces the security policy delegated in this manner.

3. RSN assumes that either the mutual authentication is strong or is somehow shielded from unauthorized reception. This assumption is intrinsic to IEEE 802.11 LANs and cannot be removed without compromising security.

4. Authentication derives a fresh—i.e., never before used—session key.

5. In an ESS all APs lie entirely within the security boundary surrounding the IEEE 802.1X AS. This is a very strong configuration constraint. In practice this implies that either the IEEE 802.1X server is embedded in the AP, or else the AP is physically secure (e.g., physical access to the AP is controlled; access—both physical and by network—to the DS is controlled; the AP shielded from all unauthorized radio transmissions, etc.), and the communication channel between the AS and the AP lies entirely within the security boundary as well.

6. 
7. Key generation of a 256-bit key at the Supplicant and Authentication Server for use by the Supplicant and Authenticator.

Change section 8.4 and 8.4.1 to:
8.4  RSN security association management

8.4.1  Security association life cycle

IEEE 802.11 uses the notion of a security association to describe secure operation. Secure communications are possible only within the context of a security association, as this is the context providing the state—cryptographic keys, counters, sequence spaces, etc.—needed for correct operation of the IEEE 802.11 cipher suites.

The life cycle of a security association is naturally intertwined with the other IEEE 802.11 mechanisms. A STA can operate in either an ESS or in an IBSS, and a security association has a distinct life cycle for each.

In an ESS there are two cases: initial contact between the STA and the ESS, and roaming by the STA within the ESS. A STA and AP establish an initial security association via the following steps:

1. The STA selects an authorized ESS by selecting among APs that advertise an appropriate SSID.

Informative note: Advertising the SSID plays a crucial security function. If the STA does not know the SSID of some AP, it either must decline communication, or it has to guess the ESS of the AP. When the AP is not authorized, then the STA might present all of its credentials in an effort to find some that allow it to authenticate. This can result in unintended identity disclosure of the STA to the unauthorized AP.

Advertising the SSID also provides an important performance optimization. Without advertisements, if the AP is indeed authorized, the STA on average must present half its credentials before locating the correct ones at initial contact.

2. The STA then uses IEEE 802.11 RSN authentication. The STa’s Authenticator shall initiate IEEE 802.1X authentication. The authentication will be mutual, as the STA needs assurance that the AP belongs to the authorized network and is not a rogue.

3.  


4. During authentication, cryptographic keys are shared between the IEEE 802.1X AS and the STA. The AS distributes these keys to the AP, and the AP and STA use two key confirmation handshakes, called the 4-way handshake and group key handshake, to complete security association establishment. The key confirmation handshakes indicate when the link has been secured by the keys, so is safe to associate and allow normal data traffic.
5. The STA associates to the AP. Normal data traffic shall be protected using the transient keys that were exchanged during authentication.

Informative Note: Any secure network cannot support promiscuous association as in unsecured operation of IEEE 802.11. A trust relationship must exist between the STA and the target SSID prior to association and secure operation, in order for the association to be trustworthy. The reason is that an attacker can deploy a rogue access point just as easily as a legitimate network provider, so some sort of prior enrollment procedure is necessary to establish credentials between the ESS and the STA.


Informative note: The Supplicant of a STA should silently discard IEEE 802.1X messages not received from the AP.

 A STA roaming within an ESS establishes a new security association by one of two schemes:

1. IEEE 802.1X authenticating to a new AP followed by (Re)association to the AP.. In this case the station repeats the same actions as for an initial contact association, but it also uses the MLME-DELETEKEYS.request to remove the cryptographic key from the IEEE 802.11 MAC when it roams from the old AP. The STA also deletes the cryptographic keys when it disassociates/deauthenticates from all BSSIDs in the ESS.

2. A STA already associated with the ESS can instead request its IEEE 802.1X Management Entity to authenticate with a new AP before associating to that new AP. In this case the Management Entity can request its IEEE 802.1X Supplicant to send an AuthenticationRequest to an AP with which it is not associated. The STA’s IEEE 802.11 Management Entity delays Reassociation with the new AP until IEEE 802.1X authentication completes. If IEEE 802.1X authentication completes, then cryptographic keys shared between the new AP and the STA will be installed, creating an environment where Reassociation without a preceeding  IEEE 802.1X full authentication makes sense.

The MLME-DELETKEYS.request terminates a security association on the local STA. This primitive destroys the cryptographic keys established for the security association, so that they cannot be used to protect further IEEE 802.11 traffic. A STA’s IEEE 802.11 Management Entity uses this primitive in one of two situations: when it disassociates or deauthenticates from an AP in an ESS, and when it associates to a new AP.

The life cycle of a security association is different in an IBSS. When explicit authentication is not used, a STA sets the AuthenticationRequest variable to request that its IEEE 802.1X implementation initiate the 4-way handshake of 8.5 with a Pre-Shared Key (PSK) with IBSS peer STAs it encounters. A STA should use this primitive when it encounters another STA belonging to the IBSS with which it has no security association.

Informative Note: A STA can receive 802.1X messages from a previously unknown MAC address. Membership in the IBSS is determined by the peer STA’s ability to use the correct PSK.

Informative Note: Any STA targeted from the IBSS may decline to form a security association with the joining STA. An attempt to form a security association may also fail because, e.g., the peer uses a different pre-shared key.

In an IBSS each STA defines its own group key to secure its broadcast/multicast transmissions. After establishing a security association, each STA shall use the Group Key Handshake to distribute its transmit Group Key to its new peer STA. 

A security association terminates in an IBSS in the same way it does in an ESS, by the IEEE 802.11 Management Entity invoking the MLME-DELETEKEYS.request primitive.

Informative Note: A STA should remove all association state and send a deauthenticate message if it receives an MLME-DELETEKEYS.request.

Change section 8.4.2 to:
 8.4.2 RSN selection

In an RSN or a TSN STAs (including APs) shall advertise their capabilities by asserting the Robust Security bit of the Capabilities Information Field in Beacon and Probe Response messages. In an RSN a STA may also include the RSN Information Element (RSN IE, see 7.3.2.17) in Beacons, and Probe Responses. When doing so, the included RSN IE shall specify all the authentication and cipher suites enabled by its policy. An RSN-capable STA operating as part of a TSN may omit the RSN IE from its Beacons and Probe Responses. A STA shall not advertise any authentication or cipher suite that is not enabled and that it will not agree to use.

An RSN IE used to advertise IBSS capabilities shall specify no an authentication suite—i.e., it shall omit the authentication suite from the RSN IE—“None” as the group key cipher suite, and exactly one pairwise key cipher suite.

The STA’s 802.11 Management Entity shall utilize the MLME-SCAN.request to identify neighboring STAs that assert Robust Security and advertise an SSID identifying an authorized ESS or IBSS. A STA may decline to communicate with STAs that do not assert Robust Security, or do not advertise an authorized SSID. A STA may also decline to communicate with other STAs that do not advertise authorized authentication and cipher suites with its RSN IE.

A STA shall advertise the same RNSE in both its Beacons and Probe Responses.

Informative Note: Whether or not a STA may attempt to communicate with another STA that asserts Robust Security but which does not advertise an authorized SSID is a matter of policy.

Informative Note: Whether a STA with Robust Security enabled may attempt to communicate with a STA that does not assert RSN is a policy question.

Informative Note: It should be possible to independently enable or disable the following in an RSN AP:

· RSN

· TSN

· WEP using RSN IEEE 802.1X key management

· WEP without key management.

For RSN an AP should support TKIP as well as CCMP.

Informative Note: It should be possible to independently enable or disable the following in an RSN STA:

· RSN

· WEP using RSN IEEE 802.1X key management

· WEP without key management.

Informative Note: As a practical matter, the multicast cipher suite must be the weakest unicast cipher suite enabled.

Informative Note: An AP should support pre-shared keys.

In an IBSS a STA may also identify another STA as belonging to the same IBSS by receiving a protected message with A3 asserting the BSSID of the IBSS. If a STA does not already have a security association with the message source, the receiver will not have cryptographic keys to decapsulate messages it receives from that STA. On receiving a protected message from such a STA, the receiver should attempt to initiate a security association, as described in 8.4.1.

Informative Note: Typically this sort of message will be broadcast/multicast. It is also possible to receive a protected unicast message after a STA has reset in a way that is undetectable to the message source.

Similarly, if a STA in an IBSS receives the first message of a 4-way handshake from an unknown STA asserting the IBSS BSSID as A3, the STA’s IEEE 802.1X implementation should respond, in an attempt to establish a security association.

Change text introducing section 8.4.5 to:
8.4.5 MSDU filtering
After association, when data traffic is permited to flow, A STA or AP invoking RSN protections shall filter received unprotected unicast traffic. Is shall also filter received unprotected broadcast and multicast traffic  if the privacy subfield of the capability field is set to zero.






1. 

2. 
3. 
4. 
5. 

 REF _Ref18812349 \h 
 depicts a time-sequence diagram of the events related to filtering.

Change text introducing section 8.4.6 to:
8.4.6 RSN authentication in an ESS



RSN authentication is initiated by any one of the following mechanisms:

1. If a STA negotiates to use RSN authentication prioe to  (re)association, the STA’s management entity can respond to the  MLME-AUTHENTICATE.request . Thus, in this case, authentication is driven by the STA’s decision to associate and the AP’s decision to access the association.

2. If a STA’s MLME-SCAN.indication finds another AP within the current ESS, a STA may signal its Supplicant to use IEEE 802.1X to pre-authenticate with that AP.


3. If a STA receives an IEEE 802.1X message, it delivers this to its Supplicant or Authenticator, which may initiate a new IEEE 802.1X authentication.

Informative Note: The IEEE 802.1X Authenticator of an AP initiate authentication by sending an EAP-Request/Identity message to the Supplicant of a STA.

Informative Note: When a STA (re)associates with an AP without a (recent enough) pre-authentication, the AP has no cryptographic keys configured for the STA. In this case, the AP’s Authenticator will force a full IEEE 802.1X authentication. In the case where the STA has recently pre-authenticated with the AP, the AP will retain the STA’s IEEE 802.1X identity and cryptographic keys from the pre-authentication. In this case, the AP’s Authenticator may proceed directly to key management in response to the STA’s Supplicant’s EAP-Response/Identity.

Informative Note: Pre-authentication completes when the AP’s IEEE 802.1X Authenticator sends the first message of the 4-way handshake to the STA’s IEEE 802.1X Supplicant.

Informative Note: If IEEE 802.1X authentication completes successfully, the AP’s Authenticator forwards an EAP-Success message to the STA’s Supplicant and then initiates the 4-way handshake, to complete key management. If IEEE 802.1X authentication fails, the AP’s Authenticator uses the MLME-DEAUTHENTICATE.request primitive to inform IEEE 802.11 of the problem.

The AP shall respond to an IEEE 802.1X authentication failure by sending the STA a Disassociation message with reason code one (1).

A STA (including an AP) shall pass IEEE 802.1X management authentication frames. Being management frames, they shall be sent in the clear. 
Informative Note: There is a potential race condition with the final IEEE 802.1X message when an association begins, in that it may be sent unencrypted. Accordingly the MAC is required to pass all IEEE 802.1X messages even if keys have been configured. This sort of race condition is inherent in all key management schemes, and cannot be removed by “clever” design.


Informative Note: IEEE 802.1X uses the MLME-DEAUTHENTICATE.request primitive to inform the 802.11 MAC when authentication failed.

Informative Note: There is no requirement to disassociate with the associated AP if pre-authentication with a different AP fails.

Change text introducing section 8.4.6.1 to:
8.4.6.1  Pre-authentication and key management
A STA shall not use pre-authentication except when pairwise keys are employed.

When pre-authentication is used, then

1. Authentication is independent of roaming.

2. the STA’s Supplicant may be authenticated with multiple APs at a time.

3. the STA’s Supplicant shall manage Group keys per AP and configure the Group keys into the STA on association or re-association.

Informative Note. Pre-authentication can be useful as a performance enhancement, as Reassociation will not include the cost of a full reauthentication when it is used.





If pre-authentication is not used, the STA must make a roaming decision prior to authentication. Data transfer will halt during IEEE 802.1X authentication, key management and IEEE 802.11 association.
When pre-authentication is used, the STA’s IEEE 802.1X Supplicant must cache the PMK for some period, in case the STA associates with the AP with which the STA’s Supplicant has pre-authenticated.

Similarly, the AP’s IEEE 802.1X Authenticator must cache the PMK key for some period in case the pre-authenticated STA associates with the AP. If during authentication the AP’s Authenticator finds it has cached the PMK for the associated STA, it may respond with an immediate EAP-Success message and then initiate the 4-way handshake.

Both the Supplication and the Authenticator may delete a cached PMK if the pre-authenticated STA does not associate with the selected AP after some time interval.

Informative Note: Even if a STA has pre-authenticated, it is still possible that it may have to undergo a full IEEE 802.1X authentication, as the AP’s Authenticator may have purged its PMK due to, e.g., unavailability of resources, or slowness of the STA to authenticate, etc.

Pre-authentication can fail, and an AP’s Authenticator or STA’s Supplicant can destroy keys established by pre-authentication prior to association. If the AP’s Authenticator loses pre-authentication keys in this manner, it shall send an IEEE 802.11 Deauthentication message on receiving any encrypted packets from the station.

Pre-authentication introduces new opportunities for denial-of-service attack. To limit the efficacy of these attacks, STAs (including APs) shall rate-limit IEEE 802.1X messages. STAs shall ignore IEEE 802.1X from APs with which it is neither associated nor pre-authenticating.

Change text introducing section 8.4.7 to:
8.4.7  RSN authentication in an IBSS

No authentication is used with pre-shared key authentication in IBSS.
When authentication is used in an IBSS, it is driven by the STA wishing to establish communications. The Management Entity of this STA chooses a set of STAs with which it may want to authenticate, and then causes the MAC to send an IEEE 802.11 RSN Authentication messages to each targeted STA. Targeted STAs that wish to respond will proceed with the RSN authentication.and key management 


The EAPOL-Key message is used to exchange information between the Supplicant and the Authenticator to negotiate a fresh pairwise temporal key. There is a single Pairwise key between the Supplicant and Authenticator produced by the 4-way handshake. The Pairwise key is used to transfer Group key updates and may be used as a Pairwise transient key. 

Change text introducing section 8.4.9 to:
8.4.9  RSN key management in an IBSS

To establish a security association between two STAs in an IBSS, each STA shall support an IEEE 802.1X Authenticator and Supplicant, and each Authenticator initiates the 4-way handshake with the other STA’s Supplicant.

The 4-way handshake is used to negotiate the pairwise key cipher suites. This is accomplished by include an RSN IE in the exchange initiated by the Authenticator whose STA has the lower MAC address. The lower MAC address can be determined by treating the MAC address as a 47 bit number, where octet 0 of the 802 address is treated as the LSB of the number and the other octets ordered accordingly. Message 2 of this exchange contains a list of pairwise key cipher suites, and Message 3 contains a single unicast cipher. If this exchange negotiates a pairwise key cipher suite, IEEE 802.1X installs the temporal key portion of the Pairwise Transient Key into the IEEE 802.11 MAC. Each Authenticator also uses the PTK negotiated by the exchange it initiates to distribute its own Group Transient Key. Each Authenticator generates its own Group keys, and uses the Group Key handshake to transfer the GTK to other STAs with whom it has completed a 4-way handshake.

A STA’s IEEE 802.1X implementation shall check that the multicast cipher and AKMP matches that in Beacons and Probe Response received for the IBSS.

Change text introducing  section 8.4.10.2 to:
8.4.10.2 Illegal data transfer

In an RSN a STA and an AP protect all data frames transferred between them.. If the STA and AP key state gets out of synchronization the following rules apply:

1. If an AP receives a unicast protected packet when it does not have keys to decapsulate, it shall send a Disassociate message to the STA and discard the data packet.

2. If a non-AP STA receives a unicast protected packet when it does not have keys to decapsulate the packet, it shall discard the data packet and send a Disassociate message to the AP; if the STA wants communications to continue, it should follow the Disassociate message with an immediate associate request to the AP.

3. On receiving a Disassociate or Deauthentication message, a STA shall delete the Pairwise key and, if it wants to continue communications, Reassociate to an AP of the same ESS.

Renumber 8.5.2 to 8.5.3 and add text introducing section 8.5.2:
Insert the clause:

8.5.2 EAPOL frame format for 802.11
IEEE 802.1X specifies encapsulations for IEEE 802.1X EAPOL frames to be carried over 802.3, 802.4 and 802.5 networks.

The following text describes the equivalent encapsulation that shall be used when carrying IEEE 802.1X EAPOL frames over 802.11. The format is derived from the IEEE 802.1X Token Ring/FFDI EAPOL frame format defined in IEEE 802.1X section 7.3. It differs from the Token Ring.FDDI format in that the SNAP header is not present, and is replaced with the management frame authentication header from which the content type can be determined.
The EAPOL frame shall be encapsulated in a management frame of type Management and subtype Authentication.
A summary of the 802.11 format of an EAPOL frame is shown below, the final 4 fields shown in the diagram are defined in IEEE 802.1X. The octets shown transferred within the PDU payload body of management frames of subtype authenticate.
	
	Octet Number

	Authentication Algorithm Number (8.5.2.1)
	0-2

	Authentication transaction sequence number (8.5.2.2)
	3-4

	Status code (Table 14)
	5-6

	Protocol Version (8.5.2.3)
	7

	Packet Type (8.5.2.4)
	8

	Packet Body Length (8.5.2.5)
	9-10

	Packet Body (8.5.2.6)
	11-N


8.5.2.1 Authentication Algorithm Number

The authentication algorithm number is defined in 7.3.1.1. The authentication algorithm number shall be set to 2: RSN.
8.5.2.2 Authentication transaction sequence number

The authentication transaction sequence number is defined in 7.3.1.2.
8.5.2.3 Status Code

The status code is defined in table 14.
8.5.2.1 Protocol Version

The protocol version is defined in IEEE 802.1X section 7.5.3 .
8.5.2.2 Packet Type

The packet type field is defined in IEEE 802.1X section 7.5.4 .
8.5.2.3 Packet Body Length

The packet type field is defined in IEEE 802.1X section 7.5.5 .
8.5.2.4 Packet Body
The packet type field is defined in IEEE 802.1X section 7.5.6 .

Change text modifying sections 8.7, 8.7.1 and 8.7.2 to:
8.7 Tx and Rx Pseudo Code
When WEP, TSN or RSN protections are in place, received MSDUs are filtered based on the state of the aExcludeUnencrypted variable.

When RSN or TSN protections are in place, the passage of both the transmission and reception of MSDUs is enabled or disabled based upon the state of the 802.1X portSecure variable. 
The following conditions apply in an RSN.
1. dot11PrivacyInvoked shall be true in order for a STA to apply RSN protections.
2. STAs protect all transmit MSDUs when when temporal keys are configured, and send and receives all MSDUs in the clear when temporal keys not configured.
3. An AP should disassociate and/or deauthenticate a station on receiving an IEEE 802.1X authFail event for the STA.
8.7.1 Per MSDU Tx pseudo-code
if dot11PrivacyInvoked = FALSE then 
transmit the MSDU without protections
else

if (portSecure == FALSE) then


discard the MSDU

// If we find a suitable unicast or group key for the mode we are in…
else if (MSDU has an individual RA and dot11WEPKeyMappings has an entry for that RA and dot11WEPKeyMappingsKeyBroadcast is false) or (the MSDU has a multicast RA and the network type is IBSS and the network is RSN and there is an entry in dot11KeyMappings for the TA and dot11WEPKeyMappingsKeyBroadcast is true) then
if entry has WEPOn = FALSE then
transmit the MSDU without protections
else
if that entry contains a null key then
discard the entire MSDU and generate an
MA-UNITDATA-STATUS.indication primitive to
notify the LLC that the MSDU was undeliverable due to a null key
else

// Note that it is assumed that no entry will be in the key

// mapping table of a cipher type that is unsupported.

// Key ID is set to zero here since we found a shared key

Set the KeyID subfield of the IV field to zero.
if cipher type of entry is AES-CCM
Transmit the MSDU, to be protected after fragmentation using AES-CCM and the entry’s key
else if cipher type of entry is AES-OCB.
Protect MSDU with AES-OCB cipher and the entry’s key

Transmit the protected MSDU



else if cipher type of entry is TKIP
Compute MIC using Michael algorithm and entry’s Tx MIC key.



Append MIC to MSDU
Transmit the MSDU, to be protected with TKIP and the entry’s key


else if cipher type of entry is WEP and dot11RSNEnabled = “false”.
Transmit the MSDU, to be protected with WEP and the entry’s key 
end if
endif
endif
else 
// Else we didn’t find a key but we are protected, so handle the default key case or
// discard if the default key is null.
// But first, the following clause covers the case of an AP in a BSS with encryption, that accepts
// non protected STAs into the BSS and so must transmit broadcasts as plaintext.
if MSDU has a group RA and the Privacy subfield of the Capability Information field in this BSS is set to 0 then
Transmit the MSDU is without protections
else
// No key found so try default key
if  dot11WEPDefaultKeys[dot11WEPDefaultKeyID] = null then
discard the MSDU and generate an
MA-UNITDATA-STATUS.indication primitive to
notify LLC that the entire MSDU was undeliverable
due to a null key
else if  dot11WEPDefaultKeys[dot11WEPDefaultKeyID] is not null
Set the KeyID subfield of the IV field to dot11WEPDefaultKeyID.
if cipher type of dot11WEPDefaultKeys[dot11WEPDefaultKeyID]is AES-CCM
Transmit the MSDU, to be protected after fragmentation using AES-CCM and dot11WEPDefaultKeys[dot11WEPDefaultKeyID]
else if cipher type of entry is AES-OCB.
Protect MSDU with AES-OCB cipher and dot11WEPDefaultKeys[dot11WEPDefaultKeyID]
Transmit the protected MSDU


else if cipher type of entry is TKIP
Compute MIC using Michael algorithm and entry’s Tx MIC key.


Append MIC to MSDU
Transmit the MSDU, to be protected with TKIP and dot11WEPDefaultKeys[dot11WEPDefaultKeyID]

else if cipher type of entry is WEP and dot11RSNEnabled = “false”.
Transmit the MSDU, to be protected with WEP and dot11WEPDefaultKeys[dot11WEPDefaultKeyID]
end if



end if
end if
end if
8.7.2 Per MPDU Tx pseudo-code
if  MPDU is member of an MSDU that is to be transmitted without protections
transmit the MPDU without protections
else if MSDU that MPDU is a member of was protected using AES-OCB
Transmit the MPDU unaltered
else if MSDU that MPDU is a member of is to be protected using AES-CCM
Protect the MPDU using entry’s key and AES-CCM
Transmit the MPDU
else if MSDU that MPDU is a member of is to be protected using TKIP
Protect the MPDU using TKIP encryption
Transmit the MPDU
else if MSDU that MPDU is a member of is to be protected using WEP
Encrypt the MPDU using entry’s key and WEP
Transmit the MPDU
else
// should not arrive here
endif
8.7.3 Per MPDU Rx pseudo-code
if the Protected Frame subfield of the Frame Control Field is zero then // Received unencrypted frame
if MPDU has a group RA and aHaveGTK =”false” and dot11RSNEnabled = “true” then

Receive the frame unencrypted

//Unicast
else if aHavePTK = “false” and dot11RSNEnabled = “true”  then

Receive frame unencrypted
else if dot11RSNEnabled = “false” and aExcludeUnencrypted = “false”
Receive the frame without applying protections 
else
discard the frame body without indication to LLC and
increment dot11WEPExcludedCount
endif
else





// Received Protected Frame
if (dot11PrivacyOptionImplemented = “true” and the MPDU has individual RA and there is an entry in dot11WEPKeyMappings matching the MPDU’s TA and dot11WEPKeyMappingsKeyBroadcast is false) or (the MPDU has a multicast RA and the network type is IBSS and the network is RSN and there is an entry in dot11KeyMappings for the TA and dot11WEPKeyMappingsKeyBroadcast is true) then
if entry has an AES-OCB key



receive the frame unaltered


else if entry has an AES-CCM key



decrypt frame using AES-CCM key



discard the frame if the integrity check fails


else if entry has a TKIP key



prepare a temporal key from the TA, TKIP key and PN



decrypt the frame using RC4



discard the frame if the ICV fails


else if entry has a WEP key



decrypt the frame using WEP decryption



discard the frame if the ICV fails and increment
dot11WEPUndecryptableCount


endif
else if dot11WEPDefaultKeys[KeyID] is null then
discard the frame body and increment dot11WEPUndecryptableCount
else if dot11WEPDefaultKeys[KeyID] is a CCM key


decrypt and authenticte MPDU using CCMP

else if dot11WEPDefaultKeys[KeyID] is a WRAP key


Receive the MPDU, since decryption will take place at MSDU level

else if dot11WEPDefaultKeys[KeyID] is a TKIP key


Decrypt the MPDU using TKIP

else if dot11WEPDefaultKeys[KeyID] is a WEP key
attempt to decrypt with dot11WEPDefaultKeys[KeyID],
incrementing dot11WEPICVErrorCount if the ICV check fails


end if

end if
8.7.4 Per MSDU Rx pseudo-code
if the frame was not protected 
receive the frame without applying protections 
else

// Have a protected MSDU
if dot11PrivacyOptionImplemented = TRUE then
if dot11WEPKeyMappings  entry has WEPOn set to FALSE then
discard the frame body and increment 
dot11WEPUndecryptableCount
else if dot11WEPKeyMappings  entry contains a key that is null then
discard the frame body and increment
dot11WEPUndecryptableCount



else if dot11WEPKeyMappings  has an AES-OCB key then




Decrypt the frame using AES-OCB




Discard the frame if authentication fails
Accept the MSDU of the OCB decryption and authentication succeeds



else if dot11WEPKeyMappings  has an AES-CCM key then




Accept the MSDU since the decryption took place at the MPDU



else if dot11WEPKeyMappings  has a TKIP key then




Compute the MIC using the Michael algorithm




Compare the received MIC against the computed MIC




discard the frame if the MIC fails and invoke countermeasures if appropriate,




otherwise accept the MSDU



else if dot11WEPKeyMappings  has a WEP key then
Accept the MSDU since the decryption took place at the MPDU



endif
else // Cannot decrypt payload, so discard it.
discard the frame body
endif
endif


4. 
5. 
6. 
7. 
8. 













































































Add text modifying section 10.3.4 and its subsections: 

Change the text of clause  “10.3.4 Authenticate” to:
10.3.4 Authenticate

This mechanism supports the process of establishing an authentication relationship with a peer MAC entity.

10.3.4.1 MLME-AUTHENTICATE.request

10.3.4.1.1 Function

This primitive requests authentication with a specified peer MAC entity.

10.3.4.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.request 
(

PeerSTAAddress,

AuthenticationType,

AuthenticateFailureTimeout,

RSNAuthenticationMessage
)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any vaid individual MAC address
	Specifies the address of the peer  MAC entity with which to perform the authentication process

	Authentication Type
	Enumeration
	OPEN_SYSTEM, SHARED_KEY, RSN
	Specifies the type of authentication algorithm to use during the authentication process

	AuthenticationFailure-Timout
	Integer
	( 1


	Specifies a time limit (in TU) after which the authentication procedure will be terminated

	RSNAuthenticationMessage
	As defined in frame format
	As defined in frame format
	Contains the message generated by the 802.1X entity of the

requester of the authentication service


10.3.4.1.3 When generated

This primitive is generated by the SME for a STA to establish authentication with a specified peer MAC entity in order to permit Class 2 frames to be exchanged between the two STAs. During the authentication procedure, the SME may generate additional MLME-AUTHENTICATE.request primitives.

10.3.4.1.4 Effect of receipt

This primitive initiates an authentication procedure. The MLME subsequently issues a MLME-AUTHENTI-CATE.confirm that reflects the results.

10.3.4.2 MLME-AUTHENTICATE.confirm

10.3.4.2.1 Function

This primitive reports the results of an authentication attempt with a specified peer MAC entity.

10.3.4.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.confirm
(

PeerSTAAddress,

AuthenticationType,

ResultCode,

RSNAuthenticationMessage
)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer  MAC entity with which the authentication process was attempted. This value must match the peer-STAAddress parameter specified in the corresponding MLME-AUTHENTICATE.request

	Authentication Type
	Enumeration
	OPEN_SYSTEM, SHARED_KEY, RSN
	Specifies the type of authentication algorithm to use during the authentication process

	ResultCode
	Enumeration
	SUCCESS, INVALID_

PARAMETERS,

TIMEOUT,

TOO_MANY_

SIMULTANEOUS_

REQUESTS,

REFUSED 
	Specifies a time limit (in TU) after which the authentication procedure will be terminated

	RSNAuthenticationMessage
	As defined in frame format
	As defined in frame format
	Contains the message generated by the 802.1X entity of the

responder of the authentication service


10.3.4.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-AUTHENTICATE.request to authenticate with a specified peer MAC entity.

10.3.4.2.4 Effect of receipt

The SME is notified of the results of the authentication procedure.

10.3.4.3 MLME-AUTHENTICATE.indication

10.3.4.3.1 Function

This primitive reports the establishment of an authentication relationship with a specific peer MAC entity. With RSN authentication, this primitive reports the request of an authentication relationship with a specific peer MAC entity."
10.3.4.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication
(

PeerSTAAddress,

AuthenticationType,

RSNAuthenticationMessage,
)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer  MAC entity with which the authentication relationship was established

	Authentication Type
	Enumeration
	OPEN_SYSTEM, SHARED_KEY, RSN
	Specifies the type of authentication algorithm to use during the authentication process

	RSNAuthenticationMessage
	As defined in frame format
	As defined in frame format
	Contains the message generated by the 802.1X

entity of the requester of the authentication service


10.3.4.3.3 When generated

This primitive is generated by the MLME as a result of the establishment of an authentication relationship with a specific peer MAC entity RSN authentication, this primitive is generated by the MLME as a result of the receipt of a request of an authentication relationship with a specific peer MAC entity that initiated the authentication procedure.
10.3.4.3.4 Effect of receipt

The SME is notified of the establishment of the authentication relationship. With RSN authentication, the SME is notified of the request of an authentication relationship with a specific peer MAC entity.
10.3.4.4  MLME-AUTHENTICATE.response

10.3.4.4.1 Function

This primitive responds to the request of an authentication relationship with a specific peer MAC entity.

10.3.4.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-AUTHENTICATE.indication
(

PeerSTAAddress,

AuthenticationType,
ResultCode,
RSNAuthenticationMessage

)

	Name
	Type
	Valid range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer  MAC entity with which the authentication process was attempted. This value must match the peer-STAAddress parameter specified in the corresponding MLME-AUTHENTICATE.request

	Authentication Type
	Enumeration
	OPEN_SYSTEM, SHARED_KEY, RSN
	Specifies the type of authentication algorithm to use during the authentication process

	ResultCode
	Enumeration
	SUCCESS, INVALID_

PARAMETERS,

TIMEOUT,

TOO_MANY_

SIMULTANEOUS_

REQUESTS,

REFUSED 
	Specifies a time limit (in TU) after which the authentication procedure will be terminated

	RSNAuthenticationMessage
	As defined in frame format
	As defined in frame format
	Contains the message generated by the 802.1X entity of the

responder of the authentication service


10.3.4.4.3 When generated

This primitive is generated by the SME on behalf of the 802.1X of the responder of the authentication service as a result of an MLME-AUTHENTICATE.request to authenticate with a specified peer MAC entity.

10.3.4.4.4 Effect of receipt

The MLME is notified of the results of the authentication procedure.

Delete the text modifying section 11.3.1, 11.3.2 and 11.3.4:
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