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Abstract

This document provides proposed text for Clause 5 to provide a general description for how to negotiate and achieve a secure 802.11 link.

Motion:

Instruct the editor to add the text below as clause 5.9.3.1.
Clause 5.9.3.1

Before 802.11 packets can be protected, the STA must perform  802.11open system authentication and association to the AP.  These steps allow the STA and AP to negotiate the security association including: the authenticated key management, unicast and multicast cipher suite. 802.11 Open authentication and association are used to retain legacy 802.11 state flow.   Figure 1  depicts  how a client discovers an AP and negotiates security policy prior to establishing a security association.

Figure 1 Establishing the 802.11 connection and negotiation
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Once the client and AP have successfully negotiated the security policy, both parties filter both 802.11 and 802.1X frames to only allow 802.1X EAP authentication frames.  The next phase is for the client to successfully authenticate with an Authentication Server (AS) as shown in Figure 2.

Figure 2  802.1X EAP Authentication
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Since 802.1X EAP authentication is achieved between the AS and client, the client must then establish mutual authentication and liveness with the AP.  Both the AP is still block general 802.11 data packets and only allow 802.1X EAP packets to flow in order to achieve mutual authentication with the client and derive the required link keys to protect both unicast and multicast traffic with the client.  This is achieved by the use of a 4-way handshake shown in Figure 3 and described in more detail in Clause 8.4.1.1.  

[image: image3.wmf]Figure 3 Establishing Unicast Keys

Once the client and AP have established authentication and liveness of unicast keys, the AP can use these keys to deliver the keys required to protect multicast traffic.  This last phase is achieved with a two message exchange.  Upon it’s success, both client and AP can open the 802.1X port for protected communications.  The last phase is shown in Figure 4.
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Figure 4 Multicast Key Delivery - Final Phase
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