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Abstract

The following is a proposed PICS for IEEE 802.11i.

A.4.4.1
MAC Protocol Capabilities

Add the following, (Where “X” in PCX is the next number for the protocol capabilities)

	Item
	Protocol Capability
	References
	Status
	Support

	
	Are the following MAC protocol capabilities supported?
	
	
	

	PCX
	Robust Security Network
	
	O
	Yes o No o

	PCX.1
	 RSN IE
	7.3.2.17
	PCX:M,

FT1:M, FR1:M,

FT2:M, FR2:M,

FT3:M, FR3:M,

FT4:M, FR4:M,

FT6:M, FR6:M,

FT7:M, FR7:M
	Yes o No o

	 PCX.1.1
	  Group Key Cipher Suite
	7.3.2.17
	PCX.1:M
	Yes o No o

	 PCX.1.2
	  Pairwise Key Cipher Suite List
	7.3.2.17
	PCX.1:M
	Yes o No o

	 PCX.1.2.1
	   CCMP data privacy protocol
	8.3.4
	PCX:M
	Yes o No o

	  PCX.1.2.1.1
	    CCMP encapsulation procedure
	8.3.4.1.1
	PCX.1.2.1:M
	Yes o No o

	  PCX.1.2.1.2
	    CCMP decapsulation procedure
	8.3.4.1.2
	PCX.1.2.1:M
	Yes o No o

	  PCX.1.2.1.3
	    CCMP Security Serv. Mng.
	
	M
	Yes o No o

	 PCX.1.2.2
	   TKIP data privacy protocol
	8.3.2
	O
	Yes o No o

	  PCX.1.2.2.1
	    TKIP encapsulation procedure
	8.3.2.1.1
	PCX.1.2.2:M
	Yes o No o

	  PCX.1.2.2.2
	    TKIP decapsulation procedure
	8.3.2.1.2
	PCX.1.2.2:M
	Yes o No o

	  PCX.1.2.2.3
	    TKIP counter measures
	8.3.2.4.2
	PCX.1.2.2:M
	Yes o No o

	  PCX.1.2.2.4
	    TKIP Security Serv. Mng.
	
	M
	Yes o No o

	 PCX.1.2.3
	   WRAP data privacy protocol
	8.3.3
	O
	Yes o No o

	  PCX.1.2.3.1
	    WRAP encapsulation procedure
	8.3.3.1.1
	PCX.1.2.3:M
	Yes o No o

	  PCX.1.2.3.2
	    WRAP decapsulation procedure
	8.3.3.1.2
	PCX.1.2.3:M
	Yes o No o

	  PCX.1.2.3.3
	    WRAP Security Serv. Mng.
	
	M
	Yes o No o

	 PCX.1.3
	  Auth. Key Mng. Suite List
	7.3.2.17
	PCX.1:M
	Yes o No o

	 PCX.1.3.1
	   Unspec. EAP/802.11i Key Mng.
	7.3.2.17
	PCX.1:M
	Yes o No o

	 PCX.1.3.2
	   Preshard key/802.11i Key Mng.
	7.3.2.17
	PCX.1:M
	Yes o No o

	 PCX.1.3.3
	   802.11i Key Mng.
	8.5
	PCX.1:M
	Yes o No o

	  PCX.1.3.3.1
	    Key Hierarchy
	8.5
	PCX.1:M
	Yes o No o

	  PCX.1.3.3.1.1
	     Pairwise Key Hierarchy
	8.5.1.2
	PCX.1:M
	Yes o No o

	  PCX.1.3.3.1.2
	     Group Key Hierarchy
	8.5.1.3
	PCX.1:M
	Yes o No o

	  PCX.1.3.3.2
	    4 way handshake
	8.5.3
	PCX.1:M
	Yes o No o

	  PCX.1.3.3.3
	    Group key handshake
	8.5.4
	PCX.1:M
	Yes o No o

	 PCX.1.4
	  RSN Capabilities
	7.3.2.17
	PCX.1:M
	Yes o No o
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