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Abstract

TKIP replay protection rules 8.3.2.4.4 item 5 defines that different replay counters shall be used for different traffic classes but the traffic class is not protected, nor does the transmitter know how many replay counters is supported by the receiver. This opens up security problems with packets being replayed as well as interop issues with transmitters using traffic classes that are not supported with enough replay counters.
This document uses 2 bits in the RSN IE to advertise the number of replay counters supported – 1, 2, 4 and 16 with 1 being the default; to remove interop issues. It includes the MA-UNITDATA priority field in the Michael calculation to protect the traffic class to stop replay protection attacks.

Changes to Section 7.3.2.17
Change Figure 10 to the following.


[image: image1.wmf]Reserved

Octets:

2

B0

B1

B15

Reserved

B2

B3

B4

Num of

Replay

Counter

Unicast

using

Group


Add the following paragraph:

“The TKIP Number of Replay Counters contains the value of dot11TKIPNumberOfReplayCounters. See Section Annex D. If the field does not exist in the information element then the value of 0 is to be assumed. The meaning of dot11TKIPNumberOfReplayCounters is:

0
1 replay counters

1
2 replay counters

2
4 replay counters

3
16 replay counters”

Change 8.3.2.1.1 Figure 14 and 15 to change “SA + DA” to “SA + DA + priority”

And insert “, priority” after “destination address”

Add to 8.3.2.4.1
Add the 2nd bullet below the first bullet 

· the MSDU source address (SA); and

· the MA-UNITDATA priority field; and

Add the following diagram
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Note: the DA, SA and a one octet priority field are used for calculating the MIC and are not transmitted.
Change 8.3.2.4.4 item 5 to replace “IEEE 802.11 Traffic Class” by “IEEE 802.11 priority” and “Traffic Class” by “priority” (twice) and remove last occurance of traffic class.

Add to Annex D

Add to dot11StationConfigEntry

dot11TKIPNumberOfReplayCounters
Integer

Add definition of dot11TKIPNumberOfReplayCounters
dot11TKIPNumberOfReplayCounters
SYNTAX INTEGER

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Specifies the number of replay counters: 0 – 1 replay counter, 1 – 2 replay counters, 2 – 4 replay counters, 3 – 16 replay counters"

::= { dot11StationConfigEntry 2 }
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