November 2002

doc.: IEEE 802.11-02/645r1

IEEE P802.11
Wireless LANs

TKIP Replay Protection Rules

Date:
November 11, 2002

Author:
Tim Moore

Microsoft.

1 Microsoft Way

Redmond, WA, 98052

Phone: 425-703-9861

e-Mail: timmoore@microsoft.com

Abstract

TKIP replay protection contains protection against 802.11 TGe burst ack. It does not support replay protection against re-ordering of unicast/broadcast packets when only Group keys are used; nor does it contain replay protection against re-ordering of packets by contention free periods. This document incorporates a modified set of rules for TKIP replay protection that can be used by the transmitter when it re-orders packets for any reason. The transmitter uses replay sequence counters from a single pool for all MPDUs but the receiver maintains a number of replay counters. The replay counters are indexed by a replay index. The replay counter and replay index are contained within the IV and EIV in the MPDU. The number of replay counters maintained by the receiver may vary but shall be at least 2 and may be up to 16, and must be a multiple of 2. The number of replay counters supported by the encrypted/integrity engine is available by the MIB variable dot11ReplayIndexBits. This number is advertised by a STA in the RSN information element.

Changes to Section 7.3.2.17

These changes are to use the RSN IE to advertise the number of TKIP replay counters supported by a STA.

Change Figure 5 to include TKIP Replay Index Bits in bits 2-3.

Add the following paragraph:

“The TKIP Replay Index Bits contains the value of dot11TKIPReplayIndexBits - 1. See Section 8.3.2.2.4. If the field does not exist in the information element then the value of 0 is to be assumed.”

Replace 8.3.2.2.4 by the following:

TKIP implementations shall use the WEP IV field to provide protection against replay attacks as follows:
1.      As with WEP IVs, TKIP sequence counter values shall correspond to MPDUs.
2.      TKIP sequence counter of 48 bits is logically split into two subfields, a replay counter and a replay index. The replay index is the most significant 4 bits of the 48 bits, and the remainer is the replay counter. The replay index specifies the receiver replay counter. On receiving an MPDU, the receiver shall check the sequence counter against the receiver replay counter indicated by the replay index.  The maximum value of the replay index set by the transmitter shall not be larger than the value that can be held by the number of bits specified in TKIP Replay Index bits given by the receiver, and the transmitter shall assume one bit (meaning two receiver replay counters) for this maximum value until the transmitter learns otherwise from the receiver.
3.      The MPDUs sent using a particular replay index shall not be reordered, if a transmitter may reorder MPDUs then it shall use different replay indexes. 

Note: A transmitter may reorder packets for a number of reasons, some examples include:

· If a transmitter is using a Group key for both unicast and broadcast packets, then it may reorder some MPDUs due to powersave.

· If a transmitter sends some MPDUs using contention free periods, then it may reorder some MPDUs.

4.      The transmitter shall implement the TKIP sequence counter as a monotonically incrementing counter, initialized to zero when the corresponding TKIP temporal key is established. In this way, each transmitter has its own unique counter for each directional temporal key.
5.      The 24-bit WEP IV field encodes16 bits of the 48-bit TKIP sequence counter; the remaining 32 bits of the TKIP sequence counter is in the EIV.
6.      The receiver shall use the TKIP sequence counter to detect replayed frames, discarding any that are detected. A replayed frame occurs when the extracted TKIP sequence counter is less than or equal to  the current TKIP replay counter for the same replay index.
7.      A receiver shall maintain a separate set of TKIP replay counters for each MAC address from which it receives TKIP traffic. The receiver initializes the replay counters whenever it resets the temporal key for a MAC address.
Note: The per-MAC address condition is needed to accommodate multicast/broadcast keys in an IBSS.
Note: A receiver needs to track the replay counter sets per-MAC address in IBSS.
8.      A receiver should delay advancing a TKIP replay counter until the ICV is validated.
Note: This prevents an attacker from modifing the IV, setting it to a large value, and having the receiver discard subsequent traffic even though the frame with a modified IV could not be decrypted correctly.
Note: When calculating per-packet keys, the TKIP phase 1 and phase 2 key calculations employ the complete 48-bit TKIP sequence counter without regard to the fact that for replay detection purposes it contains two subfields.
Note: The Sequence and Frame numbers should be checked after the MPDU ICV has been verified, i.e., the MPDU is decrypted and ICV is acceptable.  

Add to Annex D

Add to dot11StationConfigEntry

dot11TKIPReplayIndexBits
Integer

Add definition of dot11TKIPReplayIndexBits

dot11TKIPReplayIndexBits

SYNTAX INTEGER

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Specifies the number of bits used for the replay index, range is 1 to 4 bits"

::= { dot11StationConfigEntry 2 }
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