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Abstract

Minutes of the 802.11 Task Group I meetings that took place from October 15th through 17th 2002 at the TrueSecure facilities in Herndon, Virginia.
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Call to Order & Agreement on Agenda 

Meeting called to order on Tuesday, October 15, 2002 9:20AM by chairman Dave Halasz.

Secretary: Frank Ciotti

Chair: Many motions were made at the Monterey meeting.  There are four technical LB Comments that need to be addressed.

Comment: There are a number of LB Comments on TGe interaction.

Chair: The PICs doesn’t require that much detail.

Jesse: But we must ensure that we supply enough detail that we are interoperable.

Tim: We found one technical issue with replay protection related to broadcast/multicast traffic.

Agenda:

· Review comments not addressed 

· 2214, 2253, 646, 1820

· Dorothy’s notes

· Work towards resolution proposals

· Submissions

· 2 TGe Issues (Mike Moreton)

· CCM text and diagram changes (David Johnston & Paul Lambert)

· Replay protection (Tim Moore)

· Deauthentication (Frank Ciotti)

· Review draft

· FIPS compliance

Comment: NIST is beginning to review the draft.  There are issues with MD5 and FIPS compliance.  We need to prepare for November meeting with this in mind.

Jesse: Friday morning we are meeting with NIST to discuss this.

Chair: Is it in our scope to make TGi FIPS compliant?

Jesse: We don’t want to automatically ban all products from the government space.

Comment: Government policy is if there is a FIPS compliant device, you must buy it.  If not, then you can choose one that is not FIPS compliant.

Chair: We don’t want to keep changing and debating to be FIPS compliance.

Jesse: This is why we need to have this meeting with NIST on Friday.  If there is only a small amount of the draft that is not FIPS compliant, then we should be able to fix it.

Jesse: I’m not sure how NIST got a copy of the TGi spec to review since they are not part of the IEEE process.

Chair: In the November meeting there will be a motion to form a study group for secured wired networks similar to what we’ve done for wireless.

Presentation: Russ Housley - 802.1ah (EPON) Security Meeting in New Orleans held Oct 1-2, 2002

Comment: A number of straw polls performed.  Final straw poll concluded that a new IEEE Working Group be formed to provide security for all 802.  The new Working Group would be 802.20 since 802.10 was considered a freedom of information.  URL: www.ieee.org/3/elm/public/sep02/index.html
Straw Polls held at EPON meeting:

	How many people consider that Link Security is required in P2MP Vs. IPSec approach?
	LS:31
	IPSec:3
	

	How many people support making available a security mechanism for 802 networks in public environments?
	Y:31
	N:0
	A:2

	How many people support an effort for developing security within and limited to 802.3ah?
	Y:17
	N:17:
	A:7

	How many people support an effort for developing security within and limited to EPON
	Y:17
	N:11
	A:7

	How many people support an effort for developing security within and limited to 802.3?
	Y:21
	N:6
	A:8

	How many people support an effort for developing security within 802?
	Y:27
	N:2
	A:6

	How many would people support the formation of a SEC SG to make a recommendation for the security work in 802, the appropriate format and the PAR for the activity?
	Y:21
	N:0
	A:8

	How many would people support the formation of an 802.3 SG to make a recommendation for the security work in 802.3, the appropriate format and the PAR for the activity?
	Y:11
	N:8
	A:9


Comment: Why is 802.1X insufficient?

Comment: It only supplies keys.  There is no framework for how to encrypt, provide replay protection, etc.

Jesse: I don’t think they understand all the issues involved.

Russ: I think they do, they are just approaching them differently.

Comment Resolution:

Comments 646, 1887, 1508, 1009 (PICS needed)

Chair: The PICs has not been finished yet.  If we have time on Thursday, we can work on this.  Otherwise, we shall work on this via the IEEE 802.11 reflector.

Comment: Do we want to have this available for the November meeting so that we can make a motion?

Chair: Yes.

Comment 1820 (define use of Privacy Bit)

Jesse: Something we need to do is walk through all the header bits.

Chair: There seems to be a conflict when sending unencrypted 802.1X frames with this bit set.  We need some exception text.

Comment: Why, you’re just expressing the capability.

Chair: But this bit says you must encrypt.

Comment: Then let’s change that.

Change text from 7.3.1.4 from:

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response, and Reassociation Response management frames if WEP encryption is required for all data type frames exchanged within the BSS. If WEP encryption is not required, the Privacy subfield is set to 0.

STAs within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management frames if WEP encryption is required for all data type frames exchanged within the IBSS. If WEP encryption is not required, the Privacy subfield is set to 0.

To:

APs set the Privacy subfield to 1 within transmitted Beacon, Probe Response, Association Response, and Reassociation Response management frames if data privacy protocol(s) are required for data type frames exchanged within the BSS. If data privacy protocol(s) are not required, the Privacy subfield is set to 0.

STAs within an IBSS set the Privacy subfield to 1 in transmitted Beacon or Probe Response management frames if data privacy protocol(s) are required for data type frames exchanged within the IBSS. If data privacy protocol(s) are not required, the Privacy subfield is set to 0.

Comment 2214 (Deauthentication)

The Commenter will discuss with editor and make submission.

Comment 2253 (Integrate TKIP and AES decision trees)

Generate 4 separate TX/RX pseudo code models for WEP, TKIP, WRAP and CCMP.  Do this off-line.

Jesse: One thing that may be useful is to split-up the document and have people review it.

Chair: Yes, this is on the agenda.

Dorothy’s notes on LB Comments

Comment 2296

Jesse: This has been fixed

Action: Agreed - Closed

Comment 2295

Jesse: This section has been rewritten.  The Comment no longer applies.

Action: Closed.

Comment 2281

Action: Closed with incorporation of 02/298

Comment 2282

Action: Closed with incorporation of 02/298

Comment 2292

Action: Fixed via consolidation of IE’s into a single IE.  Closed.

Comment 1895

Action: Will discuss OCB issues later.  Leave open for now.

Comment 654

Action: Will discuss OCB issues later.  Leave open for now.

Comment 1384

Action: Comment withdrawn – Closed

Comment 1285

Action: Closed – 1. An authentication suite should be mandated to ensure that systems can interoperate. 2. RSNE capable systems should interoperate.  A mandatory unicast cipher suite must be defined in the specification.

Comment 2209

Action: Closed with incorporation of 02/298.  See section 8.4.3 of draft 2.4 or later.

Comment 2213

Action: The following motion is needed in November meeting:

Remove the RSNE capability bit

Rationale: The RSN IE is already mandatory in an RSN.

Note: Text elsewhere in the draft will need to be changed if this bit is removed.  The motion should include this new text.

Comment 1026

Jesse: We have defined an 802.1X protocol that we need to make normative.  The 802.1X group does not want to include our protocol into their draft.

Comment: There was significant resistance to include this at the 802.1X meeting in New Orleans.

Comment: Then it has got to be included in the 802.11i draft.

Action: See section 8 in draft V2.4.  Closed with incorporation of 02/298.

Comment 2212

Response: Receive Window no longer applicable.  Burst Ack is at the same level as Ack, and frames will have been re-ordered.

Action: Closed

Action: The following motion is needed in November meeting:

Strike the following text from clause 8.3.2.4.4 of TGi draft 2.4:

8.
In order to accommodate burst ACK, the TKIP receiver shall check that the received TSC (48 bit counter) is no smaller than 15 less than the greatest TKIP replay window value for the MPDU’s temporal key. When combined with the prohibition on correctly decrypting more than one MPDU under a given <temporal key, IV> pair, this provides replay protection and accommodates frames that may be delayed due to message class priority values, with a window size of 16.

Note: This works because if an attacker modifies the IV, then this alters the encryption key and hence both the ICV and MIC will ordinarily decrypt incorrectly, causing the received MPDU to be dropped.

Comment 1027

Action: Closed - Agreed, the IBSS passphrase solution addresses the identified need.

Comments 1434, 1894, 1499, 1901, 2148, 2151

Action: Leave Open - Tim Moore has a proposal that may address these

Comment 1822

Action: Closed - The dependencies of interactions with TGe are being dealt with, by limiting the dependencies.

Comment 2320

Action: Closed – Burst ACK interaction is no longer applicable, re-ordering will be completed prior to decryption.

Comment 631

Action: Leave Open – Revisit after seeing Tim Moore’s replay counter presentation.

Comment 636

Action: Closed - Agreed.  Text is added in 8.4.1

Comments 1381, 1382

Action: Leave Open – Revisit after seeing Tim Moore’s replay counter presentation.

Comment 1511

Action: Closed – Burst ACK interaction is no longer applicable, re-ordering will be completed prior to decryption.

Comment 2242

Action: Agreed. Closed with incorporation of 02/298.  This has been fixed.

Comment 1212

Action: closed – IAPP is no longer used for secure roaming.

Comment 1221

Action: Closed with incorporation of 02/298.  IAPP is no longer used for secure roaming.

Comment 1223

Action: Agreed.  Closed with incorporation of 02/298.

Comment 1335

Action: Closed with incorporation of 02/298.

Comment 2303

Action: Closed - Text retained from the original spec, even though it is inconsistent.

Comment 2313

Comment: The issue here is that the commenter does not want the UNITDATA.Indication to be altered.

Action: Closed - Suggested Motion for November meeting:

In clause 6.2.1.2.2 remove the following text:

Add the following parameters to the parameter list of the MA-DATAUNIT.indication primitive

in Clause 6.2.1.2.2:
association ID

And replace the following text:

The association ID parameter is the value assigned by an AP to a STA in the MAC management Association Response. This parameter may be used in an AP to identify the 802.1X Port for which a frame is received.

With the following text:

The Source MAC address may be used in an Authenticator to identify the 802.1X Port for which a frame is received.

Comment 2314

Action: Closed – We are removing the enhanced security bit and mandating the use of the RSN IE.  In addition, even though only one method, the 802.1X authentication method  is currently defined, a mechanism is needed for extensibility to future methods, and to enable vendors to advertise their proprietary authentication mechanisms.

Comment 2316

Action: Closed – This is not the TGi architecture.  We are using 802.1X upper layer authentication instead.

Comment 1506

Action: Closed - Agreed that a mechanism for pre-authentication is needed.  We will address this issue by incorporation text from 02/298 into the draft.  The mechanism selected is to send the 802.1X messages through the current AP. See section 8.4.6.

Comment: In the 802.1aa meeting, there was a discussion on DoS using switch between Supplicant and Authenticator.

Comment: You must use unicast in this case, not multicast.

Comment 1891

Action: Closed – Text was removed from Section 7.  See Section 8.4.3 of new draft.

Comment 1892

Action: Closed - Reassociation behavior description removed from frame format, corrected and added to Clause 8.4.1.

Comment 1258

Action: Closed -No appropriate reference is available.  Text has been incorporated with permission of the author.

Comment 744

Action: Closed – Comment rejected

Comment 752

Action: Leave Open

Comment 558

Action: Leave Open

Comment 2241

Action: Closed - The existing formula is correct.  The [] indicates doing the division and then rounding up to the next integer. The editor will add an explanation.

Comment 654

Action: Closed – New text has been added from the OCB spec.

Comment 2375

Action: Leave Open – Resolve with QOS issues later.

Comment 1116

Action: Closed with incorporation of doc 02/298.

Comment 1117

Action: Closed – Strictly speaking, yes, for WRAP, due to the 32bit space.  802.1X re-keying would establish a key prior to exhaustion of the space.  With TKIP and CCMP, IV exhaustion is not an issue.

Comment 2173

Action: Closed - The IBSS solution is addressed by 02/499.  The reference 802.11h solution was dropped as being too complicated.

Comment 1014

Action: Closed – A description of OCB has been added to the text.

Comment 955

Action: Closed

Submission: Tim Moore – 

Out of order packet issues.  The following can re-order packets:

· Contention free and contention packets

· Multicast and unicast with power save and group key only

· 11e

Suggest splitting the TSC into 2 fields – replay index 4 bits, replay counter 44 bits

The MPDU’s sent using a particular replay index shall not be reordered

Advantage -TGi is independent of TGe

Disadvantage – all stations must have 16 replay counters

Discussion:

Tim: There is a single replay counter on transmit.

Comment: Why shrink replay counter by 4 bits?  Why not allocate 4 bits from TID?

Tim: That would work as well.

Comment: Those bits aren’t protected.

Jesse: We voted in text in Monterey for 16 queues.

Tim: As far as I can see, we need two queues anyway.  

Tim: I will modify the document such that the receiver can modify its receiver for 4 to 16 queues.

Tim: For CCMP we have 4 bits already allocated.

Tim: Does this answer all the Comments we had put on hold?

Chair: We will walk through them tomorrow to see.

Recessed at 5:04pm until tomorrow 9:00am

Wednesday, October 16, 2002

Resume 9:22am

Submission: Frank Ciotti – Update to 5.4.3.2 Deauthentication

Suggested Motion for November meeting:

Replace the text of clause “5.4.3.2 Deauthentication” with:

The deauthentication service is invoked whenever an existing Open or Shared Key MAC Layer Authentication is to be terminated. Deauthentication is an SS. 

In both an ESS and an RSN, 802.11 MAC Layer authentication is a prerequisite for association. The deauthentication service may be invoked by either authenticated party (non-AP STA or AP). Deauthentication is not a request; it is an IEEE notification. Deauthentication shall not be refused by either party. 

In an ESS using Open or Shared Key Authentication, deauthentication causes any association for the deauthenticated station to be terminated as well. 

In an ESS RSN using Upper Layer Authentication, Open Authentication is required for MAC layer authentication.  In this environment, deauthentication causes any association for the deauthenticated station to be terminated, and also results in the 802.1X controlled port for that station being disabled. Deauthentication notification is provided to 802.1X via the MAC sub layer. 

Discussion:

Frank: Question: Is the MLME-DEAUTHENTICATE.indication sent to both MLME_SAP and MLME_8021X_SAP?

Comment: This is what the draft currently states; however, this is different than the current IBSS model for RSN.  The 1999 802.11 specification states that MAC layer authentication is not required for IBSS.

Frank: Right.  Updated text to state “ESS RSN”.  Text needs to be updated elsewhere in the draft to reflect that an IBSS RSN does not require MAC Open Authentication.

Submission: Frank Ciotti - dot11RSNStatsSelectedAuthenticationSuite MIB object

Add the following object to the 802.11i MIB to indicate the Authentication Suite selected by the Station.
dot11RSNStatsSelectedAuthenticationSuite OBJECT-TYPE


SYNTAX            OCTET STRING (SIZE(4))


MAX-ACCESS        read-only


STATUS            current


DESCRIPTION



"The Authentication Suite the station selected during association.  The value consists of a three octet OUI followed by 

a one octet Type as follows:

       OUI      Type
Meaning

    --------    ----    ----------------------------------------

    00:00:00      0     No Authenticated Key Management Protocol

    00:00:00      1     Authenticated Key Management using 

                        unspecified authentication over 802.1X

    00:00:00      2     Authenticated Key Management using 

                        pre-shared Key over 802.1X

    00:00:00    3-255   Reserved

      other      any    Vendor Specific"


::= { dot11RSNStatsEntry 15 }

Discussion:

Comment: Why is this needed – it is transient state?

Frank: Helpful during authentication process.  

Comment: This may be helpful to know after authentication is complete.

Submission: David Johnston – TX/RX pseudo code

People did like the new format.  David will present a motion at the November meeting.

Chair: Things to do before November meeting:

· PICS

· Comment 2214 - Frank to discuss 5.4.3.2 with Tim Moore

· Comment 2253 - TX/RX pseudo code.

· Comment 752 - MIB objects for OCB and CCM

· Replay counters

· Comment 2241 – Add editor comments on rounding up

Paul Lambert has a presentation on CCMP corrections and cleanup for tomorrow.

Chair: We will split up into three working groups – PICS, TX/RX pseudo code, and OCB/CCM MIB objects.

Chair: After lunch we will begin review of the draft as a group.

<attendees split into three working groups>

Recess for Lunch

Resume

Review of Draft version 2.4.2

Pg 2, line 5 Authentication Agent.  Is this an 802.11 term?  Review how this is used in the text and modify to fit usage.

Pg 2, Line 7 Authentication Server.  This definition needs to either reference the 802.1X doc, or the definition from 802.1X needs to be copied here.  Our definition conflicts with 802.1X’s.  A motion will be made in November meeting.

Pg 2, Line 11 Authenticator.  Modify in the same fashion as Authentication Server.  A motion is needed.

Action: Editor to review where to replace ‘privacy’ with ‘confidentiality’ throughout draft.

Pg.2, Line 20 Controlled Port.  Can we remove this definition?  Also, do we remove Figure 2 and associated text in clause 5.9.  Do we still have a Controlled Port now that the TX/RX pseudo code is performing the filtering function?  Or do we update in 5.9.2 how a Controlled Port is implemented in our usage.  Consensus is to add to the definition of Controlled Port to define how the Controlled Port is realized through the use of the 802.11 TX/RX pseudo code.

Pg 2, Line 22 Decapsulate. Jesse to supply more accurate definition

Pg 2, Line 23 Decapsulation.  Jesse to supply more accurate definition

Pg 2, Line 24-26 – Reference 802.1X for EAPOL definition

Pg 2, Line 29 Encapsulate. Jesse to supply more accurate definition

Pg 2, Line 30 Encapsulate. Jesse to supply more accurate definition

Action: Ensure that PTK and GTK are used in a singular fashion throughout the draft.

Action: Jesse to reword document such that the term ‘Key Owner’ is no longer needed.

Pg 4, Line 20 Supplicant. This definition needs to either reference the 802.1X doc, or the definition from 802.1X needs to be copied here.

Pg 4, Line 20 Uncontrolled Port.  This definition needs to either reference the 802.1X doc, or the definition from 802.1X needs to be copied here.

Action: Remove definition of ‘Upper Layer Protocol’ and update draft to use 802.1X in its place.

Action: Make use of term ‘IEEE 802.11 MAC’ consistent throughout draft.  Add IEEE and remove layer/sub-layer where necessary.

Action: Remove use of Authentication Agent (AA) throughout draft. (including figure 1)

Action: A new service primitive needs to be added that defines the 802.1X services provided via the MLME_8021X_SAP.  An update to clause 5.3 may be necessary after this is complete.

Pg 8, Line 18 Association.  This paragraph needs to be re-written.  A volunteer is needed.

Pg 8, Line 26 Reassociation.  This paragraph needs to be re-written.  A volunteer is needed.

Skip over all of Clauses 5.4 and 5.5 as these will need to be modified once we have defined our service interface.

Action: The second paragraph in Clause 5.6 needs to be rewritten.  Suggest using scenarios.

Recess at 4:55pm – continue tomorrow with Clause 5.9

Thursday, October 17, 2002

9:00am 

Chair:

Review of schedule for November meeting.

Resume draft review

Action: A motion is needed to support Group Key only in a TSN.

Action: A motion is needed in November to transfer clause 8.1.6 to new clause 5.9.4.

Action: A motion is needed to modify clause 6.1.2 to match the changes we made to the Services in clause 5.3

Action: A motion is needed to modify clause 6.2.1.2.2 to remove the Association ID from the .indication primitive to match resolution of LB Comment 2313.

Action: An “order number” for the RSNE Probe Response is needed from the ANA.

Action: As agreed for LB Comment 2213, a motion is need to remove the RSN bit from clause 7.3.1.4.  Mike Moreton has volunteered to do this work.

Action: Either remove the changes to Table 18, or update the text in the draft to reflect the numbers in the modified Table.

Action: Tim Moore to make a motion to state what the RSN capabilities shall be if the RSN Capabilities field is missing from the RSN IE.

Action: A motion is needed to either remove Clause 7.3.2.17 bullet 3, or text is needed to make it measurable.

Action: A motion is needed to remove the second sentence from the paragraph starting on line 7 from pg 23 of Clause 7.3.2.17

Action: We need to add a definition for the term ‘key id’ and replace current references to WEP Key Index with new definition.  A motion may be needed based on what text needs to be changed.

<Stopped draft review at end of Clause 7>

Discussion on FIPS compliance.

Guests: Bill Burr from NIST and Les Owen from Booz Allen 

Guest: FIPS document 140 covers 4 levels of security and 13 domains.

Chair: We don’t want to get locked out of selling to government agencies.

Les: NIST Document 800-38 on handheld devices using 802.11

Bill Burr – Discussion on removing FIPS roadblocks.

· FIPS 140 – One of the validated cryptographic modules must be used.

· Triple DES and AES have been validated

· Modes needed as well

· Working on validating CBC-MAC currently

· About to announce their MAC, but not quite CBC-MAC

· A Modes conference was held.  Many modes were submitted.

· I don’t think you will be able to say that CCM is a combination of two things that are already FIPS.

· The MAC in CCM might be a problem.  No answer back yet from NSA if they like it or not.

· We could probably have a draft out for comments in a few months.  45 day comment period.  A recommendation should be available in less than a year.  A lab won’t test for FIPS compliance until there is a test suite is available.  These are often provided by manufacturers.

Chair: Are systems tested or components?

Bill: NTISSP 11 says for any kind of information system, it has to be tested for security.

Chair: Does it make sense to make an industry standard?  Can the consumer put together a system piecemeal?  Or does the whole system need approval?

Bill: Wherever the encryption is done, that module needs to be FIPS 140 validated.

Bill: The trend is to try to make the crpto module boundaries very tight.  A node performing TLS may have both a software and hardware component.  In 802.11, you are restricting the module to the AP or the NIC.

Jesse: But we are using outside systems for Authentication and Key Management.

Chair: It doesn’t seem like RADIUS is FIPS compliant.

Comment: I don’t think the Key Distribution to the NAS is FIPS compliant.

Bill: Yes, Key Management is the Pandora’s box.

Bill: We’re talking about the next 20 to 30 years of national infrastructure.  It’s important to get this right.

Chair: What do these back-end systems look like?  Can we authenticate to them?

Bill: How is the key installed in TGi?

Tim: It is automatic.  

Bill: Where do the keys come from?

Tim: TLS

Comment: We don’t have a Key Management FIPS, so we resort to an industry standard.

Chair: We need to know if there are concerns with running the TLS exchange over the air versus over a wire.  Are we more vulnerable?

Bill: We’ve been thinking about having a small workshop (possibly) on Dec 4th and 5th .  We are interested in lining speakers and participants.  Agenda includes NIST, FIPS 140, TGi, SSN

Submission: David Johnston – doc 02/643 TX/RX Pseudo Code

I would like people to take a look at this and send comments back.  It is on the 802.11 server.

Discussion:

Comment: Is the aHavePTK per STA?

DJ: Yes

Jesse: Those people who would like to make motions at the November meeting, please send them to me and we can work together to have them ready.

Chair: Any further items?

None

Adjourned at 4:50
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