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This document describes modifications to sections 8.7 of IEEE Std 802.11i/D2.4.2, edited by Jesse Walker.

Change the text in 8.4.5 from:

“The STA shall relax this filtering to permit authorized unicast MPDUs when 802.1X uses the MLME-SETKEYs.request to initialize pairwise temporal keys for the association. The STA shall relax this filtering to permit authorized broadcast/multicast MPDUs on receipt of the MLME-SETKEYS.request to initialize the group temporal key for the association from 802.1x.”

To:

“The STA shall filter unprotected unicast MPDUs when the boolean attribute aHavePTK is TRUE. The STA shall filter unprotected broadcast MPDUs when the Boolean attribute aHaveGTK is TRUE. The MAC shall set aHavePTK on receipt of the MLME-SETKEYs.request to initialize pairwise temporal keys for the association. The MAC shall set aHavePTK on receipt of the MLME-SETKEYS.request to initialize the group temporal key for the association from 802.1x.”

Change the text in section 8.7 to:

8.7 Tx and Rx Packet Processing

Since 802.1X provides MSDU filtering based on port status, the 802.11 MAC can restrict itself to filtering according to whether a key is present. The rules for processing in the various conditions of temporal keys are as follows:

1. dot11PrivacyInvoked shall be true in order for a STA to apply RSN protections.

2. STAs protect all MSDUs when when temporal keys are configured, and send and receives all MSDUs in the clear when temporal keys not configured.

3. STAs protect 802.1X messages only with a key mapping key; STAs shall not protect 802.1X messages with default keys.

4. STAs must always be prepared to send or receive IEEE 802.1X data messages in the clear.

5. An AP should disassociate and/or deauthenticate a station on receiving an IEEE 802.1X authFail event for the STA.

8.7.1  Per MSDU Tx pseudo-code

if dot11PrivacyInvoked = FALSE then 

transmit the MSDU without protections

else


// If we find a suitable unicast or group key for the mode we are in…
if (MSDU has an individual RA and dot11WEPKeyMappings has an entry for that RA and dot11WEPKeyMappingsKeyBroadcast is false) or (the MSDU has a multicast RA and the network type is IBSS and the network is RSN and there is an entry in dot11KeyMappings for the TA and dot11WEPKeyMappingsKeyBroadcast is true) then
if entry has WEPOn = FALSE then
transmit the MSDU without protections

else

if that entry contains a null key then
discard the entire MSDU and generate an

MA-UNITDATA-STATUS.indication primitive to

notify LLC that the MSDU was undeliverable due to a null key

else


if cipher type of entry is AES-CCM
Set the KeyID subfield of the IV field to zero.

Transmit the MSDU, protected using AES-CCM with the entry’s key


else if cipher type of entry is AES-OCB
Set the KeyID subfield of the IV field to zero.

Protect MSDU with AES-OCB cipher and entry’s key

Transmit the protected MSDU


else if cipher type of entry is TKIP
Set the KeyID subfield of the IV field to zero.

Compute MIC using michael algorithm and entry’s Tx MIC key.



Append MIC to MSDU

else if cipher type of entry is WEP and dot11RSNEnabled = “false”
Set the KeyID subfield of the IV field to zero.

Transmit the MSDU, protected with the entry’s key






else







discard the MSDU






endif

endif

endif

else 
// Else we didn’t find a key but we are protected, so handle the WEP default key case or

// discard.


// This clause covers the case of an AP in a BSS with encryption, that accepts non

// protected STAs into the BSS and so must transmit broadcasts as plaintext.

if MSDU has a group RA and the Privacy subfield of the Capability Information field in this BSS is set to 0 then
Transmit the MSDU is without protections

else
// No key found so try either default WEP
if WEPSupported and dot11WEPDefaultKeys[dot11WEPDefaultKeyID] = null then

discard the MSDU and generate an

MA-UNITDATA-STATUS.indication primitive to

notify LLC that the entire MSDU was undeliverable

due to a null WEP key

else if  WEPSupported and dot11WEPDefaultKeys[dot11WEPDefaultKeyID]

           is not null
Set the KeyID subfield of the IV field to dot11WEPDefaultKeyID.

Protect the MSDU using WEP and

dot11WEPDefaultKeys[dot11WEPDefaultKeyID].

endif

endif

endif

endif
8.7.2 Per MPDU Tx pseudo-code

if  MPDU is member of an MSDU that is to be transmitted without protections

transmit the MPDU without protections

else if MSDU that MPDU is a member of was protected using AES-OCB

Transmit the MPDU unaltered

else if MSDU that MPDU is a member of is to be protected using AES-CCM

Protect the MPDU using entry’s key and AES-CCM

Transmit the MPDU

else if MSDU that MPDU is a member of is to be protected using TKIP

Protect the MPDU using TKIP encryption

Transmit the MPDU

else if MSDU that MPDU is a member of is to be protected using WEP

Encrypt the MPDU using entry’s key and WEP

Transmit the MPDU

else

// should not arrive here

endif

8.7.3 Per MPDU Rx pseudo-code

if the Protected Frame subfield of the Frame Control Field is zero then // Received unencrypted frame

if MPDU has a group RA and aHaveGTK =”false” and dot11RSNEnabled = “true” then

Receive the frame unencrypted


//Unicast

else if aHavePTK = “false” and dot11RSNEnabled = “true”  then

Receive frame unencrypted

else if dot11RSNEnabled = “false” and aExcludeUnencrypted = “false”

Receive the frame without applying protections 

else

discard the frame body without indication to LLC and
increment dot11WEPExcludedCount

endif

else





// Received Protected Frame

if (dot11PrivacyOptionImplemented = “true” and the MPDU has individual RA and there is an entry in dot11WEPKeyMappings matching the MPDU’s TA and dot11WEPKeyMappingsKeyBroadcast is false) or (the MPDU has a multicast RA and the network type is IBSS and the network is RSN and there is an entry in dot11KeyMappings for the TA and dot11WEPKeyMappingsKeyBroadcast is true) then

if entry has an AES-OCB key




receive the frame unaltered



else if entry has an AES-CCM key




decrypt frame using AES-CCM key




discard the frame if the integrity check fails



else if entry has a TKIP key




prepare a temporal key from the TA, TKIP key and PN




decrypt the frame using RC4




discard the frame if the ICV fails



else if entry has a WEP key




decrypt the frame using WEP decryption




discard the frame if the ICV fails and increment

dot11WEPUndecryptableCount


endif

else if dot11WEPDefaultKeys[KeyID] is null then
discard the frame body and increment dot11WEPUndecryptableCount

else

attempt to WEP decrypt with dot11WEPDefaultKeys[KeyID],

incrementing dot11WEPICVErrorCount if the ICV check fails



end if


end if

8.7.4 Per MSDU Rx pseudo-code

if the frame was not protected 

receive the frame without applying protections 
else

// Have a protected MSDU

if dot11PrivacyOptionImplemented = TRUE then
if dot11WEPKeyMappings  entry has WEPOn set to FALSE then
discard the frame body and increment 

dot11WEPUndecryptableCount

else if dot11WEPKeyMappings  entry contains a key that is null then
discard the frame body and increment

dot11WEPUndecryptableCount




else if dot11WEPKeyMappings  has an AES-OCB key then




Decrypt the frame using AES-OCB





Discard the frame if authentication fails

Accept the MSDU of the OCB decryption and authentication succeeds




else if dot11WEPKeyMappings  has an AES-CCM key then




Accept the MSDU since the decryption took place at the MPDU




else if dot11WEPKeyMappings  has a TKIP key then




Compute the MIC using the Michael algorithm





Compare the received MIC against the computed MIC





discard the frame if the MIC fails and invoke countermeasures if appropriate,





otherwise accept the MSDU




else if dot11WEPKeyMappings  has a WEP key then
Accept the MSDU since the decryption took place at the MPDU




endif

else // Cannot decrypt payload, so discard it.

discard the frame body

endif

endif
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